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Abstract—The increasing convergence of Information
Technology (IT) and Operational Technology (OT) in critical
infrastructures such as power grids introduces both opera-
tional efficiencies and significant cybersecurity challenges.
This paper proposes a Collaborative Converged Local Con-
trol SOC Architecture (CCLCSA) to enhance cyber resilience
in Electric Power and Energy Systems (EPES). Building
on the Purdue Enterprise Reference Architecture and IEC
62443 standards, the architecture integrates Security Opera-
tions Center (SOC) enclaves with OT control environments,
enabling federated security monitoring and coordinated in-
cident response. A proof-of-concept (PoC) was developed
using open-source tools (Suricata, Wazuh, and SOARCA) and
validated in a virtualized IEEE 39-bus power grid model.
The approach emphasizes playbook-driven automation with
human-in-the-loop safeguards to balance rapid incident
response with operational safety. Results demonstrate im-
proved collaboration between SOC personnel and control
room operators, supporting semi-automated and automated
responses to advanced cyber threats. While promising, the
architecture requires further research for real-world deploy-
ment and broader adoption.

Index Terms—SOC, Security OT, Security IT/OT, ICS,
SCADA, Architecture, IT/OT, Converged, distributed, Purdue,
PERA

I. INTRODUCTION

On December 23, 2015, the Ukrainian power grid oper-
ated by Kyivoblenergo appeared to be functioning normally.
However, behind the scenes, a coordinated cyberattack was
unfolding. At 15:35 local time, seven 110 kV and twenty-
three 35 kV substations were simultaneously disconnected
for three hours, resulting in widespread power outages [1].
This attack was attributed to the Sandworm group, which is
associated with Russia [2].

This attack would also signal to other countries like the
US and members of the EU that the power grid infrastructure
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is vulnerable. Digitalisation in EPES results in introduction
and integration of Information Technology (IT) systems into
Operation Technology (OT) environments [3], [4], [5], [6].
While convergence improves visibility, efficiency, and remote
control it introduces new pathways for adversaries to from
IT into OT. With this in mind and current SOC models tai-
lored to IT monitoring and response, organisations struggle
to maintain visibility into OT environments. Even when they
do so, timely response and safe actions in the distributed
OT environments is hard due to integration complexity,
maintenance and legacy system integration [7].

This paper wil go into the components that are part of the
IT and OT domain to detect cyber attacks. We summarise
cyber treats of last year summarised by Miller et al. [8] and
Ibis et al. [9]. This paper highlights innovations developed in
the eFORT project [10] and proposes architecture improve-
ments helping Cyber Security Incident Response Teams
(CSIRT) within the Control Room of the Future (CROF).

II. BACKGROUND

A. Process automation

Process automation or often called OT is used to automate
everyday processes and functions to operate society [11].
These processes are controlled by hardware and software
that will monitor and operate devices that enable these
automation processes. One can think of energy generation
and distribution, waste water treatment, or the manufactur-
ing of goods. A central piece of equipment in OT is the so
called programmable logic controllers (PLC), which handle
the control loops based on the monitored inputs and gener-
ating the outputs. These PLCs are typically managed by
supervisory control and data acquisition (SCADA) systems
or distributed control systems (DCS) [12]. In the early days
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these systems were not connected to the internet or even
networked at all and operated isolated from the enterprise
networks. Due to demands such as higher efficiency, insight
and just-in-time delivery. The PLCs were connected to the
enterprise network [12].

When we look at an enterprise and its networks we can
see a clear difference between IT and OT. Where IT’s main
focus is on (processing) data and has to ensure it’s confiden-
tiality, integrity and availability [13]. The focus of OT is on
operating and monitoring physical processes. Where safety
and availability are the driving factors. This is also reflected
in the types of equipment used in OT, as it uses specialised
devices and proprietary systems tailored to the specific needs
of the process like PLCs. Other devices commonly found in
OT are:

+ Intelligent Edge Device (IED);

« Human Machine Interface (HMI);

« Remote Terminal Units (RTU);

« SCADA servers;

« DCS servers.

Where in IT general purpose operating systems are used
in datacenters and endpoint devices to perform data driven
tasks [14].

With the onset of industry 4.0 these worlds have begun
to merge into a converged IT/OT environment. The merge
of these environment brings operational efficiency, real-time
insight and analytics. Although the’re many gains of the
merger of these environments, there are some challenges
like compatibility and security.

The combination can be described using the Purdue En-
terprise Reference Architecture (PERA) [15], [16] commonly
referred to as the Purdue model. To explain the security
challenges in commonly used OT devices and protocols this
paper will explore them, with a special interest in devices
and protocols used in power grid systems.

B. Enterprise zoning and organisation segmentation

The Purdue enterprise reference architecture (PERU) was
developed to facilitate the generic integration of computer
integrated manufacturing (CIM) into any manufacturing
facility. Among other things it introduced the hierarchical
view or zoning.

These levels provide a structured approach to organizing
and managing the various functions within a manufacturing
plant. By dividing the system into distinct levels, it allows for
clear separation of responsibilities, improved coordination,
and efficient operation of the manufacturing process. Each
level has specific roles and responsibilities, ensuring that
all aspects of the manufacturing process are covered, from
physical operations to high-level enterprise management
[16]. This also allows for safety boundaries that are coupled
to the responsibilities [17].

The summary of the levels as described by Williams [16]
are:

« Level 0: Physical Process

» Content: Includes the actual physical processes
and equipment (conveyor belts, reactors, distilla-
tion columns etc.) used for manufacturing.

» Role: Actual process execution by physical equip-
ment.

« Level 1: Direct digital control

» Content: Includes intelligent devices like sensors,
actuators, and controllers that directly interact
with the physical process.

» Role: Responsible for data acquisition and direct
control of the physical process.

« Level 2: Supervisory control

» Content: Includes programmable logic controllers
(PLCs), distributed control systems (DCS), and
other control systems.

» Role: Manages real-time control and monitoring
of the manufacturing process, ensuring that oper-
ations are carried out according to plan.

« Level 3: Manufacturing Operations Systems

» Content: This level encompasses manufacturing
execution systems (MES) and other systems that
manage production activities.

» Role: Focuses on the execution of production
plans, scheduling, and tracking of production
activities, ensuring efficient operation and coor-
dination of manufacturing processes.

« Level 4: Business Planning and Logistics

» Content: Includes enterprise resource planning
(ERP) systems and other business management
systems.

» Role: Handles business-related functions such as
production planning, logistics, inventory manage-
ment, and order processing. This level ensures
that manufacturing operations align with busi-
ness objectives and customer demands.

« Level 5: Enterprise Management

» Content: This level involves corporate manage-
ment functions, including strategic planning,
financial management, and overall enterprise gov-
ernance.

» Role: The focus is on high-level decision-making,
setting long-term goals, and ensuring that the en-
tire enterprise operates cohesively and efficiently.

The Purdue model today is often referred to from a
security context [15], [18], [19] also in context to zero thrust
networking which has become more prevalent in IT and is
emerging in OT [20].

For electric power and energy systems (EPES) the general
architecture is the same but there are some specific devices.
Martin et al.[21] describes such an architecture for power
grid specifically. The EPES architecture is displayed in Fig. 1.
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Fig. 1. SEI ETF Reference Architecture for Electric Energy OT.

C. Security Operations

Cyber resilience is based on different aspects like asset
management, hardening, patching, cyber threat intelligence,
security monitoring and detection, and incident response.
These facets are specified in norms and standards like
1SO27002:2022 IEC62443, NIST 800-82r3, and Nist Cyber
security framework (CSF) 2.0.

a) Security Operation Center (SOC): Security monitoring
and application monitoring is common practice in today’s
cloud and enterprise environments. SOCs employ many
ways to monitor for and respond to cyber threats. The SOC
mission as described by Knerler et al. [22]: “A typical midsize
SOC’s mission statement typically includes the following
elements:

« Preventing cybersecurity incidents through proactive

measures, including:

» Continuous analysis of threats

» Scanning for vulnerabilities

» Deploying coordinated countermeasures

» Consulting on security policy and architecture

« Monitoring, detection, and analysis of potential intru-

sions in real time and through adversary hunting,
utilizing a variety of security-relevant data sources

+ Responding to confirmed incidents, by coordinating

resources and directing use of timely and appropriate
countermeasures

« Providing situational awareness and reporting on cy-

bersecurity status, incidents, and trends in adversary
behavior to appropriate organizations

+ Engineering and operating SOC technologies, such

as host sensors, network sensors, log collection, and
analysis systems®

To make this mission a succes the SOC functions need to
have equal mandate to the IT operations [22]. If not done
so availability might trump security considerations [22].

b) SOC Tooling (SIEM): In the SOC, SIEM tooling is essen-
tial to the operation. There are many SIEM vendors with
known vendors like: Splunk [23], Microsoft Sentinel [24],
QRadar [25] and Elastic Security [26]. Few of them offer
open source tools like Wazuh [27] and Elastic Security. The
SIEM combines Cyber Threat Intelligence (CTI) with event
logs sources to generate alerts based on rules or anomaly
detection algorithms. These days also machine learning (ML)

and artificial intelligence (AI) is used to enrich data and
contextualise alerts.

c) (Automated) response: Based on generated alerts re-
sponse needs to be taken this can be done by SOC operators
in collaboration with infrastructure colleagues. This is part
of the incident response duties of the SOC. Execution of re-
sponse tasks can be based on loosely defined steps in wiki’s,
mails, BPMN etc. but we see a shift to playbook driven re-
sponse [28], [29]. These playbooks can be executed by hand
but also be tightly integrated with security orchestration
automation response (SOAR) tooling. The known vendors
have integrated proprietary formats in their SOAR tools. But
there are open formats like Collaborative Automated Course
of Action Operation version 2 (CACAOv2) [29]. This can be
executed by SOAR tools like SOARCA [30].

d) Segmentation architectures: Segmentation is a well know
practice for enforcing security measures. Around 2011 Zero
Trust has been introduced as a concept [31], [32]. The
concept takes a perimeter from device to an access and
behaviour approach [32]. This allows for more dynamic
access and control to data and assets.

D. OT Communication Protocols

Protocols in OT are designed for machine to machine
operation (M2M) and typically in binary form. Most ven-
dors have their own proprietary protocols like Siemens’
S7COMM+. These protocols are typically found in commu-
nication between PLCs, sensors and actuators (like motors).
These protocols are not engineered to include strong security
[33], [34]. Other commonly used protocols are: ModbusTCP/
RTU, DNP3, OPC-DA, OPC-UA. and more recent IoT proto-
cols [35] such as MQTT and Kafka. Within certain industries
like power grids, specific protocols are used based on the
IEC61850 such as: Generic Object Oriented Substation Event
(GOOSE), sampled value (SV) and Manufacturing Message
Specification (MMS). The traditional or specialised protocols
focus on speed of processing and staying within the deadline
so they are often based on ISO layer 2 MAC addressing.
Although they often have a layer 3 TCP/IP counterpart. The
newer protocols focus on integration with IT systems and
data insights to power MES and ERP systems.

E. Incidents

The earlier mentioned Ukrainian cyber attack [1], [2]
doesn’t stand on its own. In the last years many OT incidents
have been taking place. Between 2020 - 2023 alone we see
that 133 incidents [9] have occurred. Additional research for
2023 - 2024 has been done added [9]. Many of the attacks
have been targeted at the IT level and then pivoting into the
OT system [8], [9]. Having granular insight into these attacks
is key to track cyber incidents in an enterprise oganisation.
More recently attacks continue with the attack on the Poland
grid as reported by NFP [36].
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III. RELATED WORK

A. SOAR in OT

As we discussed automated response which will form
the bases of our work. Chatterjee et al. shows that SOAR
in oil and gas has been explored and deemed possible [7].
Despite having its benefits like efficiency improvements and
reducing mean time to detect MTTD and mean time to
response MTTR, integrations remains difficult. Factors like
legacy system integration and performing maintenance and
updates remain limiting factors. Furthermore, having skilled
personnel is mentioned as a problem [7].

B. Zero Trust in OT

Zero trust has gained traction in the last years. This allows
for effective control point in an infrastructure. It also enables
controlled execution of tools like SOAR. Garton et al. [15]
introduces Purdue zoning. And zero trust in OT, is described
by Nozomi [20]. Paul et al. [37] explored zero trust for smart
industry, outlines role based remote access and removing
implicit trust between OT devices.

C. OT SOC architectures

Based on the principles of deny by default and rigours
authentication, architectures are being introduces like ISERA
[38]. But these don’t address the distributed nature of more
complex OT-systems, the collaboration between control
room and SOC personnel and automated response combined
with zero trust principle like segmentation. Laue et al. [39]
described advanced detection in OT with the Wazuh SIEM
attempting to perform quick response, in both IT and OT.

IV. METHODOLOGY

In this section we present the outline of the methodology
used in the research. First we describer the fases, then we
will outline the experimental setup.

A. Research fases

The research has been done in 3 destinct fases: literature
study, Architecture PoC development and PoC testing.

a) Literature study: To define the state of the art (SotA) we
have performed a literature studie to establish insights on
the security principles used in OT. The following keywords
were used to query for relevant material “plc”, “security”,
“OT-SOC”, “Converged IT/OT SOC” and “OT operator in-
volvement”. This resulted in a basis of scientific papers for
these papers we have applied snowballing technique[40] in
a moderate form. Besides these papers we have included
relevant standards and drafts. Lastly non scientific papers,
reports and web material have been added to get a full
picture. These inputs have resulted in the definition of an
use case and problem definition and requirements. This is
depicted in in Fig. 2 with the green rounded rectangle.

b) Architecture and Proof of Concept development: To define
a relevant architecture we must make sure that our results
are based on current standards and architectures out there.
That’s why we use Purdue[16] and IEC62443-3-3[41] as the

basis of our design. To facilitate the use case the PoC needs
to include the components needed for the scenario. The
PoC also need to represent current and future components
employed by power grid operators and in more general OT-
operators. This is shown in Fig. 2 with the yellow rounded
rectangle.

c) Architecture and Proof of concept deployment and testing:
To validate our ideas we have deployed a virtual power
grid based on the well known IEEE 39-Bus model[42]. This
model is used to show the impact of our architecture adap-
tations and will be virtualised in the PoC. This is shown in
Fig. 2 with the purple rounded rectangle. This results in an
Architecture description tested with a PoC concept based on
power grid infrastructure (blue rounded rectangle).

Papers, standards,
documented Case Study/
Use cases » scenario/
\_/—-\ Problem definition
IEC62443, Architecture
Purdue »  PoC definition/
\_/_.\ collaboration
Power Grid l
Simulation FoC
|EEE 39-Bus »> development
& testing

Architecture

Fig. 2. Methods and resources.

B. Experimental setup

For the development of the PoC mainly open source tools
were used to construct the environment. The advantages of
using open source tools is they can be adapted and changed
to the needs of the research. When problems arise they can
easily be tackled due to the source being available.

To be able to recreate, start over and adapt the PoC easily
all parts of the PoC are implemented with infrastructure as
code (IaC). This is done using the Packer, Terraform and
Ansible languages. These tools are then used to deploy in a
virtual environment on a hypervisor host running Proxmox
VE 8.4.16. This host has 768 GB of RAM, 5TB of NVME
storage and an AMD EPYC 9354P 32-Core Processor.

For the experiments we have selected the aforementioned
IEEE 39-bus [43], but we will also use the SEI ETF Reference
architecture as starting point to develop our testbed and PoC.
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Scenario’s will be executed according to their description.
The designed response action will trigger automatically
based on their rules and triggers.

V. REsSULTS

We will first describe the requirements, then the PoC
scenario. Finally we introduce our security operation center
(SOC) enclaves[22] architecture which align with the Purdue
levels described in Section IL.B. We describe how monitoring
and automation is added using network intrusion detection
sensors (NIDS), endpoint detection and response (EDR),
security incident event management (SIEM) and security
orchestration automation and response (SOAR) tools. This
together with how operators and security personnel can
work together using these tools, and how this could be
based on upcoming standards and regulations. Lastly we will
describe how we integrated these tools into a PoC testbed.

A. Requirements

To develop our architecture we have defined requirements
to incorporate into the design.

Requirements:

« Usable in power grid infrastructures so must follow
Purdue architecture;

« Allow for fully independent operation without any
outside connections;

« Multi layered detection capability;

« Capable of using SOAR technologies and playbook
actions;

« Enable synergy between control room and SOC to
share situational awareness and collaborate on re-
sponse.

B. Scenario

To demonstrate the architecture and PoC we have devel-
oped a scenario which will show the advantages of the new
architecture. The scenario is based on previous events where
compromised IT infrastructure will lead to a pathway into
the OT infrastructure. This scenario is fictional but based on
the referred work of Miller et al.[8] and Ibis et al. [9]. Specific
living of the land (LOTL) techniques of Volt Typhoon [44]
were used.

This resulted in storyline 1 Fig. 3 where from right to left:

1) the attacker infects an IT workstation through phish-
ing mail and malicious file download,;

2) then the LOTL techniques are used to pivot to an
engineering workstation via VPN and leaked creden-
tials form the IT environment;

3) then the engineering workstation is used to infect the
HMI in the substation;

4) the infected HMI is used to control the IED to change
the breakers state in the substation and cause a
blackout.

This is visualised in Fig. 3 storyline 2 an attack via physical

break-in is not discussed in this paper.
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Fig. 3. Storyline 1 eFORT Dutch demo IT lateral movement (right to left)

This multistage attack allows us to have multiple oppor-
tunities to detect and respond. The scenario enables us to
show the collaboration between control room and SOC by
informing the control room of an ongoing attack. To do this
we first need to lay out the adapted architecture and SOC
zoning.

C. SOC enclave on integrating with Purdue zoning

The fine grained integration of security tooling in power
grid infrastructures allows for close monitoring and fine
grained incident response. Knerler et al. [22] describes how
SOCs could be structured in different ways. Because respon-
sibilities in OT are located in the control room (level 3)
and site (level 0 - 2) with oversight of said control room,
the SOC should operate accordingly and adopt the federated
SOC model. This allows for local incident handeling with
reporting and assistance from a central SOC. For big substa-
tions with permanent operator presence this model could
even be adopted to the substation level. This would mean a
SOC enclave manned a the substation. In Section V.D we will
discuss the interactions involved. The idea here is that SOC
enclaves won’t reach into vertical segments and only operate
horizontally. To illustrate our Collaborative Converged Local
Control SOC Architecture (CCLCSA) Fig. 4 shows the Purdue
levels and shows the SOC enclaves in the same colours.

o Level5—intemet/ Cloud

ITS0C Z¢

y ™ i
DS Fg SIEM
S
oT oT
SIEM SOAR &

2

& y
Level 2 - Local Supervisory !i 3 a 7
Level 1 - Locai Controllers q ation
HI sem

Fig. 4. CCLCSA merged with Purdue levels.
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This federated SOC introduces a dependencies between
zones, when introduced it should be only to gather data and
communicate, so every enclave can work entirely indepen-
dently. This allows for isolation during incidents like we
have seen in Ukraine where the OT is isolated from the
IT and internet. We propose SOC operations must follow
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the same isolation standards without losing core operation
capability and visibility.

To retain complete oversight on the environment we also
introduce the converged SOC enclave. This enclave is not
connected directly to the organisation’s infrastructure but
only to the enclaves via demilitarised zones (DMZs). This
allows it to receive alerts from and perform queries to
other SIEM instances. Specific tool integration is described
in Section V.E. This integration is similar to IT sensor data
integration and MES/ERP integration in OT processes. These
systems are typically integrated into a clone or replication
of a historian so they don’t reach into the OT environment
directly.

For security orchestration the enclaves work in conjunc-
tion. SOAR tooling is installed and maintained in each
enclave. SOAR tooling should use playbook driven automa-
tion to allow for easy maintenance and creation of response
actions. The central SOC zone can trigger enclaves SOAR
but it can not override or change its playbook. The playbook
control is left into the hands of the enclaves to ensure safe
(physical safety) operation of the infrastructure as we are
dealing with cyber physical systems. Creation and mainte-
nance of playbooks thus must be a joint effort between
security personnel and OT operators.

To allow for fine grained control (e.g. confine a singel
device service) and regulatory requirements playbooks could
be constructed so they allow for semi automated execution
through a human in the loop (HITL). This allows the
execution to be governed by control room personnel and
prevent unwanted side effects due to playbook execution. In
some cases their could be a hybrid where playbooks could
be partially automated to stop threats in its tracks but have
some other parts or steps guarded by HTIL.

D. Control room and SOC

To effectively communicate about security incidents both
control room operators and security personnel need to speak
the same languages. The introduction of the Network Code
on Cyber Security (NCCS) by entsoe defines a new frame-
work for incident severity and criticality. This framework is
used to define severity of incidents that are communicated
between SOC en control room to achieve synergy.

We don’t want to dictate roles in the substation so we
want to layout actions and responsibilities to be integrated or
executed by control room operators and SOC personnel. We
have described the actions that are essential to the collabo-
ration between SOC in Table I. We have distinct initiators,
and operations phases when these are used. This allows
updates from the SOC to playbooks in normal operation
and executions of playbooks during incidents. Note that the
Notify for pre-authorised playbook execution is depicted but
it should be integral part of the playbook.

TABLE I
SOC CONTROL ROOM SYNERGY
Initiator Interaction When
SOC Request pre-authorisation for playbook NO*
socC Report incidents to control room Incident
SoC Request authorisation for playbook execu- | incident
tion
socC Notify for pre-authorised playbook execution | incident
Control room Authorise playbook NO
Control room Authorise playbook execution Incident
Control room Report incident severity Incident

Fig. 5 Depicts a workflow of two actions that could be send
during an incident. Where 1 describes the notification of an
incident, and 2 describes the request for pre-authorisation for
a response action that interacts with critical cyber physical
systems.

Security Operation
Centre (SOC)

Control Room of the Future

incident
coordinator (@i

(Pre-)authorisation request for <response action>
I Report Cybersecurity Incident <substation=2 | severity=high>

Impact cascading failures <substation=2 | Impact=5,24>

Link to the challenges
Prevent negative
impact due to
(automated)
response by SOC

o Support

collaboration
between Control
Room & SOC

Fig. 5. Collaborative workflow SOC - Control room

a) Playbooks: These actions can be translated into the use
of playbooks

We have developed different kinds of playbooks where we
can divide them into three categories:

1) Data enrichment playbooks;

2) automated playbooks interacting with non critical

cyber physical components or communication;

3) (semi)-automated playbooks interacting with critical

cyber physical components or communication.

The first type of playbooks are used by the SOC to enrich
their SIEM data, automate mondaine tasks and do basic
reporting. An example is shown in Fig. 6 where we do a
asset lookup in the asset database. This is reported to the
control room.

'normal operation
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Deviceisknown

e
Action End End
[NOTIFY] Grid api

Fig. 6. New device discovered playbook condition and reporting step

The second type of playbook are used by the SOC to
isolate hosts in the IT environment or in the non critical
parts of the OT environment. This could be unknown hosts
or host that do not impact the critical process. An full
example is placed in Appendix A where we isolate a PC
from the network.

B cymph

Fig. 7. OPNSense firewall rule playbook

The third type of playbook is used by the SOC together
with the control room to intervene with components in the
critical process. These playbooks should be safe to operate
but can impact visibility or control into the substation.
Because it’s interacting with critical components and proto-
cols for the operation of IEDs the playbook requires HITL
interaction.

Action

GUARD manual decicion

Execute automated actions.

Action End

[NOTIFY] Control room with CRITICAL
impact

Fig. 8. HMI isolation playbook with GUARD as HITL step

The full playbooks are shown in Appendix A.

E. PoC environment

The goal of the tool selection for our PoC is to allow for:
easy implementation, reproducibility and standardisation. So
to implement the PoC we have used the common open
source security tools Suricata (NIDS), Wazuh (SIEM) and
OPNSense (firewall). As these tools don’t by them selves
implement any SOAR capability and we want to make use
of standardised specifications TNO has developed SOARCA.
Which is an open source CACAOv?2 based playbook executor
engine developed by TNO [30].

a) SOARCA adaptations:

To allow for integration between SOARCA en Wazuh we
had to develop a way to trigger Playbooks from events and
alerts in the SIEM. We have integrated with Wazuh their
custom integration [45] the example config can be found on
GitHub [46]. This integration allows us to trigger on any
event so we can enrich or activate responses based on that.

SOARCA didn’t allow for playbook HITL actions so we
had to add this function to it. SOARCA achieves this by
executing a manual step and waiting for response. The
response can be given by either a API call or a GUI inter-
actions (which uses the same call). When a action is ignored
a timeout is used to continue execution. The step will be
considered failed. A playbook can also specify a timeout
duration otherwise a default within SOARCA is used.

b) Deployed SOC:

We can see the deployed instances of our SOC enclaves
in Fig. 9 where we have the IT, OT, and converged SOC
enclaves. The full deployed network diagram can be found
in Appendix B.
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Fig. 9. Proof of Concept environment

The way the Wazuh SIEM handles this converged layout is
using remote database access. This allows multiple instances
to read the database and gather alerts. This approach does
allow to have unfiltered access to the events and set alerts
in each enclave or instance based on their needs and pref-
erences.

VI. DiscussioN

The CCLCSA architecture has only been demonstrated
in the described PoC environment. The proposed federated
SOC is implemented in the Wazuh SIEM tool, which demon-
strates it operational feasibility. Through the NCCS based
reporting and HITL interactions between SOC and control
room synergy could be reached in EPES environments. The
adoption of the architecture could be integrated into existing
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environments due to the adoption of the Purdue model
through the SEI ETF Reference Architecture Fig. 1.

Although the proposed architecture is only tested in a
lab setup it was presented during the ARES 2025 and ONE
Conference 2025 multiple (inter)national parties, inside and
outside of the energy domain, have showed high interest
in the CCLCSA architecture and the tools developed in the
eFORT project. This industrie recognition shows potential in
the approach and should be researched further.

The usage of SOAR is controversial in EPES but the
current setup allows for the discussion to be started. Many
considerations need to be figured out as described by [7]
but we think this could provide needed scaffolding to both
integrate security functions and keep separation.

Playbook usage is still new in EPES, but it allows easy
modification of response actions by personnel with limited
software engineering skills both in the SOC as control room.
This enables it to a powerful yet flexible tool to automate
security operations.

A. Limitations

A point of consideration is that the CCLCSA architecture
is based on the Purdue model. But other OT zoning models
are used like the Namur Open Architecture (NOA) [47].
NOA is focused on cloud integration of OT environments.
For the EPES use case NOA was not relevant as almost all
organisations use the Purdue model but for other industries
this might be an interesting topic to research.

Limitations of the chosen response strategy by using
playbooks based on alerts is that events must have happened
and logged in the SIEM. So a response might be “too late”
as an attack might already have happened. This is in the
nature of the chosen technology, catching threats early and
preventing steps in the kill chain is the principle of the
converged design. We didn’t perform benchmark testing for
the responses in our research. Future research might focus
on more immediate response options.

As we only performed the testing with playbooks on a
simulated environments with only one substation we can’t
make any determinations about the scalability of the archi-
tecture. Although the Wazuh SIEM can be scaled using
both horizontal (more resources per instance) as vertical
techniques (more instances) we don’t know the impact of
the responses.

As we have engineered specific scenario’s we can’t gener-
alise our outcomes using playbooks. MITRE D3FEND [48]
and ATT&CK [49] as well as Open Cybersecurity Schema
Framework (OCSF) [50] could help here but this was not
part of our research.

B. Future work

The CCLCSA is mainly focused on the technical architec-
ture and we have defined some interaction between control
room and SOC. This interaction should be further researched
on effectiveness, communications standards, wording and
responsibilities. Also other actions like the engineering
phase, recovery and regulatory interactions have opportu-
nities for future research. Expansion to other industries like

Water, Critical infrastructure and manufacturing could bring
new insights and have research opportunities. Especially the
potential integration with NOA.

VII. CoNCLUSION

This paper demonstrates that SOC can be improved in
EPES environments by introducing the CCLCSA architecture
for the SOC. The findings mark the potential and limitations
of automated cyber response collaboration in power grid
systems. To address these and further explore possibilities,
improvements and real world validation future research
should be conducted.
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