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As interest in the practical use of cryptocurrencies continues to grow, so does the focus on the (perceived) privacy and
anonymity of users within this domain. Despite this attention, there is a notable absence of standardized definitions for these
terms. This article aims to address this gap by exploring the various interpretations of privacy, anonymity, and related concepts
in the context of cryptocurrencies. Drawing from a thorough review of existing literature, we propose practical definitions for
both privacy and anonymity. Utilizing these definitions, we introduce an ontology designed to streamline future research,
identify knowledge gaps, and facilitate clearer communication in the field.
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1 Introduction

Individual payments are inherently personal; a glimpse into one’s bank transactions can reveal significant insights
into their life. For example, payments may reveal political preferences, shopping habits, or even specific health
problems. However, the increasing digitization of payments means that this information is no longer as fleeting
as it once was in the era of physical cash. Initially, the cryptocurrency Bitcoin was lauded for its privacy and
anonymity features in popular media. Yet, it is now widely understood that Bitcoin offers, at best, a form of
pseudonymity and is generally inadequate for concealing financial trails. Over the years, numerous projects
and initiatives have emerged to enhance privacy in the realm of cryptocurrencies and Distributed Ledger
Technologies (DLTs). However, comparing these initiatives is challenging due to inconsistent terminology.

More specifically, privacy and anonymity are closely related concepts that are sometimes hard to distinguish
[11]. As a result, these terms are frequently interchanged; some see anonymity as part of privacy (e.g., [1, 19, 44,
48]), some perceive privacy as part of anonymity (e.g., [31]), yet others consider them synonymous (e.g., [2]). On
the other hand, some studies also clearly differentiate between them: “one [Privacy] is about hiding the content,
and one [Anonymity] is about hiding who is saying it” [11].
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Given this backdrop, the primary objective of this article is to clarify the definitions in use and to distinguish
clearly between privacy and anonymity. To this end, we propose specific definitions for these terms in the context
of cryptocurrencies, based on a thorough review of existing literature. Finally, we compile commonly used
concepts and terms related to privacy and anonymity in the literature and introduce an ontology that outlines
the relationships and definitions among these terms.

2 Proposed Definitions

As noted, no comprehensive or common definition is employed for privacy or anonymity in current literature
on cryptocurrencies. Therefore, based on the study we present in this article, we propose definitions for these
concepts in this section. To establish these definitions, we have put the common understanding of these concepts
(as expressed in dictionary definitions) in the context of cryptocurrencies and studied current literature for the
definitions used there. In Section 3.1, we align the common understanding of privacy and anonymity with current
literature. Moreover, we highlight the (in)consistencies among literature definitions. As such, Section 3.1 serves
as both a background and justification for the definitions presented here, highlighting the variation in existing
definitions while providing a rationale for our chosen terms.

2.1 Privacy

Based on the definition from the Cambridge dictionary [13] and the way privacy is used in the literature, the
definition of privacy that we propose to be used in the context of DLT systems is as follows:

Definition 2.1. Privacy is the right of a DLT system user to keep secret any data stored or used within the DLT
system that pertains to them.

In the discussed literature on cryptocurrencies and DLTs in general, privacy as a right and confidentiality/secrecy
are regularly mixed up. Privacy is more often perceived as “the hiding of things,” although, as commonly
interpreted, privacy is something that pertains to a person and is about the right to hide things as desired.
Consequently, hiding things is a tool to express this right. In available research, privacy is often seen as a property
of a system, a technology, or an object (e.g., transaction). However, a system itself does not directly have privacy,
nor does a transaction, although they might help to ensure a user’s privacy. As such, we propose to label these
systems or objects as privacy-preserving, which is a property rather than a right.

This means that privacy is not secrecy, confidentiality, or anonymity; it is a higher-level concept that is about
users. However, as already noted above, this definition does not satisfy the use of the term privacy in current
literature. In many instances, the term privacy in literature should be interpreted as privacy-preserving. We
propose to explicitly differentiate between privacy as a right, and the ability to ensure that right which is granted
through privacy-preserving measures. Obviously, various levels of privacy-preservation are possible, still, in
general, something that is privacy-preserving contributes to (at least in part) protecting a user’s privacy. Thus, we
propose the following definition of privacy-preserving.

Definition 2.2. Privacy-preserving is a property of systems, technologies, or objects reflecting their ability to
protect the privacy of their users (to some extent).

The dual use of the term privacy in literature, both as defined in Definitions 2.1 and 2.2, could be interpreted as
some form of an abuse of notation. This provides basis to allow the use of the term privacy in this way. However,
such an abuse of notation hinders the discussion on privacy, since it is misaligned with the common understanding
of privacy in other disciplines and in daily life. The privacy provided in cryptocurrencies is relevant to multiple
parties; users, merchants, developers, regulators, and law enforcement, among others. To enable discussion and
clear communication between these parties, which come from different backgrounds and disciplines, aligned
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definitions are crucial. The introduced definition aims to contribute to this by providing an alternative to noted
abuse of notation.

2.1.1  Anonymity. Definitions of anonymity have also been shown to vary in recent research. However,
compared to privacy there is more agreement on what anonymity is and what it is not, which is likely due to it
being a more descriptive term. We propose to take the definition of anonymity presented in [38] as the definition
to be used for anonymity in DLT. This definition is also the basis for multiple other recent studies, which provide
further fine-grained notions of anonymity [4].

Definition 2.3. Anonymity is the state of being not identifiable within a set of subjects, the anonymity set.

The relation between anonymity and privacy is such that to enable privacy protection, anonymity may be
a measure to achieve some level of privacy-preservation. Moreover, anonymity can be used as an indicator to
assess the level of privacy-preservation that a system provides to a user.

3 Definitions in (Current) Literature

Privacy and anonymity are interpreted in different ways in recent literature’ on cryptocurrencies and DLTs;
no comprehensive and common definition is employed for either. Moreover, privacy is often not defined when
used in literature on DLTs. In this section, we discuss available definitions leading to the definition proposed in
the previous section, despite the fact it has already been suggested that no “unified formal privacy definition”
exists [22]. Availability and adoption of good definitions can aid communication about these topics and will allow
for better comparison between technologies. In this section we show our analysis of the definitions of privacy
and anonymity from included studies. In our analysis, we gathered privacy and anonymity definitions from all
included papers and subsequently looked for common factors in these definitions. We then extracted what we
call “definition aspects.” A “definition aspect” is a facet of a privacy or anonymity definition that occurs in some
of the included papers. Based on the definition aspects we group the included studies and thereby show how the
studies include different though also partially overlapping aspects in their definitions.

3.1 Literature Analysis Results

In our analysis, we also included dictionary definitions of these concepts. We included these to represent the
common understanding of these concepts in a wider scope, to be able to compare this with interpretation in the
field of DLT research. Moreover, we included privacy and anonymity interpretations from Monero [18, 41, 43]
and Zcash [8, 47] as found in their corresponding whitepapers and documentation, to represent the view on these
concepts from the perspective of the privacy-centric DLT community. The results of the analysis are summarized
in Tables 1 and 2. In these tables, the included studies are grouped. The dictionary references are in bold, and the
Monero and Zcash references are underlined to highlight these specifically.

The results of our literature analysis are shown in Tables 1 and 2. When a study is shown in a specific row in a
table, that means that the study incorporated that definition aspect in their definition of privacy (or anonymity
for the anonymity table) explicitly or implicitly. Any given study can be mentioned in multiple rows in the table,
when the definition from that study includes multiple aspects. Multiple studies include no explicit definition of
privacy or anonymity. For some of these studies we were able to extract their interpretation of privacy and/or
anonymity through the way these concepts were discussed or implicitly defined. Using columns of the table, we
differentiate between explicit definitions and implicit definitions. In essence, an implicit definition comes down to
our interpretation of the meaning that a study attributes to privacy or anonymity.

'We included papers on privacy and anonymity in DLTs published since 2019, and selected a few key studies from before this period.
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Table 1. Privacy Definitions in Current Literature

Definition aspect Explicit definition Implicit definition

A user’s right to control their data [This study], [13, 20, 34, 47] | [11, 14, 23, 24, 28, 41]

Hiding the identity of users (senders/re- | [26, 43] [1,3, 38,39, 44]

ceivers)

Hiding links among addresses and/or | [48] [5, 37]

transactions

Hiding of certain (on-chain) data (e.g., | [18, 24, 26, 30, 31] [8, 11, 28, 37, 39, 40, 44]

transaction data)

Anonymity [48] [1, 2, 8, 24, 37, 39, 44]

Not defined [1-6, 8, 11, 14-16, 19, 23, 25, 28, 29, 32, 33, 37, 39, 40, 43,
44-46, 49]

Bold references are from the dictionary, and underlined definitions are from Monero and Zcash documentation. The
implicit definition column contains studies that, according to our interpretation, imply these definitions’ aspects in
their discussion of privacy.

Table 2. Anonymity Definitions in Current Literature

Definition aspect Explicit definition Implicit definition

Unidentifiable in a set [This study], (2, 4,34, 37,38] | [4, 17, 39]

Any entity indistinguishable from any | [3, 4] [31]

other entity

Name not known [12] [11, 26]

Hiding identity of users (senders and re- | [17, 24, 30, 40, 43] (1,8, 11, 14, 39]

ceivers)

Unlinkability of transactions/addresses to | [17, 43] [1,3, 4,8, 26, 28, 48]

user identities

Taint-resistance [33]

Privacy [2, 31, 39]

Not defined [1,5,6, 8, 11, 14-16, 18, 19, 20, 23, 25, 26, 28, 29, 31, 32,
39, 41, 44-46, 47, 48, 49]

Bold references are from the dictionary, and underlined definitions are from Monero and Zcash documentation. The
implicit definition column contains studies that, according to our interpretation, imply these definitions’ aspects in
their discussion of anonymity

When a concept is not defined in a study, that study is placed in the “Not defined” row. Sometimes we were
able to extract an implicit definition, then the study is still included in the “Not defined” row, since there is no
actual definition, just our understanding of the interpretation in that study.

3.2 Findings

Through our analysis of definitions in current literature, as shown in the tables, we obtained multiple insights
regarding privacy and anonymity definitions and interpretations, which are discussed in this section.

— Lacking definitions. As is obvious from both tables, quite often the literature on privacy and anonymity in
DLT does not (explicitly) define privacy and anonymity, though often these papers still make numerous
claims about these concepts. The majority of the included studies do not provide explicit definitions, even
though they are discussing these ill-defined concepts. This shows that the meaning of these concepts is
assumed to be clear, while from our analysis it appears there is no such common ground.
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— Misaligned definitions. It also quickly becomes clear that interpretations vary widely. For example, while
some studies see privacy as pertaining to users, others interpret privacy as the visibility of certain types of
information. Moreover, while there is agreement that anonymity has to do with the identity and identifiability
of users, nuances differ as to whether anonymity is about the users themselves or objects (e.g., transactions)
being linkable to them. Definitions are also conflicting sometimes, which becomes clear in the mingling of
privacy and anonymity in current literature.

— Interchanging privacy and anonymity. The tables show that sometimes anonymity is seen as an aspect of
privacy, while even sometimes privacy is seen as part of anonymity. This highlights interpretations of these
concepts are sometimes conflicting, and that some see them as equivalent while others do not. Interchanging
privacy and anonymity also happens in the content of several studies. For example, in [2] a four-tier system
is introduced to further specify anonymity. Another study [39] refers to the same system although there it
is used to indicate levels of privacy. A second example can be seen in [4] and [5]. By choosing unlinkability
and indistinguishability, [4] is very similar to [5] which was published much earlier. The earlier study
[5] uses unlinkability and indistinguishability as notions of privacy and uses these to quantify privacy of
Bitcoin users. Amarasinghe et al. [4] generalize some of the principles presented in [5] and applies these
to anonymity rather than privacy. However, the approach in [4] is similar to [5]: formal definitions are
provided and game-based definitions of the used notions are introduced in [5].

— Common understanding. As appears from the previous notes, there is not yet a common understanding
of privacy and anonymity in the scientific DLT community that discusses these concepts. Dictionaries
base their definitions of concepts on public understanding, which is analyzed by lexicographers through
spoken and written texts. Thereby, a dictionary definition should represent the general understanding of a
concept. We included the dictionary definitions of privacy and anonymity in bold in the tables. Arguably,
the meaning of these concepts in the context of DLTs should not be too far from dictionary definitions,
to avoid misunderstandings when crossing the border of the DLT community. Currently, privacy is often
not interpreted as a right of a user. While the dictionary does interpret it as a right of a person, many
studies perceive privacy to be about hiding some type of information. In the DLT privacy and anonymity
literature, anonymity is seldom interpreted to be specifically about the name of a user, which is the dictionary
interpretation. Generally, in the DLT literature, it is interpreted to be about the identity of the user, and
specifically about the distinguishability of that identity. This can be seen as an application of the dictionary
definition to the DLT context, where the name of a user is represented by some identity. However, this
application of the general understanding to the DLT context has not been made explicit thus far.

— Privacy-centric community definitions. To represent the perspective of the privacy-centric community on
privacy and anonymity, we included definitions from Monero and Zcash. The Cryptonote whitepaper [43],
which outlines the theory behind Monero, uses a privacy definition from another study which entails
hiding the links between user identities and their transactions. Their anonymity interpretation is rather
similar: all senders must be equiprobable (untraceability) and all given two transactions it is impossible to
determine whether they were sent to the same user (unlinkability). As such, links between identities of
senders/receivers and their transactions must be hidden. In other public sources on Monero, privacy is also
about hiding certain data [18], although privacy is also said to be about users [41]. The paper on Zerocash
[8] (the protocol that is implemented in Zcash) does not explicitly define privacy. However, implicitly it
is interpreted as anonymity, hiding certain transaction data, and hiding user identities. Anonymity is not
explicitly defined either, but seems to refer to linking transactions to identities and hiding senders and
receivers. Other Zcash sources do explicitly define privacy as a right of users [20, 47]. It appears that even
within the privacy-centric DLT community, there is no clear agreement on what privacy does (not) entail.
Moreover, the differentiation between privacy and anonymity in these discussions is unclear.

— Privacy versus privacy-preservation. In many studies, including the Monero [43] and Zcash [8] papers,
privacy is interpreted not as a right but as the hiding of certain information. According to our view, hiding
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information can be a way to enforce privacy; it enables a user to control what information they reveal.
Thereby, hiding information can be seen as a form of privacy-preservation. However, privacy itself is the
right of the users to control what information they reveal, as is also supported by multiple of the included
studies. Distinguishing privacy and privacy-preservation helps to discuss privacy across disciplines, since it
separates two interpretations of privacy that are both common.

— Anonymity framework. Amarasinghe et al. [3] stress that “an acceptable framework to model anonymity in
the context of cryptocurrencies” is something to be developed and would greatly contribute to understanding
and evaluating the performance of cryptocurrencies in this regard. In that same work, Amarasinghe et al.
do provide multiple ways to parameterize anonymity, which do not yet provide such a framework which
lay the ground-work for their next study [4]. In that next study, a “fine-grained, formal qualitative model
of anonymity” is introduced. The models uses two notions to characterize anonymity: indistinguishability
and unlinkability. The study furthermore creates a formal model of an adversary and an anonymity game
(which is designed like security games in cryptography). These are subsequently used to devise anonymity
notions based on parameterized adversary characteristics and an adversary goal which is (breaking) indis-
tinguishability or unlinkability. This leads to a sophisticated formal model of anonymity, which can be used
to evaluate the anonymity of cryptocurrencies by analyzing which of the anonymity notions is satisfied
(i-e., which anonymity game does (not) result in adversary success).

Based on the tables and our findings, we conclude that unequivocal definitions should be introduced and
interpretations aligned. The discussed literature confirms there is no common definition of privacy or anonymity,
although there is more agreement on the latter. No agreement on terminology poses a problem since it becomes
hard to compare results or develop a common ground for evaluation of systems that enhance privacy or anonymity.
Ideally, the introduced definitions should bridge the gaps between the general understanding of privacy and
anonymity and the interpretations of these concepts in DLT literature. We introduced such definitions in Section 2,
to serve as a common ground for discussion and evaluation of studies and technologies regarding privacy and
anonymity, and unify researchers in their approach to these concepts.

Our privacy definition improves ambiguity by separating privacy (as a right) and privacy-preservation. It
includes the “privacy as a right” interpretation which is taken both in the dictionary and in some privacy-focused
literature and statements from the privacy-focused DLT community. Moreover, it gives way to the interpretation
of “privacy as hiding certain data” by labeling this as privacy-preservation, which distinguishes this from privacy
itself while acknowledging the close connection that “hiding data” has with privacy.

The anonymity definition proposed in this study also overlaps with some current literature, which has already
built further on this definition. Moreover, the chosen definition unifies the other definition aspects. Identifiability
is a common theme in most definition aspects of anonymity that we observed in literature, and our proposed
definition is based on this common theme. We applied this to the DLT setting, in which identifiability of a user
among a set of users is the topic of interest, when anonymity is considered. Finally, the chosen interpretation is
widely accepted for the “anonymity in networks”-setting, which is similar to the cryptocurrency setting.

4 Privacy- and Anonymity-Related Concepts in Cryptocurrencies

There are several other terms that are often used in combination with anonymity and privacy in the context
of DLT systems, which are briefly discussed below. We will not provide an overview as thorough as we did
for privacy and anonymity, however we do base our definitions on interpretations from current literature as
much as possible. This overview can serve as a frame of reference when discussing privacy and anonymity in
cryptocurrencies using these terms. We propose a common understanding of these concepts, aimed at improving in
particular cross-discipline communication. As a part of improving the common understanding of these anonymity
and privacy-related concepts in the context of cryptocurrencies, we also highlight the relations between these
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concepts, for which we use a structured figure. First, in Section 4.1, we propose definitions for the terms that are
often used, which is followed by a visual ontology in Section 4.2 that shows the relations between the concepts.

4.1 Definitions

Transaction Privacy. Existing literature on privacy and anonymity in cryptocurrencies regularly mentions trans-
action privacy [15, 17, 19, 23, 26, 32, 37, 44, 48, 49]. Definitions in current literature are mostly about transaction
privacy-preservation, rather than privacy. They mention methods such as hiding addresses or amounts, which pre-
vent linkage and clustering of transactions. Therefore, we propose a definition of transaction privacy-preservation
based on definitions of transaction privacy (from current work): the extent to which transaction properties like
addresses and amounts can be hidden. Transaction privacy-preservation supports user privacy in cryptocurrencies
by enabling the user to hide information about them that is embedded in transactions.

Accountability. Within the context of cryptocurrencies accountability is the extent to which a cryptocurrency
user can be held accountable for their transactions. To hold a user accountable, it must be possible to identify
activity as belonging to a specific user. Current literature relates cryptocurrency use to criminal transactions and
concludes that accountability is necessary such that when a user does something malicious this is detectable and
can be penalized [14, 19, 37]. It is also mentioned that to achieve this some traceability is required [19, 30, 37].

Accountability is also often mentioned in relation to coin mixing protocols (e.g., [30, 44, 48]). In such systems,
accountability means that the mix provider or system can be held accountable for their actions, and dishonesty
will be registered by the system and result in a penalty or public reputation loss. Thereby, accountable mixes are
safer to use and will be less likely to result in loss of funds.

(In)distinguishability. Throughout current work various types of indistinguishability are presented, the most
comprehensive definition thereof is provided in [3, 4, 38]. As such, we propose to use a definition for indistin-
guishability based on these: in the context of cryptocurrencies indistinguishability means that an entity cannot be
distinguished from any entity of the same type. This works well with definitions for coin- [3], profile- [3, 5], ledger-
[1, 40], or mix-address [30] indistinguishability when these are the entities to distinguish, and the definition
in [34].

Furthermore, in [23] a unique variant of distinguishability is mentioned. This study shortly mentions dis-
tinguishability of various techniques that are used to improve privacy-preservation. For example, CoinJoin
transactions may easily be distinguished from other transactions.

Confidentiality. This is another often-used term in relation to privacy and anonymity in cryptocurrencies. Many
of the considered studies interpret confidentiality specifically as the hiding of transaction amounts (e.g., [1-3]).
Some studies have a more general interpretation, where confidentiality refers to hiding some (private) (trans-
action) data [1, 16]. Even when confidentiality is not discussed, Confidential Transactions are often mentioned
as a privacy-preserving technique. This technique, which was introduced in Monero, relates to confidential-
ity in that it enables hiding of transaction amounts. In this work, we propose to define confidentiality in the
context of cryptocurrencies as the hiding of otherwise public data such as transaction data (e.g., sender/re-
ceiver addresses or amounts) using cryptographic techniques. We restrict it to cryptographic techniques to
discern it from confusion techniques. Moreover, we propose a rather general definition such that the term,
which is quite general in itself, can also be used for describing the hiding of things other than transaction
amounts.

Immutability. Immutability is also regularly used in relation to privacy and anonymity in cryptocurrencies.
It does not affect privacy or anonymity directly, but causes (public) data to be persistent. In combination with
transparency, it is detrimental to privacy-preservation; once information is made public on a cryptocurrency
blockchain, that cannot be reversed (without detection). Existing literature provides the following notes on
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immutability (also coined tamper-resistance [26]): it is mentioned that the blockchain is an append-only ledger
[15] that cannot be modified without detection [16, 19, 37]; and immutability comes from the need of verification
and traceability of changes [19].

We stay in line with existing definitions. Immutability is the impossibility to modify or delete data after it has
been appended to a cryptocurrency ledger. Immutability is usually implemented and enforced with the use of
hash functions.

Transparency. This often-used term in literature on cryptocurrency privacy-preservation refers to the public
visibility of the data that is generated within the cryptocurrency system. More specifically, some cryptocurrencies
use a ledger in which all transactions are publicly visible and readable, although the level of transparency varies
among cryptocurrencies. Several studies note that transparency is at odds with privacy-preservation [15, 16, 26,
37, 39, 40, 44, 46] and anonymity [31, 33], since transparency provides an adversary with a lot of data to attack the
privacy of users. It is also noted that transparency is required for accountability [49] and transparency provides
auditability [48]. Finally, [30] mentions that transparency causes Bitcoins to not be fully equal since the history
of coins can be compared, essentially preventing full fungibility. This also goes for many other coins that follow a
similar design.

Linkability. In current literature, (un)linkability is an often-used term with varying interpretations (e.g., [1, 6,
23, 27, 30, 31, 39, 40]). In the context of cryptocurrencies, it refers to the ability to link entities to each other; for
example, linking transactions or addresses that belong to the same user or linking identities to addresses [24].
Conversely, unlinkability means an adversary cannot extract the relation between two entities [3]. Three types of
linkability are mentioned most often:

—Transaction linkability [26, 37, 48]: An adversary can link (at least) two transactions that belong to the same
user.

— Address linkability [17, 32, 45]: An adversary can link (at least) two addresses that belong to the same user.

—Input-output linkability: In Bitcoin-like cryptocurrencies, the links between transaction inputs and outputs
are easily observed; mixing protocols like CoinJoin aim to break this link [3, 46]. When external unlinkability
is achieved, an observer cannot know what inputs and outputs are related. Internal unlinkability is achieved
when the mixing service does not know the input—output relationship either [15, 19, 32, 44]. Finally, when
both internal and external unlinkability is realized full unlinkability is reached [22].

Transaction- and address unlinkability together are characterized as activity unlinkability in [5]. In [15],
linkability is also used to refer to connecting transactions to users who participated in them. Finally, some variants
of unlinkability are used, such as value unlinkability and metadata unlinkability, which entail that transactions
cannot be linked based on these properties [4].

Linkability is also connected to distinguishability; when transactions are pairwise indistinguishable it becomes
impossible to link them to each other [33]. This also goes for currency units, which ties into our definition of
fungibility.

In conclusion, based on [38] and the above, we propose to define linkability as the extent to which entities in a
cryptocurrency can be linked together, where entities can be users, transactions, and so on. On the other hand,
unlinkability then entails that two entities are no more related than they would be when they occurred outside of
the cryptocurrency system.

Finally, it should be noted that many Bitcoin-like cryptocurrencies inherently suffer from linkability, since
transactions are linked to previous transaction by design [34]. This also enables traceability.

Traceability. This entails tracing activity back to its origin and is also said to be equal to sender anonymity
[3, 4, 26]. As such, in cryptocurrencies, traceability is the extent to which transactions can be traced back to their
sender, while the opposite (full untraceability) means all possible senders are equiprobable [39].
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Traceability is clearly related to (transaction) linkability [31, 34]; transactions can only be traced when they are
linkable to their history. In fact, in many blockchain-based systems, each transaction references previous transac-
tions, causing inherent linkability and thereby traceability. Traceability is countered by breaking input-output
links in transactions using privacy-preserving technologies like ring signatures and mixing protocols [30, 40].
Such technologies decrease linkability, and thereby decrease traceability.

Fungibility. Another regularly mentioned fundamental property of currency systems [4, 15] is fungibility.
We endorse a definition based on [31]: any two value units (e.g., dollars or bitcoins) should be “pairwise in-
distinguishable” Fungibility will ensure that the currency units have the same value, when a unit is uniquely
identifiable (for example through its visible history as in Bitcoin-like cryptocurrencies) it may be blocklisted
by some, thereby decreasing its value. As such, the transparency, linkability, and traceability, as encountered
in many cryptocurrencies, is detrimental to fungibility. As it is defined here, fungibility is the same as coin
indistinguishability [3], which was mentioned earlier.

Decentralization. This is one of the core ideas around which DLT systems are built. Decentralization in the
context of cryptocurrencies means there is no central party for governance or management and execution of
transactions and other functions in the currency system. To operate, ledgers are mostly transparent and distributed,
communication happens in a peer-to-peer fashion, and consensus is reached using a dedicated distributed
consensus protocol (of which blockchain is often a key component). This provides resistance to centralized
security risks (single point of failure) and can improve fairness (everyone can contribute and participate) and even
privacy (no central authoritarian party that may misuse (transaction) data). On the other hand, decentralization
often means openness and public data which provides adversaries with a broad attack surface.

Obfuscation. Different types of obfuscation have in common that they hide an entity among other entities of the
same type and make the relations between entities unclear. After obfuscation an adversary cannot distinguish their
target entity anymore. Mixing services exemplify this: CoinJoin combines inputs from different users, resulting in
multiple indistinguishable equal-valued outputs. As a result, each of the separate inputs is (somewhat) obfuscated
since it cannot be known which output belongs to the input thus obfuscating the input—output relationship
within a transaction [2, 30, 37]. Ring signatures achieve a similar result [23]. Obfuscation may also obscure the
link between an input and a previous output [34], for example through centralized mixing services (pool mixing)
[23, 32].

Furthermore, some cryptocurrency systems aim to obfuscate [P-addresses of its participants using technologies
like I2P and TOR [27, 31]. Users can also try to obfuscate their cryptocurrency activity by creating new addresses
for each of their activities (like receiving and sending funds) [5].

Based on the above, we propose to define obfuscation as “hiding an entity (such as an address or transaction)
and its relations among other entities of the same type.”

Identifiability. Some studies mention identifiability in the context of cryptocurrency privacy-preservation
[3, 17, 48], referring to linking activity to real-world identities. This may be achieved by aggregating traceability
information, clustering addresses and transaction, and possibly even linking this to exchange information.
Identifiability is related to profile distinguishability: when a user can be profiled, the adversary learns information
about the user that can help to identify them. Taint resistance and traceability are similarly related to identifiability:
when looking at a coin, being able to trace it back through previous transactions may provide information on the
current ownership [3]. In [44], identifiability is referred to as identity privacy. In conclusion, identifiability is the
extent to which entities or events in a cryptocurrency system can be linked to a user’s real-world identity.

Deniability. Deniability is the ability of a cryptocurrency user to deny they participated in certain activity or
own a certain entity [1, 3, 39]. Of course, a user could always deny such claims, however when a system provides
deniability it means an adversary cannot prove (using information from the system) the opposite: “plausible
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deniability” [1, 34, 40]. (Plausible) Deniability may be provided through techniques that break linkability and
traceability; for example, CoinJoin transactions allow a participant to plausibly deny that a certain output of that
transaction is theirs [39]. Rinberg and Agarwal [40] also relate deniability to fungibility in Monero, it notes that
when for all transaction outputs it can be denied whether they are spent or not, then they are fungible since
they cannot be distinguished from each other. Logically, deniability prevents accountability; no one can be held
accountable for a transaction if they can plausibly deny it is theirs.

Persistency. Persistency, which is sometimes mentioned (e.g., [1] and [48]) is similar to immutability: data
cannot be changed or removed after it has been included in the cryptocurrency ledger (it is tamper-resistant and
will persist). Persistency emphasizes that the data remains forever in the system, while immutability emphasizes
the tamper-resistance of that data. Since cryptocurrency ledgers often combine transparency and persistency,
adversaries are provided with a lot of public data to use for attacking the privacy of users.

Auditability. Throughout current literature the terms auditability and auditable are used with varying meaning.
Some studies propose to enable government-like parties to audit transactions (which includes de-anonymization)
to be able to trace illicit money flows and hold criminals accountable [3]. On the other hand, Herskind et al. [24]
state there are proposals to make the tracing of transactions auditable, such that not just anyone can trace but only
authorized parties. Another recent study states that Bitcoin-like transactions are auditable by default since they are
persistent and public [48]. Auditability is therefore related to persistency and transparency. Auditability is closely
related to accountability; to hold anyone accountable for transactions, it must be possible for transactions to be au-
dited. In line with existing literature, we propose to define auditability as the extent to which it is possible for a party
external to the cryptocurrency system to investigate the source and history of funds used in a certain transaction.

Taint(-Resistance). Since the input to a new transaction refers to an output of a previous transaction (in a
UTXO-model cryptocurrency), some information is transferred from that output to the new transaction input,
which is called taint in cryptocurrency literature. Thus, for any address A that holds some coins, those coins
are tainted by all inputs to the transactions that transferred these coins to address A. For example, when one of
these inputs to one of these transactions was previously associated with illicit activity, this information (and the
illicitness) is carried over to the coins in address A because that input taints the coins in address A. The concept
of taint and taint resistance was introduced by [33]. Subsequently, tools (e.g., [35]) have been developed to do
taint analysis and compute taint values (which indicates the strength of a connection between two addresses
through taint). Taint resistance is the extent to which taint can be prevented, such that no information is carried
over from address to address through transactions. As such, Herskind et al. [24] define taint resistance as “an
attacker’s inability to link a transaction’s source with its destinations, given the source is tainted.” Therefore,
unlinkability is a method to achieve taint resistance. Moreover, Amarasinghe et al. [3] relate taint resistance to
identifiability, traceability, and fungibility. Obviously, when coins are tainted differently that means they can be
distinguished and fungibility decreases as a result. Traceability is a requirement for taint analysis, when previous
transactions cannot be found then an address is untainted. Finally, taint can be used to fingerprint and profile
users, which decreases anonymity.

Pseudonymity. It “is the use of pseudonyms as IDs” [38]. If a DLT system user uses a pseudonym (e.g., a string of
random characters), then the pseudonym identifies that user. Pseudonymity somewhat improves the anonymity
of cryptocurrency users, although whenever pseudonyms can be coupled to identities in some way the advantage
is lost.

4.2 Relations between Concepts

Based on the definitions and relations between these definitions as discussed in the past section, we created an
ontology graph of privacy- and anonymity-related concepts in cryptocurrencies (see Figure 1). This provides a

Distributed Ledger Technologies: Research and Practice, Vol. 5, No. 3, Article 29. Publication date: May 2026.



SoK: Unifying Definitions of Privacy and Anonymity « 29:11

pseudonimity decentralization

contributes to impacts (+/-)

privacy-
msupports preservation

. can be at
persistency odds with

?

R A

. A A
requires is at odds with enables
m supports SRS Is at ocds with conres o
enables enables SUPQOI'tS decr:ases

transation privacy-

auditability o
is required 8 bilit
requires some for raceability
enables ™
v decreases
/ enables

- f I facilitates enables
accountability requires some
prevents sl distinguishability increases identifiability confidentiality
can prevent

<
deniability
decreases/ T T
supports
v
<——improves

is at odds with prevents increases
Fig. 1. Ontology of privacy-related concepts in the context of DLTs.
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visual representation of how the concepts relate to each other, with short descriptions of the relations on the
connecting edges.

The natural (and obvious) tension between concepts supporting privacy (light green) and the concepts related to
accountability/transparency on the other hand (dark green) is clearly shown in this figure. This tension is in essence
the challenge of finding a balance between the needs of a society (transparency, solving crimes) and the needs of the
individual (privacy). This topic is very relevant in the context of Central Bank Digital Currencies (CBDCs). And
there are possibilities to marry individual privacy and accountability using technological advances, specifically in
the context of permissioned blockchains. Some approaches build upon the foundations of Zerocash/Zcash [8]
and add additional zk-SNARK circuits for additional accountability and regulatory control. In [21] the authors
build upon Zerocash and zk-SNARKSs to support privacy-preserving policy enforcement to guarantee regulatory
compliance. Similarly, Bontekoe et al. [10] also build upon the Zerocash approach to allow fully anonymous
transactions for small (aggregated) amounts and auditable transactions for larger amounts. Other approaches
focus on auditability [9, 36], accountability with high-throughput [42], or high-complexity policy enforcement [7].

5 Conclusion

In this study, we extensively explored the literature concerning privacy and anonymity within the realm of
cryptocurrencies. Our aim was to understand how these concepts are currently defined and to propose standardized
definitions for use in both cryptocurrency-specific and broader DLT research. Additionally, we identified and
clarified several other terms that are pertinent to discussions of privacy and anonymity in this context. The outcome
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of this research serves as a frame of reference for future studies on privacy or anonymity in cryptocurrencies
and CBDCs. We specifically welcome our work to be used as a basis for a framework that can be used for
a systematic analysis of cryptocurrency projects, DLTs, and CBDC proposals with respect to their privacy-
preserving properties. Specifically, we would like a more technical and/or formal definition of privacy to be
developed, perhaps in line with or the game-based definition of anonymity of [4]. Such a definition can then be
used as the basis for a framework for the comparison of both “traditional” and privacy-focused cryptocurrencies
in a fair way.

A limitation of the current work is that the proposed definitions are based mostly on definitions from
cryptocurrency-related research. Additional research is required to see whether the definitions can indeed
also be applied to non-cryptocurrency-focused DLTs.
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