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Summary

One of the goals of the CareFree 2025 project has been the development of a methodology
that connects Model-Based Systems Engineering (MBSE) to diagnostics, which is the process
of identifying faulty hardware components in case of a system failure. For this purpose, we
started with a methodology developed earlier in de SD2Act project, and applied it to a large
and complex module in a realistic industrial system: a high-volume printer developed by
Canon Production Printing. We identified various opportunities for improvement, found ap-
propriate solutions, and accordingly enhanced the methodology and its supporting tooling,
the open-source library MBDlyb. The resulting methodology takes as a starting point a sys-
tem model expressed using a common MBSE tool, such as Capella. Such a model describes
the component hierarchy in the system, the functions that the various components imple-
ment, and the dependencies between these functions. This system model can be exten-
ded with diagnostic information, such as observables, error messages, diagnostic tests, and
prior hardware fault rates. MBDlyb can then import this extended system model, construct a
probabilistic model for the system, and use that to generate diagnostic procedures at design
time, indicating potential observability limitations of the design. To diagnose a troubled sys-
tem, observations and error messages are entered into the tool, which then calculates which
components are most likely to be faulty and which tests are most useful to do next.

By applying the methodology to a realistic system, we learned that it is possible to construct
a sufficiently detailed system model, complete with diagnostic information, with a reason-
able effort. The system model only needs to contain direct interactions among components
and functions, because the more remote interactions are calculated by evaluating the prob-
abilistic model. It is also relatively easy to adapt the model when the system design changes
or when new insights are gained. In this sense, we conclude that our methodology is prom-
ising as a replacement for more traditional approaches, such as FMEA and FMECA, which re-
quire systematic manual analysis of text-based information, and are therefore laborious and
error-prone.

Besides the conclusions of our research, this report also contains guidelines for system de-
velopers who want to apply our methodology.
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1

1.1

Introduction

With the ever-increasing complexity of high-tech systems, it also becomes increasingly dif-
ficult to diagnose them upon failure. It is common practice to write a service manual to de-
scribe how to diagnose and maintain the system at hand, but this has become a demanding
effort. Furthermore, due to the system complexity, ensuring proper observability of failures
for the purpose of diagnosis has become a complex task. In a highly competitive business,
time-to-market is often prioritized over full completion of the service-related deliverables,
such as service manuals and diagnostic procedures.

Assessment of system failure observability and the description of diagnostic procedures is
traditionally a manual effort that involves several brainstorms with domain experts. As a
consequence, it is hard to ensure completeness and correctness of the procedures. Moreover,
most of this process needs to be redone after redesign, as it is hard to reuse the information
due to the loose or even absent coupling to other system design artifacts. Altogether, deliv-
ering proper diagnostics of a designed system is a costly, but necessary, activity.

The SD2Act project [1] introduced a methodology for model-based diagnostics that connects
to Model-Based Systems Engineering (MBSE) approaches, such as the Arcadia method [2].
Once formalized, the methodology’s model enables operational diagnostics, in which a ser-
vice engineer is guided through the diagnostic process, as well as design for diagnostics [3],
in which diagnostic observability gaps are identified to improve the (diagnostic) design of

the system. While both use cases are supported, the construction of the model still is a chal-
lenge. This is caused by the type of knowledge captured in typical MBSE: many system func-
tional dependencies, mappings and decompositions are present, but there is no notion of
observability or testability when deployed in the field. Hence, a more structured approach for
connecting the system architecting domain and the diagnostic domain is needed. This report
describes an approach to connect these domains.

Research question

The work described in this report has been conducted as part of the CareFree 2025 project,

a project that develops new methodologies to address, amongst other, the aforementioned
challenges in the high-tech industry. The project is a collaborative effort between TNO-ESI
and Canon Production Printing (CPP) and is structured in two parts: One focused on model-
based system engineering (MBSE) and another one focused on core performance diagnostics.
This report is about the MBSE part of the project, for which the following research question is
formulated:

RQ1 How to leverage the (potential) interplay between functional and structural description-
based methodologies for hardware (HW) diagnosis?

The main goal to be achieved by answering this research question is to investigate whether
the modelling approaches could be practically used for the diagnostic design of a system.
For this investigation, the research question can be broken down into the following sub-questions:

) TNO Public 5/49



) TNO Public ) TNO 2025 R13089

RQ1.1 How does the aforementioned function-based diagnostic methodology scale to component-
level?

RQ1.2 How to ensure proper integration of the diagnostic-relevant (observability) informa-
tion in the MBSE models?

This document reports about the efforts and methodology extensions realized to answer
these questions. [4] elaborates on the second part of the project that focuses on perform-
ance diagnostics.

1.2 Main findings

In the MBSE-focused part of the CareFree project, we focussed on the ‘How’, i.e., RQ1.2. There-
fore, a large part of this report is devoted to improvements and extensions to the methodo-
logy, together with guidelines extracted from practice. With these improvements and exten-
sions we found that it is possible to build a model of a complex system based on structure
and functions, and to transform that model into a probabilistic graphical model. The model
was used to obtain realistic output from the latter model, in the form of (simulated) dia-
gnostic procedures and support for design for diagnostics. Although the methodology was
aimed at starting from an existing structural and functional model, it even appears worth-
while to construct such a model from scratch, as a replacement for a laborious Failure Mode,
Effects and Criticality Analysis (FMECA) [5] procedure.

1.3 Organization of this document

The remainder of this report is structured as follows. First, Chapter 2 introduces some back-
ground information on the function-based methodology, state-of-the-art and industry prac-
tice. Then, Chapter 3 describes the research approach used to extend the methodology and
answer the research questions by means of practical use cases. Chapter 4 provides the meth-
odology extensions and guidelines on how to model common concepts, after which Chapter 5
discusses several further observations that we made during our activities. Chapter 6 con-
cludes the report by reflecting on the research questions and discussing future work.
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2 Background

Research on diagnostics at TNO-ESI as well as the resulting methodologies are structured
in three main use cases, as described in [6]. These use cases, as well as their relations are
shown in Figure 2.1. Central in all use cases is the diagnostic model, which formalizes all
knowledge and learnings related to diagnostics for a specific system.

///ﬂeactive diagnostics

collect data

A 9
feedback k& J [ (\E
loop S Diagnostic A adaptive loop

process data

Service action

compute

improve design generate

model
create model

System health
predictions apply

A design loop

Diagnosability Maintenance Corrective
insights assess diagnosability schedule actions

Qesign for diagnostics / K Prognosy

Figure

2.1: Three main diagnostic use cases in scope at TNO-ESI. More information about the use cases can
be found in [6].

The use cases can be explained as follows:

) TNO Public

Design for diagnostics (D4D) is about assessing the diagnosability of a system design
and designing the system in such a way to make it diagnosable after deployment in
the field. D4D assists in design space exploration for sensor placement and the specific-
ation of diagnostic inspections.

Reactive diagnostics is a form of operational diagnostics, focussed on assisting a ser-
vice engineer in the field to diagnose a troubled system. It is about interpreting obser-
vations - both automatic and manual - to explain what has happened to the system to
find a root cause for the problem at hand.

Prognosis is about continuously monitoring field data and predicting the future health
of the system. These predictions could be used to schedule maintenance proactively, or
to (automatically) apply corrective actions to the system to prolong its lifetime without
requiring maintenance.
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In the SD2Act project [1], the function-based diagnostic methodology was developed. The
methodology focusses on the diagnosis of equipment failures causing a hard-down situation
of the system. High-level system architecture information, such as system functional decom-
position, structural decomposition, functional deployment on hardware and inter-functional
relations, forms the backbone of the diagnostic model. Since all of this information is avail-
able in typical MBSE models, the methodology connects well to already existing MBSE meth-
odologies. Figure 2.2 depicts an overview of the methodology.

System
design Diagnostic
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Diagnostic Reasoning

network model Diagnoser
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Figure 2.2: Overview of the function-based diagnostic methodology. Green edges represent fully automatic

transformations, while orange edges are manual. The light-green edge is automatic, but results in
a partial model that needs to be completed manually.

A short description for each of the elements is given below. For more details we refer to [1].

) TNO Public

System design represents all knowledge - both structured and unstructured - available
about the system. As such, MBSE models are also included in this knowledge, as are
field learnings and tacit knowledge.

The user interface is a web-based front-end to create and modify the diagnostic net-
work, and allows for importing MBSE models as diagnostic models.

The diagnostic network is knowledge base in which all diagnostic-relevant information
for the methodology is stored. It is a stored as a knowledge graph in a graph database,
following a defined ontology. When referring to the diagnostic model, this is what is
meant.

The (diagnostic) reasoning model is a formal, mathematical model that allows for dia-
gnostic reasoning. The methodology transforms the diagnostic network to a probab-
ilistic graphical model, such as a Bayesian network or Markov random field, to reason
based on system observations and to compute diagnoses.
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2.1

2.2

+ The analyser implements the D4D algorithms to assess the diagnosability of the de-
signed system and to generate the initial diagnostic procedures. The diagnostic in-
sights derived from these analyses can be used to improve the system design by adding
or moving sensors, or by designing additional diagnostic tests.

+ Reactive diagnosis is implemented by the diagnoser. Here, operational data from the
machine is injected in the reasoning model and algorithms are used to compute a dia-
gnosis. The diagnoser also produces a list of diagnostic steps - usually tests - that can
be conducted by the service engineer to acquire more information from the system to
proceed in the diagnostic process.

This methodology is the starting point to answer the questions posed in Section 1.1. Chapters 3
and 4 further describe how the methodology was applied and extended.

State of the art

Stemming from the late 80s [7], model-based diagnostics (MBD) [8] is by no means a new
concept. In this field, formal models are created to provide assistance for troubleshooting is-
sues as they could arise in the field, what we refer to as operational diagnostics. Both scalab-
ility [9] and the uncertain nature of the systems [10] to diagnose included probability in dia-
gnostic reasoning. To ensure diagnosability of a designed system after deployment, methods
were developed to compute diagnosability and compare sensor placement configurations for
making diagnostics-informed design decisions [11, 12, 13].

An effort to connect different techniques for risk assessment, such as Failure Modes and Ef-
fects Analysis (FMEA) [14] and Fault Tree Analysis (FTA) [15], solidified in the Risk Analysis and
Assessment Modeling Language (RAAML) [16, 17]. RAAML is compatible with SysML [18, 19],
and as such connects well to model-based systems engineering (MBSE) methods to deal
with the complexity and scale of modern-day high-tech systems. With the development of
the succeeding SysML v2 standard [20, 21], efforts are made to adapt the concepts of RAAML
init [22].

The rise of (generative) Al has given an impulse in the diagnostic domain as well, though
most advancements to date lie in the medical field [23, 24]. Furthermore, Al has proven to
be useful to detect anomalies in time series [25, 26], and to learn patterns for quick issue
resolution [27]. Typical Al-based approaches are less suitable for addressing D4D, as these
rely on the availability of logged system data to be trained. Approaches to generate syn-
thetic data for training AT with simulation models [28] or surrogate models [29] could work,
but require additional effort to be able to synthesize the sufficient accurate data.

State of practice

Many high-tech companies rely on FMEA-like processes for assessing the diagnosability of
their systems. Such analyses are often centred around a spreadsheet that needs to be filled
in, listing all the faults or failure modes and their observability. The assessment is then used

to design new observables, such as error messages, and diagnostic procedures. A well-defined
process dictates the participants of the brainstorm sessions to complete the spreadsheets,

but there is little to no guarantee the results are correct or complete. The analysis is typically
done when most of the design is fixed and there is very little room for incorporating design
changes.
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For operational diagnostics, many companies rely on some sort of failure detection and iden-
tification via pattern matching, linking certain combinations of observations to known causes.
Troubleshooting experts should then follow a predefined manual, or rely on their experience
to identify the root cause. Also, many companies create several dashboards in which system
data is aggregated and presented in a useful way to be used to diagnose a specific type of
issue. Tt takes years before the organization has built up sufficient experience to represent a
broad range of failures, and it requires structured sharing of experiences and knowledge to
efficiently make use of the collective knowledge.

Tools like QSI's TEAMS [30] and PHM Technology’s MADe [31] have been developed and com-
mercialized to facilitate model-based (design for) diagnosis. These tools require an engin-
eer to build models dedicated for diagnostics, which is in practice hard to justify in an indus-
trial context. As such, they are mostly used for safety- or mission-critical systems, such as
aerospace and military, where the diagnosability of the system needs to be quantified and
proven up to a certain level. Besides commercial offerings, some companies have developed
in-house solutions for assisted diagnostics.
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3

3.1

Approach

Since our research question (see Section 1.1), and more specifically subquestion RQ1.2, is
about leveraging our methodology at industrial scale, it was necessary to do our work in an
industrial context and with a real-life system in mind. We found a realistic case from our in-
dustrial partner, Canon Production Printing, that we could validate the methodology with.
This involved a large production printer under development, with a special focus on one com-
plex module that involves various mechanical, electrical, aerodynamic, and thermal subsys-
tems. We strove to model our focus module completely from the top level down to the level
of field-replaceable parts (since that was the desired level of diagnostics). Other modules
where covered in much less detail, covering only the components and functions needed for
diagnosing the focus module (e.g., power supply and error communication).

The diagnostic methodology that we wish to apply (Figure 2.2) is supported by an open-
source Python library called MBDlyb [32], which originated from an earlier project [1]. MBDlyb
offers a web-based user interface that allows importing or constructing a system model and
augmenting it with diagnostic information. Then its diagnoser page can simulate the various
steps in a diagnostic procedure, by accepting observable information about a system and the
results of diagnostic tests, where after each step it reports which system components are
most probable to be broken, and it suggests diagnostic tests to perform next. It also provides
a page to support design for diagnostics, where diagnostic procedures are summarized and
gaps in observability can be identified. Because of this close connection to our methodology,
we considered MBDlyb as a core artefact in our research: We applied it in practice and strove
to improve and extend it to embody any new insights.

As an MBSE tool we used Capella [33], for the simple reason that it is readily available and a
Capella input module for MBDLlyb had already been developed earlier [34]. If a suitable MBSE
model had already been available for our industrial system in a different tool or formalism,
we would have considered developing an additional input module, but that was not the case.

Research method

To answer our research question, as mentioned in Section 1.1, we followed these steps:

1. Apply the method to an industrial system.
This means the following activities:
« Gather information about the design of the system
« Build a model or modify an existing model in Capella
+ Import the Capella model into MBDlyb

« Observe the output of MBDlyb, for example by running several scenarios using the
diagnoser and considering the ranking of components that may be broken and the
tests that are proposed

« Compare this output of MBDlyb with researchers’ and experts’ expectations

These activities were executed by ESI researchers together with the industrial partner.
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2. Find a pattern that offers an opportunity for improvement.

This could be any of the following:

+ The modelling effort is larger than expected

« The modelling work is very repetitive

+ The Capella model is not a good representation of system design

+ The effort of importing the model into MBDlyb is too large or repetitive
« The operation of MBDlyb presents unjustified difficulties

« The output from MBDlyb differs from what it should be

« The performance of MBDlyb is too slow

Again, these activities were executed by ESI researchers together with the industrial
partner.

. Check for general applicability.

This step is typically performed by ESI researchers discussing whether the pattern is
likely to occur in other domains as well. If that is the case, it is considered worthwhile
to adapt the methodology to better deal with the pattern, since the resulting solution
can then be reused in other domains. If not, it appears to be a situation specific to our
industrial partner, or even the individual system that we modelled, and in that case we
would spend no further effort to optimize the methodology for this case.

. Manually create the desired probabilistic model that could serve as a reasoning model

(see Figure 2.2).

This step is done whenever the MBDlyb output is not as desired. We work backwards
from the desired output towards adapting the input and the transformation tools. Typ-
ically, this step involves ESI researchers creating, for example, Bayesian networks in a
tool such as Netica [35]. The responses of the Bayesian network can be evaluated, and
the network can be adapted until it accurately reflects the underlying mechanism that
we want to model.

. Reproduce the desired probabilistic model as a reasoning model in MBDLyb.

Working backwards again from the desired probabilistic network, we (typically ESI re-
searchers) can work to create, using the MBDlyb user interface, a diagnostic network
that translates (see Figure 2.2) into a reasoning model that has such a probabilistic
network. In several cases, MBDlyb can already support the desired network, otherwise
Step 6 applies. After creating a suitable model in MBDlyb, we can check MBDlyb’s out-
put, but we can also export the resulting Bayesian network and inspect whether it has
indeed the desired structure.

. If necessary, extend MBDlyb.

In some cases, the desired probabilistic network cannot be generated in MBDlyb as it
is. Then it may be necessary to extend or otherwise modify MBDlyb. This is a task for
ESI researchers or developers, which often involved extending or modifying MBDlyb’s
internal data model that describes the structure of the data it stores in its graph data-
base. After MBDlyb has been updated, we can create a diagnostic network that results
in the desired probabilistic network. Again, we can check this by observing the output
from MBDLyb or by exporting the Bayesian network and inspecting it separately.

. Find a natural modelling pattern in the MBSE tool.

The goal of this step is to decrease as much as possible the manual efforts required to
create a good diagnostic model by means of the MBDLyb user interface — as shown in
Figure 2.2 — and to maximize the diagnostic content creation in an integrated MBSE
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10.

tool, such as Capella. Now that we know what kind of MBDlyb model we want to use
for the pattern under consideration, we (ESI researchers) also need to find a way to
represent this in Capella. Ideally, we do this in a way that fits naturally in Capella and
its associated method, Arcadia, because that would allow system modellers to create
models that are easy to write, understand, and maintain. If necessary, we can use an
existing plug-in for Capella, but we want to avoid building a new plug-in unless we are
sure that this would be very valuable by itself. In some cases we may even decide that
the model information we want to edit does not fit well in Capella so that it is better to
store it separately.

If necessary, extend the MBDlyb input module.

When we know how we want to represent the relevant information in a Capella model,
we can check if MBDlyb can already import that information for further use. If not, the
MBDlyb input module for Capella must be updated, which is again a task for ESI re-
searchers or programmers.

Apply the updated method to the industrial system and check the outcome.
This means that we repeat Step 1 again.

Repeat.

This is an iterative approach, which means that steps 1 to 8 are repeated over and over.
Of course, it is a good idea to check now and then whether the whole approach is ad-
equate for achieving our goals.

13/49
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a

4.1

Extended MBSE for
diagnostics

In this chapter, we discuss the extensions to the methodology we developed. This discus-
sion will be based on patterns. With a pattern, we mean a phenomenon that we observe
repeatedly in the design and modelling of real-life systems. This could be a phenomenon re-
lated to the structure of a model, but it could also be related to the development process. If
such a pattern occurs frequently and across multiple systems and domains, we want to sup-
port in the model-based diagnostics methodology.

Frequent model updates

The original approach assumed that there is a relatively stable MBSE system model available
for components and functions, represented in Capella, for example. Then this model could
be imported into MBDlyb and the additional information needed for diagnostics, such as ob-
servables and tests, would be added using the web interface. After that the tool’s functional-
ity could be applied, including the diagnoser and the design for diagnostics overview.

However, in practice we observe that the underlying structural and functional model is con-
stantly being updated during development. This is not just a consequence of our approach
of developing a model as a research vehicle, but we also observe frequent changes in actual
industrial development artefacts, such as mechanical and electrical CAD models. In modern
industrial development it is normal that designs at all levels are regularly updated to incor-
porate new insights, either from the ongoing development process or from a changing envir-
onment.

Now this would mean that we would have to import the updated structural and functional
model very frequently, and every time we would have to manually add the diagnostic in-
formation again. This is clearly undesirable and for a realistically-sized model even infeasible.
Therefore, we decided to adapt our methodology.

The solution that we adopted was the inclusion of all information in the Capella model, not
just the structural and functional information, but also the diagnostic info. Typically, this
diagnostic information does not fit in a standard Capella model, and therefore we chose

to represent this information using the Capella plug-in PYMT (Property Values Management
Tool) [36]. This allows us to add extra annotations to various kinds of Capella elements, which
capture the necessary diagnostic info. Figure 4.1 shows a screenshot of the PVMT editor show-
ing the properties that we defined for this purpose. How to use these PVYMT annotations to
represent diagnostic information is discussed in the following subsections.

When importing a Capella model, MBDlyb offers the options to add default observables and
diagnostic tests automatically, but since there is no guarantee that these observables and
test are the same as the ones available in a real system, we leave these options deselec-
ted. Rather we want to add the relevant diagnostic information in the Capella model. This
approach allows us to edit all the relevant information in a single modelling tool - Capella -
ensuring consistency of the model and enabling importing it into MBDlyb. After importing, no
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) TNO Public ) TNO 2025 R13089

Mame
w E MEDI}rbl
w [= Inspections
» & Scope
I Inspectable
11 Cost
w = Diagnostic test
» &d" Scope
g Diagnostic test
I3 Cost
s [ Direct observables
» &d" Scope
I Observable
w [ Required functional exchange
s &d” Scope
g Required
w [~ Hardware priors
» &d” Scope
11 Fault rate
v [= Composite
» &d” Scope
b Complete composite
w [~ Error reporting
» &d” Scope
b Reporting errors
L& Error code

Type

[LOGICAL, PHYSICAL]
bocoleanProperty
floatProperty

[LOGICAL, PHYSICAL]
booleanProperty
floatProperty

[LOGICAL, PHYSICAL]
beooleanProperty

[LOGICAL, PHYSICAL]
beooleanProperty

[LOGICAL, PHYSICAL]
floatProperty

[LOGICAL, PHYSICAL]
booleanProperty

[LOGICAL, PHYSICAL]
booleanProperty
stringProperty

Default Value

false

2.0

false
1.0

false

true

0.01

false

false

Figure 4.1: PVMT editor showing the various properties that can be used to add diagnostic information to

elements of a Capella model

more additions and adjustments are needed.

4.2 Observables

Typically, diagnostic activity around a system starts with observing that something went
wrong. The basic form of such an observation is when the correct operation of a function is

directly observable in the system. This can be indicated in Capella as follows:

+ Add an output port to the function and give it @ meaningful name

+ Set the property Observable of the output port to true in PYMT

For each function only one such observable output is meaningful, since it only flags whether

the function works correctly.

Figure 4.2 shows how this can be done in Capella and Figure 4.3 shows what the result looks
like after import into MBDlyb. Although all this information is collected in Capella, you typic-
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ally need to look at multiple diagrams and tables to see how everything is connected, so the
MBDlyb diagram can be useful to see these connections in a single view.
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=], Observable true

Figure 4.2: In Capella, a diagram (top) shows function Store energy of component Energy Storage and its
output port Energy storage overload. In PYMT (bottom) we see that the output port is labelled as

observable

Energy_Storage
- ,./'...../ - ._\___\_-.-. =
-~ .
realizes realizes realizes
l | |
Split_20 Store_energy Store_energy T

observed_by

l

Energy_storage overload

Figure 4.3: After import from Capella, MBDlyb shows that component Energy_Storage realizes function
Store_energy and that the correct operation of this function can be observed by observable

Energy_storage_overload

Guidelines

As we will see in Section 4.3, MBDlyb offers specific support for extensive error reporting chains.
Therefore, this mechanism for observables is meant for the simpler cases, such as:
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+ An obvious mechanical failure. Here are some examples from the automotive domain
for familiarity:

- A vehicle that does not move when it should
- A steering wheel that cannot turn
- A brake pedal that goes all the way down without slowing down the vehicle

+ Anindicator light on a power supply

+ Aleak in a container that spills liquid or gas where you can see it

4.3  Error reporting chains

In a large system, the component that detects an error is often not the same as the com-
ponent that reports the error to a user or service engineer. Rather there is a chain of digital
components that transmit the error message from the detecting component to the report-
ing one. This also means that when we see an error message, this is not only bad news: The
good news is that the components in the error reporting chain are actually working. This is
because the probability is extremely low that a digital reporting chain reports an error incor-
rectly because of a hardware failure.

To model this in Capella, we distinguish between the detecting component and the reporting
one. We can label a function output as detecting (yielding) an error as follows:

+ Add an output port to the function, optionally giving it a meaningful name.

« Set the property Error code in the group Error reporting to the desired name for the
error message. Note that the name of the output port does not matter, apart from the
fact that this can be made visible in a diagram.

* The property Reporting errors can be left to the default value, false (unless the same
function reports the error to the user, in which case it would be easier to label it as a
direct observable).

Figure 4.4 shows the way to do this in Capella.
After importing into MBDLyb, the error is shown as a yellow box, as Figure 4.5 illustrates.

Now that we can indicate in Capella where an error is detected, it is also possible to label
where it is reported:

+ Make sure there is a path of functional exchanges between each function that yields an
error to an error reporting function. We call this the error chain.

+ Add an output port to the reporting function, optionally giving it @ meaningful name.
+ Set the property Reporting errors in the group Error reporting to true.

* The property Error codes can be left empty, in which case all incoming errors are re-
ported here. Alternatively, it can contain a list of error codes.

) TNO Public 17/49



) TNO Public ) TNO 2025 R13089

(1=]] ‘-r’e-.=.3|J'E-'r|-E”|t

Contril Board

hd

@ Retrieve
measurement

=N
auE
Measurement|reception error

7% Properties iiE Information #% Semantic Browser ﬁ Property Values [CPP System Maodel]

E Domains: [ MEDIyb ﬂ Global apply properties

El (Function Output Port) Measurement reception error

Marme Value
v H MBDIyb
v =
w [ Error reporting
fl, Reporting errors false
&L Error code Measurement reception error

Figure 4.4: In Capella, a diagram (top) shows function Retrieve measurement of component Control Board
and its output port Measurement reception error. In PVYMT (bottom), the output port is labelled as
yielding but not reporting an error

This is shown in Figure 4.6.

After importing into MBDlyb, the error is again shown as a yellow box, with a reports arrow
from the reporting function, as shown in Figure 4.7. In MBDlyb’s diagnostic network, each
error occurs only once, so when an MBDlyb diagram’s scope includes both the yielding and
the reporting function (which is rare for typical systems), they would be shown as linked to
the same yellow box.

When this is set up properly, the MBDlyb diagnoser will show such errors in the list of direct
observables, with result values Absent and Present. When Present is selected, the function
that yields the error is considered as not working correctly, but the functions in the error re-
porting chain are marked as working correctly.

Guidelines

First, let us stress that this mechanism for modelling error reporting chains is meant only for
digital reporting chains, where an error code is injected at the start and transmitted to the
component where it can be reported. Moreover, it is only suitable for diagnostics on hard-
ware failure. If the reporting chain would be analogue, e.g., realized by one cable per error, a
shortcut in such a cable could lead to an incorrect report of the associated error. Also, a soft-
ware error could potentially lead to an incorrect error report. Only for a digital chain in the
context of hardware diagnostics can we be sure that an error being reported indicates that
the reporting chain is working correctly.

Note that the function yielding the error is not part of the error reporting chain. Now we have
two possibilities for connecting the error output port:
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Control_Board

i n
-~ / \
o~ ry

realizes

v

Retrieve_measurement

yields

L

Measurement_reception_error

Figure 4.5: After import from Capella, MBDlyb shows that component Control_Board realizes function
Retrieve_measurement and that this function yields error Measurement_reception_error

* The error is passed on to a transmitting function in the same component, as in Fig-
ure 4.6. Now when the error is reported, this component is considered to be healthy,
because the transmitting function is working correctly. Instead, the error will be blamed
on a function and a component before the yielding function. Therefore, we should use
this pattern when the yielding function detects that there is an error, but is not involved
in causing the error.

« The error is passed on to a function in a different component (not shown in a figure).
In this case the yielding function is considered to be a possible suspect in causing the
error. We should therefore use this pattern when this is indeed a possibility.

It is possible to use the same error reporting chain for several different error messages: There
is no need to define a separate reporting chain for each message if in reality the same func-
tions and components are involved. Rather, multiple errors can be injected into the same
function at the beginning of the chain. An example of this is shown in Figure 4.8. MBDlyb has
been designed in a way that such reuse of an error reporting chain does not cause a lot of
duplicated nodes in the probabilistic network (see Figure 4.9), so this is an efficient use of hu-
man and computing resources.

It is also possible to inject errors at different points in the error reporting chain, as illustrated
by Figure 4.10. Effectively this means that there are different error reporting chains, and
MBDlyb will create a suitable set of nodes in the probabilistic network for each of them (see
Figure 4.11).

Finally, we should mention it is possible to have different ends of an error reporting chain. In
this case, it is necessary to list the names of the errors in the PVMT property Error codes of
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Figure 4.6: In Capella, we see in the diagram (top) that function Process error message of component Front

End PC has an output port Error message processed. PVMT (bottom) shows that this function out-
put port is labelled as reporting errors, and there is no restriction on the error codes that it can
report. The diagram also illustrates that at least one of these errors is Measurement reception er-
ror, yielded by function Retrieve measurement in component Control board and transmitted by
function Transmit error message

the respective reporting output ports. Of course, this mainly makes sense if the reporting of

the various errors is done by different components.
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Front_End_PC

realizes

reports

l

Measurement_reception_error

Figure 4.7: After import from Capella, we see in MBDlyb that function Process_error_message of component
Front_End_PC reports the error Measurement_reception_error

Cause an
© effect

n

D=l Contrgl signal

Figure 4.8: In this Capella diagram we see that both Measurement reception error and Control error are injec-
ted into the same reporting chain. This chain starts at function Transmit error message in com-
ponent Control Board and ends at function Process error message of component Front End PC
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Healthy  49.8
Broken  50.2

Sensor.Transmit_measurement

Ok 49.8
NOk 50.2

Control_Board.Retrieve_measurement

Y
Control_Board.Transmit_error_message_...

Ok 100
NOk 0

Front_End_PC.Process_error_mes: 1
Ok 100
NOk 0

Front_End_PC. ion_er.. | Fro

Absent o[ ! 1! Healthy 100 Front_End_PC.Control_error
Present 100 Broken 0 Absent 49.3= i

Present 50.7

Figure 4.9: This screenshot from Netica shows the (slightly simplified) Bayesian network exported from
MBDlyb after importing the Capella model shown in Figure 4.8. We see components in orange,
functions in purple, and errors in yellow. Dependencies are indicated by arrows: each error de-
pends on the function that originally yields it and on the reporting chain, consisting on the func-
tions Transmit_error_message and Process_error_message. The conditional probability tables
(not shown here) are such that an error can be present only if the reporting chain is working cor-
rectly and its probability to be present is 99.9% if the yielding function is not working. In the case
shown, we have entered that the error Measurement_reception_error is Present, and evaluat-
ing the Bayesian network tells us that most components are healthy, except for Sensor, which is
50.2% probable to be broken, very different from 1%, the prior value.
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Transmit @ Cause an
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Transmit error [
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Transmit error
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message

Figure 4.10: This Capella diagram shows a longer error reporting chain, starting from function Transmit error
message of component I/0 Board and ending at function Process error message of component
Front End PC. The error Measurement reception error is injected at the beginning of the chain, but
the error Control error is injected into a later point of the chain.
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Front_End_PC.Control_error

Absent 493
Present 50.7 |

Front_End_PC.Measurement_reception_er...

Absent
Present

Figure 4.11: This Netica screenshot shows the Bayesian network (again slightly simplified) that MBDlyb pro-
duces after importing the Capella model shown in Figure 4.10. Compared to Figure 4.9, we see
that now we have two error reporting chains in the middle of the diagram.
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4.4 Diagnostic tests - inspections

In this section and the following ones we will discuss diagnostic test. The simplest kind of
diagnostic test to represent in Capella is inspections. Suppose we have a hardware compon-
ent in our system that can be directly inspected by a service engineer to check whether it is
broken. The component that represents this hardware in Capella can be labelled as such by
setting the value of the property Inspectable to true. The cost of the inspection can be filled
into the Cost property. Figure 4.12 shows what this looks like in Capella.

Energy Storage

¥% Properties {iE Information % Semantic Browser ﬁ Property Values

E Domains: [ MEDlyb g Global apply properties

(Logical Component) Energy Storage

Mame Value
v B MBDIyb
w [~ Inspections
] Inspectable true
B9 Cost 5.2

Figure 4.12: The Capella diagram (top) shows a hardware component, and in PVMT (bottom) this is labelled
as inspectable

When the Capella model is imported into MBDIyb, even if the option Default tests on hard-
ware is off, a test with its result is added for this component, as shown in Figure 4.13.

Energy_Storage

Energy_Storage Inspect_Energy_Storage
— g = —
/ ~ — I
realizes™ realizes realizes indicated_by results_in
I | ™~ i
l l | AN /
v RV

e S e _

Figure 4.13: In MBDlyb we see component Energy Storage (orange), realizing a number of functions (purple).
There is also the diagnostic test Inspect_Energy_Storage (blue hexagon), which results in
Inspect_Energy_Storage_Result (green rectangle). An arrow shows that the test result indicates
the health of the component.

Guidelines
As mentioned above, a hardware component can be labelled as inspectable when it can be

directly inspected by a service engineer. Examples are:

+ checking whether a part is dirty, bent, or otherwise damaged
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+ using a multimeter to check the resistance between two points of a part, e.g., a cable

+ checking whether a part, such as an LED, works by applying external power to it

This means that the inspection does not depend on any other components in the system.
Here are some examples of such dependencies:

 The inspection requires power to be applied to the component and this power comes
from a regular power supply in the system, e.g., checking the status of an LED or meas-
uring a voltage or current using a multimeter.

+ The inspection involves exchanging data with the component and this is done using a
communication channel that is a reqular part of the system, e.g., reading out digital
status codes using built-in communication channels

+ The inspection involves a measurement in the component and this is done using a
mechanism that is a reqular part of the system, e.g., checking a temperature using a
built-in sensor

If any such condition applies, a more general mechanism, as described in Section 4.5, should
be used to specify the test in Capella. The reason for this is, of course, that the dependency
on the other component should be taken into account in the diagnostic model, which is not
possible with a simple inspection. This also means that the dependency can be removed by
using special test equipment for power, communication, or measurements, where this test
equipment is not a regular part of the system being diagnosed.

How to specify the cost of a diagnostic test?

« Costs of tests should be specified in the same way throughout the Capella model, be-
cause all the tests will be ranked based on cost (and information gain) in the diagnoser

« Since in most cases labour is the most important contributor to the cost of diagnostics,
it may be most natural to specify the cost of a test in terms of the time it takes the ser-
vice engineer to perform the test. Typically, a minute is a good unit to express this

« It may also be possible to express the cost in monetary units, such as euros or dollars.
Labour time can be converted to monetary units by applying an hourly or “minutely”
labour rate

« If a test involves consumables, such as materials or energy, the cost of these can be
added to the labour cost. If the labour cost is expressed in time units, consumable cost
can be converted to time by dividing by the labour rate

+ In general we recommend using labour minutes when the service engineer’s time is
dominant in most tests and monetary units when consumables often play an import-
ant role

Although inspections are the simplest kind of diagnostic tests to model in Capellg, this does
not mean that every inspection is easy or cheap to perform. In some cases, an inspection
requires removing the component from the system, which can take considerable time and
effort. This should be reflected in the cost of the inspection.
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4.5

Diagnostic tests - singular

A standard diagnostic test in our methodology is a function of the system that can be in-
voked explicitly by a service engineer and then either succeeds or fails. The way to specify a
diagnostic test in Capella is as follows:

« Define a function (in the logical or physical architecture) that represents the test

+ Set the Diagnostic test property to true and fill in a value for the cost of the test (see
the guidelines in Section 4.4 about how to specify the cost)

« Define subfunctions of the test and allocate them to the components that are covered
by the test

« Several test functions can be grouped as subfunctions of higher-level functions. Whenever
such a higher-level function contains only tests, it will not be imported to MBDLyb.

Figure 4.14 shows what this looks like in Capella, whereas Figure 4.15 shows the page de-
scribing the diagnostic test in MBDlyb.

Guidelines

Often, a diagnostic test uses the regular functionality of some components. Since in Capella
functions are organized in a strict tree structure, it is not possible to use the existing func-
tions as regular functionality and as subfunctions of tests. Still, the relationship can be indic-
ated clearly by subfunctions of the test having the same names as regular functions of their
components. If it is desirable to distinguish the regular functions and their equivalent sub-
functions of tests, you can make small modifications to the name. We often add a ‘T’ or even
‘T2’, ‘T3, etc. to the names of test subfunctions that are equivalent to regular functions.

Another way to express a dependency of a diagnostic test on regular functionality is by a
functional exchange. This could be done, for example, when a function in a test needs power
(electric, hydraulic, pneumatic, mechanical, etc.), as illustrated in Figure 4.16.

Here we see a few test functions, which are subfunctions of TestAudioSystem and some of
them are getting power from the regular function DistributePower. The idea here is that the
test functions, such as AmplifySignal T, are invoked specifically for this test, but the regular
functions on which they depend, such as DistributePower are just active as in normal oper-
ation. In practice, this distinction is not always clear, so it is good to know that for the dia-
gnostics it does not matter: TestAudioSystem can only succeed as a test when both it sub-
functions and all the regular functions on which they depend work correctly. A similar pat-
tern can be used if a test subfunction depends on a regular function to ensure a certain con-
dition (e.g., pressure, open door, etc.) or to provide some materials needed to perform the
test.

Note that in Figure 4.16 we did not add functional exchanges between the functions in the
test. There are two reasons for this:

« Functional exchanges between test subfunctions may help to illustrate how the test
works, but they are not needed for diagnostics: with or without functional exchanges,
the test will only succeed when all its subfunctions work correctly.
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Figure 4.14: In the Capella diagram (top), function Test store and transfer energy is selected and in PVYMT
(bottom) it is labelled as a diagnostic test. The diagram also shows subfunctions Store energy
T and Transfer energy to projectile T, which would typically be allocated to different compon-
ents that are covered by the test. (This allocation would be shown in a different kind of diagram
in Capella.) In the diagram we also see parent function Tests, which will not be imported into
MBDlyb.

« In certain circumstances (see Section 4.6) functional exchanges between test subfunc-
tions may lead to unintended consequences.

Therefore, we recommend not to add functional exchanges between test subfunctions and
to use them only from (reqular) functions outside a test to test subfunctions.

It is also undesirable to add functional exchanges from test subfunctions to regular func-
tions: this would mean that the regular functionality of the system would depend on test
functions, which are not executed during regular use of the system. For that reason, in Fig-
ure 4.16, we have added specific test subfunctions AmplifySignal T and Make Audio T, in-
stead of feeding the output of function GenerateTestSignal to the regular functions of the
respective components.
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Test_store_and_transfer_energy_Result ~ 0.0001  0.001  Logical_System.Energy_Storage.Store_energy_T |
Logical_System.Launch.Transfer_energy_to_projectile_T

= N,

Figure 4.15: This page in MBDlyb shows information about diagnostic test Test_store_and_transfer_energy
after import from Capella

4.6 Diagnostic tests - composite

Performing an inspection (Section 4.4) or a singular test (Section 4.5) will give only a single
bit of information: Either the test succeeds, in which all components involved are considered
to be healthy, or it fails, in which case at least one of the components involved is broken. In
practice, it is also possible that performing a test procedure will give us more detailed in-
formation, effectively telling us that some parts of the test have succeeded, while others
have failed or have not even been performed. To model this in Capellq, it is possible to label
any subfunction of a test again as a test. This is illustrated in Figure 4.17.

Figure 4.18 shows what this looks like in MBDlyb.
When we open the diagnoser in MBDlyb, we see this test displayed as shown in Figure 4.19.

For such a composite test, we have several possible outcomes:

+ The complete test succeeded. In the diagnoser we can fill in Ok for the top-level test
result, and we do not need to fill in anything else.

+ The test did not succeed completely, but some of the subtests did succeed. In the dia-
gnoser we can fill in NOk for the top-level test result and Ok for the subtests that suc-
ceeded. If we know which subtests failed, we can fill that in as well, but if we do not
have that information, we leave it open.

+ The test was not performed completely, but some subtests were done. In the diagnoser
we can leave the top-level test result open, just as the results for any subtests that
were not done. For the subtests that were done, we can fill in the individual results.

MBDlyb will not stop us from entering inconsistent results, such as a successful overall test
with failed subtests, but such inconsistencies will never arise from a real test (provided it was
designed and performed correctly).

Guidelines

When should we use a composite test? There are several typical cases for composite tests:
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Figure 4.16: The topmost Capella diagram shows a summary of the normal operation of a radio/CD player.
The bottom diagram shows the test function TestAudioSystem with its subfunctions Generate-
TestSignal, AmplifySignal T, and MakeAudio T. Comparing this to the regular functionality shown
in the top diagram, we see that the power for two of the subfunctions is provided by the regular
function DistributePower. However, the subfunctions that test the Amplifier and Speaker com-
ponents need a different input signal than in regular operation, which is generated by the func-
tion GenerateTestSignal. Therefore, we cannot use the regular functions here, so we made copies
AmplifySignal T and MakeAudio T. Functional exchanges between the test functions were left out
for reasons explained in the text.

+ Aregular test happens to be able to produce multiple results. For example, when test-
ing a setup as in figures 4.8 and 4.10, it may be possible to detect that some sensor
readings are received, in which case the function Retrieve measurement is working cor-
rectly. Similarly, it may be possible to detect that the actuator is causing an effect, so
that we can conclude that the function Control an effect is working. Note that it is not
necessary that every execution of the test must produce all the results: The MBDlyb
diagnoser will allow us to fill in certain results and leave others open.

« There may be a group of relatively cheap tests that need a common, relatively expens-
ive preparation. For example, for a consumer device such as a radio/CD player, it may
take a bit of work to take the cover off, but when that is done, you can easily do a num-
ber of measurements using a multimeter. In this case we can model the group of tests
as one overall test in Capella, where the individual measurements are modelled as sub-
functions. The cost of the overall test should, of course, include the effort for the com-
mon preparation plus the individual tests. Again, modelling the group as a single over-
all test does not force us to perform all the individual tests: We may skip some subtests
and leave their results open in the MBDlyb diagnoser.

When modelling a composite test in Capella, we need to pay special attention to its internal
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Figure 4.17: In the Capella diagram (top) we see that subfunction AmplifySignal T of TestAudioSystem has
been selected, and in PYMT (bottom) it has been labelled as a test. Note that the cost of the
subtest is given a default value by PVMT, but it is ignored by MBDLyb: only the cost of the overall
test is considered. (Of course, TestAudioSystem itself is also a test, and in addition GenerateTest-
Signal, but this is not visible in the figure.)

organization: for each subtest, we need to make sure that its dependencies are exactly right.
As an example, let’s consider the control loop (see Figure 4.24) that we will encounter in Sec-
tion 4.7. It is a slight extension of figures 4.8 and 4.10, with the omission of the error report-
ing chain. We could model a test for this control loop as illustrated in Figure 4.20.

In Figure 4.20 we see that there are no functional exchanges between subfunctions of the
test (all labelled with ‘T’), which means that each subfunction could have an individual test
result. On the other hand, the diagram shows functional exchanges from the function Dis-
tribute power to some of the subfunctions, and this means that none of these subfunctions
can work correctly without power. As suggested above, we have labelled the subfunctions
Retrieve measurement and Control an effect as subtests, although this is not visible in the
diagram. Therefore, even if the overall Test control loop fails, we may be able to detect that
the subtest Retrieve measurement T went well and therefore that the I/0 Board is healthy.
Similarly, the subtest Control an effect T may have succeeded, in which case we can con-
clude that the control board is healthy.

Now suppose that success of the subtest Retrieve measurement would indicate that not only
the /0 board, but also the sensor is healthy, and also that the success of the subtest Con-
trol an effect would guarantee the health of not only the control board, but also the actu-
ator. There are two ways we can indicate this in Capella. The first way is by organizing the
tests hierarchically as shown by figures 4.21 and 4.22. Not visible in the diagrams, we have
labelled the new intermediate functions Measurement T and Effect T as subtests. Now the
hierarchical relationships between the functions, best shown in Figure 4.21, ensures that suc-
cess of these subtests reflects correctly on the components involved.

We also see in Figure 4.22 that we have allocated the subtests to some components, for ex-
ample we allocated subtest Measurement T to component I/0 Board. Officially this is dis-
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Figure 4.18: This MBDlyb diagram presents various components (white boxes) with their allocated functions
(purple boxes). It also shows the diagnostic test TestAudioSystem as a blue box and its multiple
results as green boxes. The various subtests cannot be executed independently, and therefore
they are show as normal functions.

couraged in Capella, where only functions without subfunctions are supposed to be allocated
to components. Nevertheless, we find it illustrative to indicate which component bears the
main responsibility for each higher-level function, even though it does not matter for the dia-
gnostics

An alternative way to indicate additional dependencies between subfunctions of a test is by
using functional exchanges. This is shown in Figure 4.23. Here there is an additional func-
tional exchange from Transmit measurement T to Retrieve measurement T, which indic-

ates that the correct working of function Retrieve measurement T depends on the correct
working of Transmit measurement T. For the same reason we added a functional exchange
called Feedback from function Cause an effect T to Control an effect T. Alternatively we could
have duplicated the original functional exchange Control signal from Figure 4.24 and labelled
function Cause an effect T as a subtest. In Section 4.7 we will see that we could even add
more functional exchanges, for example to illustrate the working of a test, provided we mark
them properly as irrelevant for diagnostics.

For the diagnostics, these two ways of expressing dependencies between subtests are largely
equivalent, but in practice it is best to reflect in the model the actual way a test works. This
remark holds more in general: whenever modelling diagnostic tests, whether singular or
composite, it is important to reflect the actual operation, especially the dependencies, of all
the subfunctions as much as possible, while taking into account the simplifying assumptions
of our model-based diagnostics methodology.
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Diagnostic tests

TestAudioSystem
Cost: 1.00, Entropy: 0.550

TestAudioSystem_Result -

AmplifySignal_T_Result -

GenerateTestSignal_Result

0k

NOk

Figure 4.19: This shows a composite test as it appears in MBDlyb’s diagnoser. We see that we can provide
outcomes for the overall test and the subtests separately. Here the result of subtest Generate-
TestSignal is selected, so we can choose to enter the outcome of the subtest.
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Figure 4.20: Diagnostic test for a control loop as modelled in Capella. See the text for more details.
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Figure 4.21: Hierarchically organized diagnostic test for a control loop in a Capella functional breakdown dia-
gram
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Figure 4.22: Hierarchically organized diagnostic test for a control loop in a Capella architecture diagram
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Figure 4.23: Diagnostic test with additional functional exchanges for a control loop in Capella
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4.7

Control loops

It is common for a complex cyber-physical system to have several control loops. Figure 4.24
provides an example. In practice, a control loop can have fewer or more components and
functions involved. Nested control and intertwined control loops can also occur.

Generic Camponent

@ Physical function
n

i ,
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n
Transmit Cause an
® measurement ® effect
D=fl Mefpsurement D=8l Control gigna
fL11/0 Bgard £L] Control Board

i DeEl Measurenent —
etrieve ontrol an
©® measurement © effect

Figure 4.24: Control loop as modelled in Capella

How to model control loops for diagnostic purposes has been discussed in [37]. Here we dis-
cuss how to do this in practice using Capella. Most importantly, we need to deal with the fact
that Bayesian networks cannot have loops, so we need to break the loop. MBDlyb will auto-
matically break control loops, and the Check model function can report on the loops that it
found. In many cases it is nevertheless desirable to indicate explicitly in Capella where the
loop should be broken. For this purpose, it is possible to label a functional exchange as not
required by setting the Required property to false. This is shown in Figure 4.25.

You could interpret this as follows: There is an interaction going on between the source and
target functions, but the target function (in our example: Transmit measurement) can work
correctly even if the source function is not working as desired. Because of this the target
function does not depend on the source function in our diagnostic Bayesian network.

Guidelines

Typically, a good place to break a loop is at the incoming exchange to a function that per-
forms a measurement, since often the value of the measurement is affected by the function
before it, but if that preceding function is broken, typically the measurement can still be per-
formed accurately (provided the sensor hardware itself is not broken).

In Section 4.6 we discussed how to model tests related to control loops (among others), and
we saw that it is important to model precisely the dependencies of the subfunctions of a
test, either by hierarchical function structures or by functional exchanges. In order to get
adequate diagnostics, it is also important to accurately model the dependencies leading to
error messages that occur during normal operation (i.e. outside of tests).
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Figure 4.25: In the Capella diagram (top) we see that functional exchange Physical quantity is selected, and
in PVMT (bottom) it is marked as not required.

For example, if we want to provide an error message for our function Retrieve measurement,
as shown in Figure 4.10 and similar, we need to make sure that the error message depends
on the function Transmit measurement (and probably on the function Distribute power, which
is not visible in Figure 4.10). Therefore, it is good that we marked the functional exchange
from Physical function to Transmit measurement as not required as in Figure 4.25.

But now we also want to be able to generate an error message when the control loop as a
whole does not work. If we added that error message to function Control an effect in Fig-

ure 4.24, then we would not get the correct dependencies, because the dependency chain
does not reach back to Physical function, since we broke the loop there. To express the cor-
rect dependencies, we can use a functional hierarchy, as shown in Figure 4.26. Here we moved
the function Control an effect, representing the complete control loop, to the top of the hier-
archy, and we expressed the contribution made by the control board by the function Drive

and effect.

The corresponding architecture diagram is shown in Figure 4.27. Here we see that the error
message Control error is generated by the overall control loop, which means that it depends
on all the functions and components involved in the loop. By contrast, the error message
Measurement reception error only depends on the sensor and the I/0 board (plus the power
supply chain, not shown here). Now if any of these error messages is generated, the MBDlyb
diagnoser will flag the correct set of culprits, and we can use the appropriate tests to localize
the problem further.
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Figure 4.26: Function hierarchy for a control loop as modelled in Capella
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Figure 4.27: Hierarchically organized control loop in a Capella architecture diagram
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4.8 Hardware priors

MBDlyb assumes a default value of 0.01 for the probability that a hardware component is
faulty. (This is a prior value, which holds as long as there is no additional diagnostic informa-
tion available.) In Capella, we can set a non-default value for a specific component by setting
the Fault rate property to the desired value, as shown in Figure 4.28.

Lock and Release!

o5 Properties = Information ¥ Semantic Browser ﬁpmperty\falues

E Domains: & MEDIyb ﬂ Global apply properties

{Logical Component) Lock and Release

Mame Value
~ HE MEDIyb
v =
)
v = Hardware priors
B9 Fault rate 0.02

Figure 4.28: Hardware element with explicit fault rate, as modelled in Capella

When importing the Capella model into MBDlyb, this new fault rate will now be shown in
place of the default one, see Figure 4.29.

Hardware ‘ - ‘
Name Faults Realizes Observed by  Indicated by
Lock_and_Release Broken: 0.02 Detect_release_command_from_toy_train | ’

Detect_release_command_from_child | Detect_energy_limit | | |
Arm_system

Figure 4.29: Hardware element with non-default fault rate, as shown in MBDlyb

Guidelines

It is not easy to get an exact number for the fault rate of a component. In some situations,
this information can come from the field. But let’s consider that the most relevant part of the
results of the MBDlyb diagnoser is the ordering of the suspected culprit components and of
the suggested tests, not the exact values of the probabilities. Fortunately, once some evid-
ence (observables or test results) is available, the ordering of the MBDlyb diagnoser’s results
is not very sensitive for the prior fault rates. That means that we do not need very precise,
absolute values for these priors, but we can still use them to emphasize or de-emphasize
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4.9

some components in the results: A component that we know to be more reliable than aver-
age we can give a lower fault rate, and a component that we know to break more often we
can give a higher one.

Complete composites

In principle, for every Capella component that has functions allocated to it, MBDlyb creates
a hardware node, so that the component can be diagnosed as healthy or broken. However,
there can be situations where this is not desired. In that case you can label the component
as a complete composite, as Figure 4.30 shows.

AudioSystem
El_ a $E| Speaker
| i §F] Amplifier
C | @D Generoteudio |
21 AugosSigral — i &) amplifiedSigna) MakeAudio™
R i @ AmplifySignal
ransformDig italToAnalog % % iz | Aol ® plifySig
A
i &

Z% Properties 4E Information #% Semantic Browser @Pmpeﬂy\&alues [CDRadioPlayer] x

Domains: [ MBDlyb ﬂ Global apply properties

¢F| (Physical Component) AudioSystem

Name Value
v [= Composite
=] Complete composite true

Figure 4.30: Component labelled as complete composite in Capella

A component labelled as a complete composite like this will not be assigned a hardware
node in MBDlyb, but its functions are still present, as shown in Figure 4.31.

Guidelines

A typical situation where this complete composite label is applicable is when you have a
higher-level component that is completely described by its subcomponents in the model (i.e.
there is nothing in the component that is not in the subcomponents). The high-level com-
ponent can still have functions assigned to it, but they will typically have subfunctions alloc-
ated to the subcomponents.

When building the model, we can start by modelling the higher-level components and assign
higher-level functions to them. Then, as we are completing the model, we may add subcom-
ponents and subfunctions, and at some point the set of subcomponents may be complete,
so we can label the higher-level component as a complete composite.

But this is not the only possibility: We can also decide to add one or more subcomponents
that do not represent the complete higher-level component. In that case, the higher-level
component remains a separate entity, which can be diagnosed separately from its subcom-
ponents, and it should not be labelled as complete composite. An example of this is a device
that needs a battery to operate: The battery could be absent or discharged, which we may
want to check during diagnosis, but the device could also have faults that are not related to
the battery. This is illustrated by Figure 4.32.
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Figure 4.31: Complete composite as shown in MBDlyb

@ Provide electric 3 : (3 @ Convert electric
power . c power to light

Figure 4.32: Example in Capella where complete composite is not applicable
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5 Observations

Apart from the methodology extensions discussed in Chapter 4, we also made a number of
further observations when we applied the methodology to an industrial system. We detail
them in the following sections.

5.1 Modelling effort

As mentioned in Chapter 3, we applied our methodology to a large production printer under
development, focusing on one complex module. Here are some estimated indications of the
size of our Capella model for the industrial system we studied:

+ 127 components (covering more than 95% of the components in our focus module)
« over 200 functions
« 65 errors and observables (about 50% of the ones relevant for our focus module)

+ 24 diagnostic tests (about 30% of the relevant ones)

Since components and functions (including tests) are organized hierarchically in Capella,
these numbers comprise the entities at all levels of the hierarchies. Note that the relatively
low coverage of errors, observables, and tests is related to the fact that the system was still
under development and many of these items were not yet known.

The total effort to construct the model was about 3-4 person-months. The actual modelling
was just a fraction of this. The largest effort was spent on collecting the information about
the system and understanding it.

Modelling the system structure was relatively easy, partly due to the fact that the system
experts mostly agreed on the actual structure (although not necessarily on the names of the
various components).

However, modelling the functions allocated to the various components was significantly
more difficult. To some degree, this was due to the absence of a sufficiently detailed func-
tional model of our industrial system shared among the experts. But we also realized that
the construction of a good functional model, complete with allocation to components, needs
a great deal of care. You need to ask yourself not only “What does this component do?”

but also “What happens to directly related functions and components when this compon-
ent is broken.” (Note that the effect on indirectly related functions and components will be
modelled by the Bayesian network and computed by MBDlyb, so you do not need to do this
end-to-end analysis by hand.) After answering these questions, you still need to consider
whether it is possible to simplify the system model, while still getting diagnostics of sufficient
quality.

This also means that if a standard MBSE model, with components and functions, were avail-

able, you would still expect a significant effort to check whether the functional model is suit-
able for diagnostic purposes and adapting it where necessary.
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Modelling observables, errors, and diagnostic tests turns out to be relatively straightforward,
but since tests are modelled as functions, the above considerations also apply here.

5.2 Modelling tools

As mentioned in Chapter 3, we used Capella as the MBSE tool for modelling the system. Capella
has some clear advantages, such as:

+ Itis easily available at no cost.
« Itis very mature and well documented.
« It was very stable and predictable during our modelling activities.

+ Our system model could be expressed in a set of relative easy-to-understand diagrams.
The standard colours for diagram elements certainly helped here. Because of this, the
diagrams were helpful in discussing the system model with domain experts.

+ Capella offers a sizeable set of plug-ins for additional tasks. As mentioned in Section 4.1,
we made extensive use of the PVMT plug-in.

* There is a well-maintained Python library for interacting with the models, which we
used in MBDlyb’s Capella import module.

However, Capella also has some disadvantages:

« There are strict limitations on diagram structure. For example, you cannot show the
function hierarchy in an architecture diagram, so you cannot always tell a full story in a
single diagram (see figures 4.21 and 4.22).

« There is only rudimentary support for generalization, so you cannot show a generaliza-
tion hierarchy in a diagram.

+ There is no support for classes and instances, which makes reuse difficult (there is a
reuse mechanism in Capella, but it is hard to use.) So you cannot introduce the concept
of a wheel and then say that a car has four of them, each with a specify role (e.g., front
left). For this reason, we did not fully model all replicated components in our system.

In view of the disadvantages of Capella, we explored SysML v2 [20, 21, 38] as well. We ex-
pect that this may mitigate some of Capella’s disadvantages. Unfortunately, during the time
dedicated to this, the tooling that was available was not sufficiently mature. The full range of
SysML v2 diagrams was not yet supported and a round trip (import and export) of a textual
SysML v2 model would often result in loss of information. Therefore, we could not use SysML
v2 for all our modelling tasks. We have good hope that this will change in the near future.

5.3 Output

We compared the output of the MBDlyb diagnoser with diagnostic procedures that were
hand-crafted by system developers. There were considerable differences.

« Partly these differences could be attributed to the simplifying assumptions in our ap-
proach, to which the system developers were not bound:
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- the assumption that either all functions of a component work correctly or none of
its functions work

- the fact that the diagnoser needs an explicit notification that certain errors are
absent, whereas a hand-crafted procedure can rely implicitly on errors being gen-
erated in a specific order, and therefore on certain errors being absent

+ Other differences could be attributed to simplifications in the model, which we applied
to keep calculation times reasonable, particularly for the diagnoser.

« Finally, there is considerable freedom in designing diagnostic procedures, so some dif-
ferences between manually designed and automatically generated procedures are per-
fectly acceptable.

In any case, system experts judged that the diagnostic procedures as produced by the dia-
gnoser were reasonable, in the sense that they led to the identification of the actual cul-
prit component without too much unnecessary effort. So in other words, the differences
between hand-crafted and MBDlyb-generated procedures were considered largely incon-
sequential.

The response times of the MBDlyb were most noticeable in the diagnoser. Every time a new
piece of evidence is added (an observable/error or a test result), the diagnoser has to cal-
culate the values in the Bayesian network to determine the most likely culprit component.
Moreover, it must calculate the entropy for each of the tests. On a modern (laptop) com-
puter, this can take about 10-30 seconds, which is longer than some of the diagnostic tests
in our model would take in practice. The actual time depends on the size of the model and
the number of tests, but also on the particular structure of the model. For a diagnoser al-
gorithm to support a service engineer in his work, we aim to perform a diagnostic step in
under 10 seconds, so that the engineer does not need to wait too long before choosing the
next action (test or repair). Therefore, we would like to lower these response times consider-
ably.

We regularly studied the Design for Diagnostics page of MBDlyb, and we found that it nicely
illustrates the kind of analysis that we would like to support, but its actual contents are not
yet suitable for practical use. On the one hand, this is because it assumes that the values for
all observables are given, which is not realistic. In principle, you could add all the errors that
the system generates when a single component fails, which could be more than one, but
the assumption that all the errors that are not generated did not occur, is incorrect and will
lead to the wrong output. This is because software may stop generating errors at some point
after the first one. Moreover, some components may not be reachable any more, so their er-
rors will never make it to the user interface. Further work is needed to improve the Design
for Diagnostics page, so that it can deal more gracefully with smaller sets of observables.

On the other hand, a limitation of the Design for Diagnostics page is that often in the early
and middle design phases, it is not yet known what the observables of the various compon-
ents are, because the mechanisms to provide these observables are still to be designed. We
would like the Design for Diagnostics page to provide some support for that process, so that
we could call it ‘Design for Diagnosability’.
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6

6.1

Conclusions

In this chapter, we first revisit the research questions guiding our activities, and then discuss
future work.

Answers to research question

Let’s look again at our research question, as introduced in Section 1.1:

RQ1 How to leverage the (potential) interplay between functional and structural description-
based methodologies for hardware (HW) diagnosis?

As mentioned in Section 1.1, we broke this research question down into the following sub-
questions:

RQ1.1 How does the aforementioned function-based diagnostic methodology scale to component-
level?

RQ1.2 How to ensure proper integration of the diagnostic-relevant (observability) informa-
tion in the MBSE models?

To answer RQ1.1, we applied our methodology to a complex module in the context of a large
system, a production printer developed by Canon Production Printing. Regarding the num-
ber of components and the multidisciplinary nature of their interactions, we can safely say
that the above system serves as a representative example for many kinds of high-tech sys-
tems. According to our observations (Section 5), applying the methodology took a reason-
able amount of effort and the results were good. Therefore, we conclude that our methodo-
logy, with the extensions discussed in Chapter 4 scales well to systems with a large number
of components. We believe that the methodology can also be applied successfully in other
domains than industrial printing, since our case study already involved multiple domains
(mechanics, electronics, thermodynamics, etc.).

Experts at our industrial partner are satisfied by these results and expect that our methodo-
logy will provide an alternative for their current FMECA process (Failure Mode Effect and Crit-
icality Analysis) [5] with the following advantages:

+ Our methodology requires less manual analysis, which takes effort and is error-prone

+ Our methodology can be applied repeatedly during the system design process with less
effort

+ Our methodology depends less on natural language descriptions, which can be am-
biguous

+ The models resulting from applying our methodology can be more easily reused when
a new version or variant of a system is developed
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6.2

For these reasons, our industrial partner intends to introduce our methodology into their de-
velopment and service processes in a step-wise way.

When we look at RQ1.2, we see that this is addressed by the significant extensions and im-
provements of the methodology described in Chapter 4. There it is shown how a basic func-
tional/structural MBSE model can be enriched with diagnostic information, including observ-
ables, errors, tests, loop handling, hardware priors, and complete composites. The fact that
we can express all the diagnostic-relevant information in the Capella model makes it possible
to create and maintain one single MBSE model for our system that contains all the informa-
tion needed for diagnostics. This ensures that we keep all the information together, and that
in turn is important to keep the information consistent.

Initially we intended the method to be used with pre-existing MBSE models, but based on
the above, it appears to be worthwhile to develop a new model, even if it is only used for
diagnostics at first. Replacing the laborious and error-prone FMECA process can be a good
reason to start with system-level modelling, and from there the usage of the model could be
expanded to other areas, such as reliability, serviceability, or testing. The system model could
also be used to assess other aspects, less directly related to diagnostics, such as cost price
and variability. All this could expand into a solid MBSE practice in a development organiza-
tion. Of course, we are still interested in exploring how our methodology could be integrated
in a such a broad MBSE approach in industry.

Further work

Although considerable progress has been made in extending and improving our diagnostic
methodology, further research and development is required.

First, as mentioned above, our industrial partner is intending to introduce our methodology
into its processes. This will take several steps, and we hope to remain in close contact during
this change, observing and assisting. We expect to encounter a number of opportunities for
improvement, which we can take up to get our methodology more mature. In this context,
we also plan to explore another MBSE formalism and tool as an alternative for Capella. Most
likely, this formalism will be SysML v2. We aim at discovering how we can build a suitable sys-
tem model in SysML v2 and integrate all the diagnostic-relevant information in such a model
along the lines of Chapter 4. If we can develop a new MBDlyb input module for this formal-
ism, we can try it out in practice. In this way we can find out whether such an alternative
formalism and tool would fit better in an industrial setting.

Another line of research we intend to follow is exploring the application of the methodology
in very early design phases. In these earlier phases, much less is known about the detailed
system design, even though several parts of an existing design may be reused. Neverthe-
less, we hope to be able to do an early assessment of diagnosability by combining high-level
design sketches with earlier detailed designs.

We will also need to improve our approach to Design for Diagnostics. This includes assessing
which information elements will realistically be available for analysis and what kinds of out-
puts the developers need. One such output we envisage is a metric for completeness, which
can tell us how much progress has been made during system development towards an ac-
ceptable coverage of the diagnostic needs of a service engineer in the field.

In all these activities, we strive towards broad applicability of our methodology across many
domains in the high-tech industry and beyond.
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