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Abstract. The Fiat—Shamir transformation is a general principle to turn any public-
coin interactive proof into non-interactive one (with security then typically analyzed
in the random oracle model). While initially used for 3-round protocols, many recent
constructions use it for multi-round protocols. However, in general the soundness error of
the Fiat-Shamir transformed protocol degrades exponentially in the number of rounds.
On the positive side, it was shown that for the special class of (ky, . .., k;, )-special-sound
X -protocols, which is a natural multi-round generalization of the well-known class of
special-sound protocols, the loss is actually only linear in the number of random oracle
queries, and independent of the number of rounds, which is optimal. A natural next
question is whether this positive result extends to the Fiat—Shamir transformation of
so-called (17, ..., I'},)-special-sound protocols. This notion was recently defined and
analyzed in the interactive case; it captures a larger class of protocols, namely where
the special-soundness property is characterized by a general access structure, rather
than a threshold. We show in this work that this is indeed the case. Concretely, we
show that the Fiat—Shamir transformation of any (I, ..., I',)-special-sound interactive
proof is knowledge sound under the same condition on I7, ..., [}, for which the
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original interactive proof is knowledge sound. Furthermore, also here the loss is linear
in the number of random oracle queries and independent of the number of rounds. In
light of the above, one might suspect that our argument follows as a straightforward
combination of the above mentioned prior works. However, this is not the case. The
approach used for (k, ..., k. )-special-sound protocols, which is based on an extractor
that samples without replacement, does not (seem to) generalize; on the other hand, the
other approach, which uses an extractor based on sampling with replacement, comes
with an additional loss that would blow up in the recursive multi-round analysis. Thus,
new techniques are necessary to handle the above complications.

1. Introduction

1.1. Interactive Proofs and Special-Sound Protocols

Interactive proofs play an important role in modern cryptography (and well beyond).
They allow a prover P to convince a verifier )V of the truth of a statement , i.e., that a
certain instance x is an element of a given language L. Further desiderata may include
not revealing any additional information (zero-knowledge), or the proof being (much)
smaller than the statement (succinctness).

A crucial property of an interactive proof is soundness, which means that no dishonest
prover P* can convince the verifier )V of a false statement (except with small probability),
i.e., make Vacceptif x ¢ L. However, in many situations a stronger property is needed:
knowledge soundness, which informally means that in order to make ) accept, not only
must x be in L, the prover actually needs to know a witness w attesting to x € L
(considering L to be an NP language). One then also speaks of a proof of knowledge.

More formally, knowledge soundness requires the existence of a knowledge extractor:
an efficient (i.e., expected poly-time) algorithm that is given rewindable oracle access
to a (possibly dishonest) prover ¥, and it outputs a witness w for x with a probability
that is closely related to the probability of P* convincing the verifier V. In certain cases,
ordinary soundness is meaningless; e.g., when the considered language L is trivial, i.e.,
when every instance admits a witness. In such cases, knowledge soundness is the only
meaningful soundness notion. For example, consider a prover claiming to know a hash
collision for a hash function H : {0, 1}* — {0, 1}": here, the statement that H has a
hash collision is vacuously true, and the non-trivial requirement is that the prover knows
inputs x # x’ for which H(x) = H(x').

Proving knowledge soundness is tricky in general; typically much harder than proving
ordinary soundness. The problem is that different interactive proofs may require different
extraction strategies. Thus, for a given protocol it is oftentimes unclear how to design
a successful knowledge extractor, and/or how to analyze it. Furthermore, the formal
definition sets a rather stringent requirement on the success probability of the extractor,
which needs to hold for any dishonest prover. It is thus desirable to identify classes
of interactive proofs for which there exist generic knowledge extraction results. An
important example are special-sound X-protocols: classic results guarantee they are
knowledge sound (with a soundness error determined by the size of the challenge set).

While interactive proofs studied in the past tended to be special-sound X -protocols,
this is not the case anymore for many recently proposed protocols, such as Bullet-
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proofs [11,14]. Motivated by this, the original result on special-sound X'-protocols was
extended in [2,4,10] to k-special-sound X'-protocols and to their multi-round variants,
(k1, ..., k;)-special-sound protocols. However, many modern interactive proofs [3,13,
33]—especially those employing Merkle-tree commitments—do not satisfy (kg, ...,
k,,)-special-soundness for reasonable parameters (in particular, the implied knowledge
soundness would be far from optimal). Motivated by this, in the recent work [7], the gen-
eralization of special-soundness is pushed further, and in some sense to the extreme, by
introducing the notion of (I, ..., I',)-special-sound interactive proofs. In spirit, while
for k-special-sound X -protocols the special-soundness is specified by a threshold k, it is
specified by a general access structure I' in the case of I"-special-sound X '-protocols,
and correspondingly for the multi-round variants. Besides introducing the definition, [7]
proves knowledge soundness and strong parallel repetition of (certain) (17, ..., I},)-
special-sound interactive proofs. One cannot expect efficient extractability to hold for
all choices of the access structures I' = (I7, ..., I',); thus, in more detail, [7] identifies
two relevant parameters «r and fr, determined by I', and prove knowledge soundness
with knowledge error «t for any I'-special-sound interactive proof for which fr is poly-
nomial. While precise definitions are provided later, we now informally define these
parameters. The parameter «r captures the trivial cheating probability, in that in a typ-
ical I'-special-sound interactive proof the prover can cheat by making a guess on the
challenge, and «r is then precisely the probability that in at least one of the rounds the
prover guessed (sufficiently) correctly. The parameter fr on the other hand is related
to the worst case number of challenges that one may encounter until the set lies in the
access structure, when avoiding challenges that are “useless”. Whether #r is polynomial
or not depends on I'; we discuss some examples later.

1.2. The Fiat-Shamir Transformation

The Fiat—Shamir transformation is a powerful technique for turning (public-coin) inter-
active proofs, as discussed above, into non-interactive ones, or for designing signature
schemes. Although originally suggested for X'-protocols, it has become popular to apply
the Fiat—Shamir transformation also to multi-round public-coin interactive proofs. In-
deed, there has been a recent focus on interactive proofs with succinct communication,
and many of those have a non-constant number of rounds; the Fiat—Shamir transfor-
mation is then often used to avoid the increased round complexity (which would then
actually form the efficiency bottleneck) by making the proof entirely non-interactive.
Furthermore, for certain applications, it is crucial that a proof be non-interactive, making
the use of the Fiat—Shamir transformation necessary.

However, the Fiat—Shamir transformation is not free. First of all, the security of the
Fiat—Shamir transformed scheme is typically “only” proven in the random oracle model.
Furthermore, there is often a non-trivial security loss involved. Indeed, until recently, the
best reduction had a security loss in the knowledge error that is exponential in the number
of rounds. More precisely, if the interactive proof IT has a knowledge error « then the
knowledge error of the Fiat-Shamir transformed non-interactive proof FS[IT] can be
as bad as (roughly) Q* - k, where Q is the number of oracle queries performed by the
attacker, and p the number of challenge rounds of the interactive proof I7. Only recently,
it was shown that the class of (ky, ..., k,)-special-sound interactive proofs avoid this
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exponential security loss under the Fiat—Shamir transformation [5] (see [6] for the full
version). As a matter of fact, the knowledge error of the Fiat—Shamir transformation of
such a (ky, ..., k;)-special-sound protocol was shown to be (Q + 1) - «, independent
of the number of rounds, where « denotes the knowledge error of the interactive proof.

1.3. On the Relevance of (I', ..., I',)-Special-Soundness

Unfortunately, while the notion of (ki, ..., k,)-special-soundness covers certain inter-
active proofs with succinct communication, e.g., Bulletproofs, there are many interest-
ing examples that fall outside this class. To highlight the relevance of the more general
(I, ..., I'y)-special-soundness notion, we analyze three examples in detail. To demon-
strate the utility of this notion, it suffices to focus on 3-round interactive protocols, i.e.,
X -protocols. Accordingly, all three examples are simple X'-protocols, although they are
often used as building blocks in more complex multi-round protocols.

1.3.1. Amortization Technique for Proving Knowledge of F-Linear Map Preimages

A notable example is a standard amortization technique, where a prover proves knowl-
edge of n homomorphism preimages by proving knowledge of a random linear combi-
nation of these preimages. This amortization technique is used in many (lattice-based)
interactive proofs to reduce the communication complexity, e.g., [9,12,25,30]. Unfor-
tunately, it renders the corresponding threshold special-soundness parameter k too large
to provide reasonable security guarantees. However, the amortization technique is I"-
special-sound for a I" with small parameters.

In more detail, consider the following simple interactive proof for proving knowledge
of preimages of n given values yy, . . ., y, under a[F-linear map, with IF being a finite field:
the prover simply announces a preimage x of y = )", ¢; yi, where ¢ = (c1, ..., c,) € "
is chosen at random by the verifier. ! Regarding special-soundness, in the worst case,
the preimages of y = >, ¢;y; for |F|"=! choices of ¢ € " are not sufficient to re-
cover preimages of yy, ..., y,; namely, when the ¢’s do not span the entire space F”".
Hence, this interactive proof is k-special-sound with k = IIE‘I”_l + 1, i.e., the threshold
special-soundness parameter k is typically exponentially large rendering generic extrac-
tors inefficient. > On the other hand, the preimages can be recovered as soon as the
challenges ¢ span the entire space. Thus, this protocol is also I"-special-sound with I”
consisting of the sets of ¢’s that span F".

As for the parameters of interest, k- is defined as the maximum fraction of the
challenge space that does not yet allow extraction, which here is

max{|S| : § € F" s.t. S does not span F"}  |F|"~! 1
"] |F|" IF|

ITypically, the prover would prove knowledge of x instead of announcing it, but we keep it simple here.

2The exponential parameter k can be avoided by defining the challenges as ¢; = yi_l forl <i <n
and uniform y € T, see for example [26]. This modified amortization is widely used and has k = n and
knowledge error % > ‘% However, this approach is not always applicable, e.g., it requires |C| > n, which
is not always the case. For instance, in lattice-based proof systems the challenges c are typically “short”, i.e.,
¢ € [-C, C] for C « |FF|. For instance, [12] uses binary challenges c.
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which matches the trivial cheating probability. The parameter 71, on the other hand, is
the worst case number of challenges that one may encounter until the set lies in I", when
avoiding challenges that are “useless”. Here, a challenge is useless when it is in the span
of the previous challenges, and so when avoiding those we get a set of challenges that
span " after n choices, so t = n.

1.3.2. Proving Knowledge of Merkle Tree Commitment Opening

This I"-soundness notion leads to an effective analysis of a broader class of proof systems.
For example, a common design principle is to first design an interactive oracle proof
(IOP) with succinct communication, and to then instantiate the oracle with a hash-based
Merkle-tree commitment [15,28,31,32]. By construction, an interactive proof obtained

via this recipe is not (kp, ..., k,)-special-sound, at least not for reasonable parameters
ki, whereas it can be cast as a (I, ..., I',)-special-sound protocol with reasonable
parameters.3

More concretely, consider the following simple protocol for proving knowledge of
the opening of a Merkle tree commitment. Suppose the Merkle tree has n leaves, and the
verifier randomly selects £ leaves for the prover to open. The total number of possible
challenges is therefore (Z) A dishonest prover might be able to open all but one leaf of

the Merkle tree, in which case it can successfully respond to (" 21) challenges. In other

words, the threshold special-soundness parameter equals ("21).

On the other hand, this interactive proof is also I"-special-sound, where I" is the
collection of challenge sets that cover all n leaves. The parameter « is defined as the
maximum fraction of the challenge space for which extraction is not yet possible. In this
setting, it is given by

Finally, the parameter 7~ denotes the worst-case number of “useful” challenges re-
quired until the set of opened leaves belongs to I". Here, a challenge is considered useful
if it opens at least one new leaf not previously revealed. The first challenge opens ¢ new
leaves, and each subsequent useful challenge opens at least one additional new leaf.
Thus, we have tr =n — £ + 1.

1.3.3. Parallel Repetition

As a final example, consider the t-fold parallel repetition I7’ of a k-special-sound X-
protocol I7. It is easy to see that IT* is ((k — 1)" + 1)-special-sound, i.e., the threshold
special-soundness parameter grows exponentially in #. Consequently, this property alone
does not imply knowledge soundness.

3 We note that modeling the hash function used in the Merkle tree commitment as a random oracle allows
for so-called straight-line extraction. Hence, in this model rewinding can be avoided, which may result in
a more efficient knowledge extractor. In fact, straight-line extraction is the standard approach for analyzing
IOP-based proof systems. The notion (17, . .., I,)-special-soundness, together with its knowledge extractors,
provides an alternative for analyzing their knowledge soundness.
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Table 1. The parameters « - and ¢~ for the access structures in the considered example X'-Protocols. Addi-
tionally, the threshold-special-soundness is provided..

I'’-Special-sound interactive Kr tr Threshold special-soundness
protocol parameter
o . 1 —1
Amortization technique for — n |[F"=1 +1
: [F|
proving knowledge of n
F-Linear map preimages
_ ¢ n—1 n—1\¢
Proving knowledge of Merkle 1—--— n—0+1 ¢ +1> 7 +1
tree commitment opening n
k—1Y
t-Fold parallel repetition of (W) k—-—1-t+1 k—1"+1

k-special-sound X'-protocol

However, I is also I'-special-sound, where I" consists of the sets of challenge
vectors for which there exists at least one position such that we encounter at least k
distinct entries in this position across the challenge vectors. The maximum size of a set
of challenges outside I" is (k — 1)’, so that

. (k = 1)’
"\ )
Moreover, a new challenge is considered useful if it introduces at least one previously
unseen challenge in one of the ¢ coordinates, i.e., f = (k — 1) - + 1. Hence, in contrast
to the threshold special-soundness parameter, 7 grows only linearly in #, and thus the
I'-special-soundness property immediately implies knowledge soundness.

Overall, the table below summarizes the different parameters for the above examples.
Recall that the extractor’s running time for k-special-sound interactive proofs scales
linearly in the threshold parameter k, whereas it scales linearly in ¢ for I'-special-
sound interactive proofs. Therefore, the difference between the final two columns of the
table highlights the advantage of the I"-special-soundness notion (Table 1).

1.4. Our Results

Given the current situation on the Fiat—Shamir front, the natural question that we address
in this work is whether the techniques and the results from [5] on the Fiat-Shamir
transformation of (ki, ..., k,)-special-sound protocols extend to this general notion of
(I, ..., I'y)-special-soundness introduced in [7].

The short answer is: the results generalize, but not the techniques; the long answer
follows below and in the rest of the paper.

Indeed, in this paper, we show that the results of [S], which show the security of
the Fiat—-Shamir transform of multi-round (k1, ..., k)-special-sound protocols with a
security loss independent of the number of rounds, carry over to the generalization of
special-sound (multi-round) protocols considered in [7]. In more detail, we show the
following.
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Theorem 1. (Informal; see Theorem 5 for a precise statement) The Fiat—Shamir
transformation FS[IT] of any (I, ..., I',)-special-sound interactive proof I, where
I := (1, ..., I}) is such that the parameter tr is polynomial and “useful challenges
are efficiently sampleable”, is knowledge sound with knowledge error

(Q+1D «r, (D

where Q is the number of random oracle calls made by the attacker, and kr is the
knowledge error of the interactive proof I1.

We stress the independence of the bound on x, the number of challenge rounds of the
protocol.

As we discuss below in more detail, a crucial ingredient in our extractor construction
for the Fiat—Shamir transformation is a new, improved extractor for the interactive case,
which is then used as a subroutine in our Fiat—Shamir extractor. See Table 2 and Table 3
for the characteristics of the respective extractors (for the interactive and the Fiat—Shamir
transformation case).

To illustrate Theorem 1, let us return to the example of batch verification of n linear
claims, as discussed in Sect. 1.3. Recall k = % and that tp = n. In particular, as tf
is polynomial in n Theorem 1 applies, and we find that the FS-transform is knowledge
sound with knowledge error %. Recalling that in a single instantiation a prover can

cheat with probability ﬁ, and so with Q oracle queries (and an additional attempt
by outputting a forgery without querying the oracle) one could cheat with probability
1—(1—1/Fpet ~ %, our bound is essentially tight.

1.5. Technical Overview

One might expect that our result can be obtained as a direct generalization of the rea-
soning of [5] to the notion of (I7, ..., I',)-special-soundness. However, the extractor
considered in [5] is based on sampling without replacement and properties of the negative
hypergeometric distribution are used for the analysis; this use of the negative hyperge-
ometric distribution is tailored to the threshold case and does not (seem to) generalize.
Thus, a new extraction strategy is needed.

Our new Fiat—Shamir extractor. As a first step towards proving the claimed knowledge
soundness of the Fiat—Shamir transformation, we show that for the 3-round case (i.e.,
for X'-protocols), we can actually reduce the analysis of the considered extractor for the
non-interactive Fiat—~Shamir transformed protocol FS[IT] to that of (some variant of) the
underlying interactive proof I7. Simply relying on the extractors proposed and analyzed
in [4,7] for the interactive proof IT, would then settle the 3-round case, showing that the
Fiat—Shamir transformation of a I"-special-sound X'-protocol is a proof of knowledge
with knowledge soundness « i if the parameter 7 is polynomial.

Unfortunately, doing a similar reduction from FS[/T] to IT does not work for the
multi-round case, as we explain in Sect. 6.2. For this reason, our approach for the multi-
round case is to follow a similar recursive strategy as in [5], which uses the 3-round
extractor and applies it recursively over the different rounds to extract the required tree
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of transcripts, using an “early-aborting” trick, and a refined analysis of the 3-round case,
to achieve the required round-independent expected running time.

However, following this approach but using the above 3-round extractor that relies

on the extractors from [4,7] has the problem that the success probability of the 3-round
extractor suffers a factor ¢--loss (see Table 2), compared to the 3-round extractor of [5].
Since we anyway have to require this parameter to be polynomial for the extractor to
be efficient, this is fine for the 3-round case; however, in the recursive analysis of the
extractor’s success probability, the 7--loss negatively impacts the knowledge error. More
precisely, this approach would introduce a factor (roughly) tr5, .., =tp, - - - i1, blow-
up in the knowledge error. Since tp, . r, < tr and the latter is required to be polynomial,
this would be sufficient for proving knowledge soundness. However, we aim to derive
an optimal knowledge error that is equal to the trivial cheating probability of a dishonest
prover, and therefore, we wish to avoid this loss.
An improved interactive extractor Our solution is to go back to square one and not
use the extractor from [4,7] for the 3-round interactive case, but instead construct a
new extractor. Our new extractor improves over the ones proposed in [4,7] in that it
avoids the factor 71 loss. Roughly speaking, this is achieved by avoiding the recursive
construction from [4,7]—which offers a rather simple analysis but is (quite obviously)
suboptimal —and instead following a more straightforward, greedy strategy, together
with a delicate choice of stopping criterion, which though necessitates a more complex
analysis.

Table 2 provides an overview of the (expected) running times and success probabilities
of the different extractors for special-sound interactive proofs. Note that, in this work
we only provide the extractor for I"-special-sound X'-protocols, i.e., 3-round interactive
proofs (see Theorem 2 and Lemma 6). Indeed, our main goal is to analyze the Fiat—Shamir
transformation of multi-round interactive proofs, and to achieve this goal we do not need
an extractor for multi-round interactive proofs. However, for a meaningful comparison
with prior works, Table 2 includes the generalized multi-round version of our extractor,
which can be obtained by leveraging the recursive techniques from [7]. The two different
upper bounds on our expected running time reflect both a standard and a refined analysis,
the latter of which is crucial for analyzing the Fiat—Shamir transformation.

In order to be suitable for our actual goal, analyzing Fiat—Shamir transformations of

multi-round interactive proofs, we additionally need a refined running time analysis.
More precisely, similar to the Fiat—Shamir analysis of [5], we need to be able to consider
attackers that are less or more “costly” dependent on the challenge. Using this extractor
and the refined running time analysis as the base case, we are then ready to work out
the recursive extractor construction and the recursive analysis to argue the multi-round
case.
Putting it together Altogether, this then leads to our main result: the Fiat—Shamir trans-
formation of a (I, ..., I',)-special-sound interactive proof IT is knowledge sound
with knowledge error (Q + 1) - k., if the parameter fr is polynomial. 4 Table 3 com-
pares our new extractor with the extractor of [5] for the Fiat—Shamir transformation of
(k1, ..., k;)-special-sound interactive proofs.

4 Our main result (Theorem 5) is expressed in terms of 7T instead of ¢, see also Remark 6. Obviously,
tr is polynomial if and only if Tt is (for non-trivial 77 > 1).
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Table 2. Different knowledge extractors for (17, ..., I',)-special-sound interactive proofs. Here, € = €(A)
denotes the success probability of the adversary A, «t is the knowledge error, and fr = 1_[:,_= 1 tr; and
Tt = ]_[?:1 (tr; + 1), where ¢ depends on the access structure I (Definition 8).

Extractor Running time Success Access
(Expected number of A-queries) probability structures I

€ —

(2] <ir > T Threshold
1-— K;r
1 e —«

[4,7] <2t.1p > — r Arbitrary
rl— Ktp

. . Tt € — Kip .
This work < min (2/‘ -Tt, ) > — Arbitrary
1 —«r 1 — p

The slightly larger parameter 7T in the running time in our work is due to making the extractor (for the
interactive proof) ready to be used as a building block in the Fiat—Shamir analysis. If we are interested in the
interactive case only, we can replace Tt with 1, see Theorem 2

Table 3. Knowledge extractors for the Fiat-Shamir transformation of (I, ..., I',)-special-sound interactive
proofs. Here, € = €(.A) denotes the success probability of the adversary .4, Q the adversary’s query complexity,
kr the knowledge error, and frr = H#—l Ir; and Tt = ﬁ;l(tri + 1), where Ir; depends on the access

structure I (Definition 8). The final column shows whether the extractor applies to arbitrary access structures
or only to threshold access structures.

Extractor Running time Success Access
(Expected number of A-Queries) probability structures [
- 1
(5] <(©Q+1) -1 > El(Qier Threshold
— kg
Tr €e—(Q+1) iy

This work (Theorem 5) <(Q+1)- Arbitrary

1—«r 1 — kp

1.6. Related Work

We already discussed the related work [4,5,7], and their relevance and relation to this
work, above.

In concurrent work [8], our extractor for X-protocols (Theorem 2) is extended to
the newly introduced notion of adaptive special-soundness, which is used to improve
soundness slack that arises specifically in lattice-based instantiations of multi-round
interactive proofs.

Another closely related work is [35], in which Wikstrom introduces and studies an
abstraction of the problem of knowledge extraction when considering a generalized
notion of special-soundness. His generalization resembles that of (I, ..., I',)-special-
soundness studied in [7], except that the access structure 7 is restricted to be the set of
bases of a matroid M;. The main technical result [35, Theorem 1] is the existence of a
so-called accepting basis extractor for a matroid tree, with bounds on (1) the extraction
error (which corresponds to the knowledge error), (2) the expected number of queries,
and (3) the tail bound.

A central goal of [35] is establishing good tail bounds (instead of only expected query
bounds) with a precise analysis. The presented bounds are “convoluted expressions” [35,
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p- 12] (and depend on tweakable parameters of the extractor). While an interpretation of
the bounds is given, no simplifications are provided. This, together with the non-standard
terminology and formalism used in [35], makes a comparison of [35] and [7] that goes
beyond the high-level similarities challenging.

In [36], Wikstrom extends the terminology and results of [35] to the Fiat—Shamir
transformation. This amplifies the difficulties in comparing our work (which extends [7])
with [36] (which extends [35]). We stress that [36, Sect. 7] claims similar result as ours,
i.e., security loss linear in the number of queries; however, the connection between
the actual proven result [36, Thm. 3] and the claimed implications on the knowledge
soundness of the Fiat—Shamir transformation is implicit and non-obvious.

To expand a little: [36] chooses to rephrase the setting into “grafting protocols”,
which seems closely related to state restoration (knowledge) soundness [15,27]. In that
language, the progress of a prover can be described using “grafted sequences”, which
at a high level correspond to queries along the proof to be extracted, and “shadow
sequences” which are obtained from grafted sequences by ignoring non-proof-related
queries. Intuitively, if one could directly sample shadow sequences, then the usual inter-
active extraction should work. However, only grafted sequences can be sampled directly.
Thus [36] proceeds to provide a sampler for shadow sequences, using a concurrent but
similar approach as [5]. Compared to our approach, the extractor in [36] (based on
[35]) requires additional amplification, which results in a suboptimal knowledge error
(which [35] already exhibits in the interactive case, hence this is of no concern in [36]).5

In summary, next to the above mentioned specific (and partly minor) differences, a
major differentiation is the standard terminology that we use in our work to express
and prove our results. The articles [35,36] on the other hand are phrased in terms of
new abstraction and terminology, and the precise connection to the security of the Fiat—
Shamir transformation is left implicit.

A very recent related work is [1], which introduces predicate special-soundness as
an extension to (ki, ..., k;,)-special-soundness. They reuse the extractor from [5] and
extend its analysis. The notion of [1] allows to track certain failure events during an
extraction, which occurs in advanced lattice-based proof systems. As such, predicate
special-soundness and generalized special-soundness are rather orthogonal. It is a natural
question whether both concepts could be combined using our new extractor.

In cases where the original interactive proof itself is modeled in some idealized set-
ting, such as the random oracle model or the generic group model, rewinding can often
be avoided in the extraction procedure by exploiting the features of the idealized set-
ting. This then leads to straightline extraction. For example, this is typically the case
for IOPs [15,34]. The security of the Fiat—Shamir transformation for multi-round pro-
tocols is the often shown via round-by-round soundness [15,17,27]. Very recently, a
family of such proof systems has been studied using rewinding and a concrete security
framework [19,20] that avoids the idealized setting for the interactive proofs.

Analyzing the Fiat—Shamir transformation in the quantum setting, i.e., when the prover
is modeled as a quantum algorithm, is challenging, due to the fact that taking a snapshot of
the prover’s state (with the goal to rewind back to that state again later) is not possible, due
to the no-cloning theorem. There has been progress in different directions: [23] reduced

5 Had we based our work directly on the extractor from [7], we would have the same problem, cf. Sect. 1.5.
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the quantum security of the Fiat—Shamir transformation to the quantum security of the
underlying interactive proof (but with an exponential loss in the number of rounds for
multi-round protocols), [29] showed that certain Bulletproofs-like interactive protocols
are knowledge sound against quantum adversaries (for a suitably adjusted definition
of knowledge soundness), [21,24] showed online extractability in the quantum random
oracle model for the Fiat—Shamir transformation of certain protocols, etc.; however,
many of the classical knowledge soundness results for (the Fiat—Shamir transformation
of) interactive proofs do not have closely-matching quantum counterparts (yet).

2. Preliminaries

We recall here some standard definitions and concepts related to interactive and non-
interactive proofs.

2.1. Interactive Proofs

We begin by introducing the necessary terminology for our discussion of interactive
proofs.

Let R C {0, 1}* x {0, 1}* be a binary relation, which we view as a set of statement-
witness pairs (x; w). We let R(x) = {w : (x; w) € R} denote the set of valid witnesses
for a statement x. Throughout, all relations are NP-relations, i.e., verifying (x; w) € R
on input (x; w) can be done in time polynomial in |x| (thus, without loss of generality
we also have |w| polynomial in |x|). An interactive proof is an (interactive) protocol
wherein a prover attempts to convince a verifier that a public statement x admits a (secret)
witness w € R(x), or even that the prover knows such a witness.

If the verifier publishes all its random coins, the protocol is called public-coin. In
such a case we may assume without loss of generality that all the messages from verifier
to prover are uniformly random elements from some finite challenge set C. The special
case in which a public-coin interactive proof consists of 3 communication rounds, and
in which the prover speaks in the first and third rounds, is termed a X'-protocol.

An interactive proof is complete if, on public input x and private prover input w €
R(x), the protocol execution will result in an accepting transcript (with high probability;
in many protocols this probability is in fact 1). An interactive proof is sound if, on
public input x that does not admit a witness w (i.e., R(x) = #J), even for a potentially
cheating prover P* the probability that the protocol transcript is rejecting is large. The
stronger notion of knowledge soundness informally requires that, on public input x, if
a potentially cheating prover P* manages to convince the verifier to accept with high
enough probability, then it in fact must “know” a witness w € R(x). This is formalized
in terms of a knowledge extractor, which is an expected polynomial-time algorithm
that is able to extract a witness given blackbox access to such a prover P*. This is the
main property of interactive proofs that we study in this work, so we provide a precise
definition.

Definition 1. (Knowledge Soundness) An interactive proof IT = (P, V) is knowledge-
sound with knowledge error k : N — [0, 1] if there exists a positive polynomial p and
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an algorithm &, called a knowledge extractor, with the following properties. Given input
x and blackbox access to P*, £ runs in expected polynomial time (counting queries to
P* as one time-step) and outputs a witness w € R(x) with the following probability:

€(P*, x) —«(lx])

Pr (€7 (1) € R()) =
p(x))

In the above, €(P*, x) = Pr ((77*, V)(x) = accept) is the success probability of P* on

input x.

Black-box access means in particular that £ can run P* multiple times. In case of a
randomized P*, £ can rerun P* with the same randomness as in the previous run. This
is referred to as rewinding.

Remark 1. (Interactive Arguments) In cryptography, one is often concerned with
interactive arguments, i.e., interactive proofs where the soundness only holds against
computationally bounded adversaries. In particular, computationally unbounded provers
could convince the verifier with high probability. It thus may appear that our study of
interactive proofs is not relevant for this setting. However, in practice most interactive
arguments can in fact be cast as interactive proofs for the following “or” relation:

R = {(x; w) : (x; w) € R or w solves computational problem X} .

That is, knowledge soundness in this case guarantees that a successful prover either
knows a witness for the given instance, or that it can solve some presumably hard com-
putational problem (e.g., it outputs a discrete logarithm, a factor of an RSA modulus, a
hash collision, etc.). Therefore, knowledge extractors for interactive proofs can typically
be repurposed to prove knowledge soundness for interactive arguments as well.

2.2. Non-Interactive Random Oracle Proofs (NIROPs)

In certain applications, it is essential for proofs to be non-interactive. Certain interactive
proofs can be made non-interactive via the Fiat—Shamir transformation (see below); the
resulting non-interactive proof is then typically analyzed in the random oracle model
(ROM). Proofs in the ROM are also referred to as non-interactive random oracle proofs
(NIROPs). Below, we briefly recall the ROM, the formal definition of NIROPs and
knowledge soundness for NIROPs.

In the random oracle model (ROM), all algorithms have black-box access to an oracle
ro, called the random oracle, which is instantiated as a uniformly random function.
Typically ro : {0, 1}* — {0, 1}" for some n € N related to the security parameter;
however, we find it more convenient to consider an arbitrary finite codomain C, and to
limit the domain to a (sufficiently large) finite® message space M, so that ro : M — C
(we will also write ro € C).

OThe restriction of the domain to be finite is because otherwise, strictly speaking, one cannot speak of a
uniformly random such function (without specifying a o -algebra), given that there are infinitely many.
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One can naturally extend the ROM to allow A to access multiple independent random
oraclesroy, ..., ro,, possibly with different codomains. This can be implemented from a
single random oracle using standard techniques. The following definitions and discussion
may be extended to this multiple random oracle model in a natural way.

Definition 2. (Non-Interactive Random Oracle Proof (NIROP)) A non-interactive
random oracle proof (NIROP) for a relation R is a pair (P, V) of (probabilistic) random-
oracle algorithms, a prover P and a polynomial-time verifier V, such that the following
holds. Given (x; w) € R and access to a random oracle ro, the prover P (x; w) outputs
aproof . Given x € {0, 1}*, a purported proof 7, and access to a random oracle ro, the
verifier V°(x, ) outputs 0 to reject or 1 to accept the proof.

The definition of completeness is the natural one: honestly generated proofs indeed
convince the verifier (with high probability). The basic stipulation of soundness is that it
is infeasible for a prover to convince a verifier that a false statement is true, except with
some small probability. In the non-interactive setting, the soundness error will depend
on the number of queries that the cheating prover is permitted to make to the random
oracle. The concept of knowledge soundness for NIROP’s is the natural analogue of
knowledge soundness for interactive proofs (Definition 1). We now formally define it.

Definition 3. (Knowledge Soundness - NIROP) A non-interactive random oracle proof
(P, V) for a relation R is knowledge sound with knowledge error k : N x N — [0, 1] if
there exists a positive polynomial p and an algorithm £ — called a knowledge extractor
— with the following properties. The extractor, given input x and oracle access to any
(potentially dishonest) Q-query random oracle prover P¥, runs in an expected number of
steps that is polynomial in |x| and Q and outputs a witness w such that, forall x € {0, 1}*,

e(P*, x) — (x|, Q)
p(x))

Pr(w € R(x):w <« 573*()6)) >

’

where €(P*, x) = Pr(Vro (x, P*%) = 1). Here, £ implements ro for P*: in particular,
it may arbitrarily program ro. Moreover, the randomness is over the randomness of &,
V, P* and ro.

Remark 2. (Adaptive Knowledge Soundness) We note that Definition 3 above cap-
tures a static dishonest prover, which is given the instance x as input. A stronger notion
considers an adaptive prover, which produces and outputs the instance x along with the
non-interactive proof. For the latter, knowledge soundness is trickier to define though,
since P* may then output different instances in different runs, and so it is per-se not clear
for which instance £ should find a witness. A solution is to explicitly require that in a
first step £ must run P* with a uniformly random choice of ro (implemented using lazy
sampling), and if in this run P* produces an instance x with a valid proof then £ must
find a witness for that x, else it must abort (see [6, Definition 10] for a more natural yet
slightly weaker definition). It is a matter of inspection to see that all our results carry over
to this adaptive variant. Indeed, by construction, our extractors run P* with a uniformly
random choice of ro as a first step, and abort if this run is not successful. Furthermore, by
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considering the instance x, output by P, to be part of the first message a; (see below for
the meaning of ay), it follows immediately that our analyses carry over to the adaptive
variant. After all, after the initial run, our main challenge is to get P* to output further
proofs with the same ap, and thus the same x then.

2.3. Fiat—Shamir Transformation

The Fiat—Shamir Transformation is a general-purpose operation that converts a given
public-coin interactive proof into a non-interactive random oracle proof (NIROP). The
idea is to replace the challenges from the verifier (which, recall, are without loss of
generality uniformly random bit strings) by hashes of (some part of) the transcript up
until that point. For concreteness, given a X -protocol with first message a and challenge
¢, the Fiat—Shamir transformed NIROP either sets ¢ = ro(a) or ¢ = ro(x, a), where x is
the public input. The former definition is sufficient for static security where a malicious
prover is given the input and then must attempt to convince the verifier, while the latter
is required for adaptive security [6, Definition 10] where the malicious prover may first
choose the input x and subsequently attempt to forge a false proof [16].

For multi-round protocols, there are multiple variants that one could consider. In this
work, we will focus on the most conservative choice where all the prior prover messages
are hashed along with the current round’s message, i.e., the i-th challenge is computed
as ¢; = ro;(ay, ..., ai—1,a;) where ai, ...,a;j_1, a; are the i messages sent from the
prover to the verifier so far, and ro; is a random oracle with suitable codomain C;.
However, our results also apply to other variants of the Fiat-Shamir transformation. Two
widely used alternatives are discussed below. Again in this multi-round setting the Fiat—
Shamir transform comes with a statically secure and an adaptively secure variant: in the
latter case, the statement x is included in the input for each hash function evaluation.
As our results apply equally well to each variant, we will not explicitly spell out this
distinction (static versus adaptive) in the rest of this work.

For completeness, we provide here the formal definition, where, for simplicity, we
assume access to multiple independent random oracles roy, ..., ro,, where ro; maps
tuples of i prover messages to the appropriate challenge space.

Definition 4. (Static Fiat—-Shamir Transformation) Let [T = (P, V) be a 2u + 1-
move public-coin interactive proof for a relation R with i-th challenge set C;, and such
that all potential prover messages are contained in M. Let roy, ..., ro, be independent
random oracles such that ro; : M Ciforalli =1,..., u.

The static Fiat—Shamir transformation FS[IT] = (Ps, Vis) of the protocol IT is
the following NIROP. Given (x; w) € R, the NIROP prover P;(s) PO gimulates the
interactive proof prover P(x; w) such that, after it outputs the i-th message a;, it is
provided with the challenge

ci =roi(ay,...,ai—1,a;) 2)

.....

.....
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only if V accepts the transcript (ai, ¢1, az, ..., ayu, ¢y, a,4+1) on input x, where each ¢;
is computed as in (2).

Remark 3. (Adaptive Fiat-Shamir Transformation) In the adaptive setting, a dis-
honest prover may adaptively choose the statement x. Thus, in the adaptive Fiat—Shamir
transformation, the challenges from (2) are instead computed as

¢ =roi(x,ay,...,ai—1,a;) 3)

fori =1, ..., u;this is very much in line with treating x as part of the first message a;
(Remark 2). Proving and verification proceed mutatis mutandis as before.

For concreteness, we consider this particular version of the Fiat—Shamir transfor-
mation, where the entire history is hashed. A widely used alternative to the above
Fiat—Shamir transformation is a chained version that computes the i-th challenge as
¢i = roj(ci—1,a;i) (or ¢c; = ro;(x, ci—1, a;) in the adaptive case). It is easy to see that
an attack against the chained variant can be turned into an attack against the version
we consider and analyze. The reduction only fails if the dishonest prover in the chained
variant finds a collision in the random oracle, or succeeds in inverting the random oracle
on a non-trivial point (i.e., a point that was not the reply to a random oracle query). Thus,
security carries over (up to a small loss). In the reduction, one simply runs the original
attack but extracts the “fitting” ay, ..., a;—1 from any query of the form (¢;_1, a;) by
inspecting former oracle queries.

In some applications of the Fiat—Shamir transformation it is important that the input
to the hash computation for computing the challenges has sufficient entropy, and so a
random salt may then be added to the hash input. Our results remain fully applicable to
this salted variant as well.

2.4. Geometric Distribution

Finally, as in prior works [4,7], our extractor analysis relies on certain facts about the
geometric distribution, which we now quickly recall.

A random variable B with two possible outcomes, denoted O (failure) and 1 (success),
is said to follow a Bernoulli distribution with parameter p if p = Pr(B = 1). Sampling
from a Bernoulli distribution is also referred to as running a Bernoulli trial. The proba-
bility distribution of the number X of independent and identical Bernoulli trials needed
to obtain a success is called the geometric distribution with parameter p = Pr(B = 1).
In this case, Pr(X = k) = (1 — p)*~!p for all k € N and we write X ~ Geo(p). For
two independent geometric distributions we have the following lemma.

Lemmal. ([7, Lemma 1]) Let X ~ Geo(p) and Y ~ Geo(q) be independently

distributed. Then,

PrX<Y)=—2%2
p+aqa—pq

The following simple argument shows that, if in a geometric experiment each Bernoulli
trial i is associated with a cost Z; whose expected value has a constant upper bound,
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then the expected cost of the experiment is upper bounded by the expected number of
trials times the upper bound of the cost for each trial.

Lemma 2. Let X ~ Geo(p), and let Z1, Z3, ... be arbitrary non-negative random
variables, subject to the constraint that there exists 0 > 0 such that E[Z; | X > i] <6
foralli. Then, Z = Z1 + Zy + - - - + Zx satisfies

E[Z] =

Proof. Without loss of generality, we may assume that E[Z; | X < i] = 0. Then,

and
E[Z]=Pr(X <i)-E[Z | X <i]+Pr(X i) -E[Z | X > ]
<Pr(X <i)-0+Pr(X>i)-0=(1-p) 6.
Hence,
E[Z)=) EZ]1<) (-p)'lo==,
i=1 i=1 p
which completes the proof. (]

3. Preliminaries: I"-Special-Sound Protocols

The standard concept of special-soundness for X-protocols [18,22] has recently seen
many generalizations. Firstly, a X'-protocol is k-special-sound for k € N if one can
efficiently construct a witness given k accepting transcripts with the same first mes-
sage but pairwise distinct second messages (setting k = 2 recovers standard special-
soundness). There are also generalizations to multi-round public-coin interactive proofs;
in this case, an efficient procedure for constructing a witness given an appropriate tree
of accepting transcripts. Very recently, a very general notion of I"-special-soundness
(and (17, ..., I'},)-special-soundness in the multi-round case) was defined and shown
to imply knowledge soundness [7] under certain conditions. In our work, we will study
the knowledge soundness of non-interactive proofs in the random oracle model obtained
by applying the Fiat—Shamir transform to such (/7, ..., I';,)-special-sound protocols.
We provide the precise definition below.

3.1. I"-out-of-C Special-Soundness

Firstly, we must recall the definition of monotone structures.
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Definition 5. (Monotone Structure) Let C be a nonempty finite set and let I" < 2€ be
a family of subsets of C. Then, (1", C), or just I, is said to be a monotone structure if it
is closed under taking supersets. Thatis, S € I"and S € T C Cimplies T € I".

Note that ¢ € 2€ and 2€ are monotone structures according to our definition (which
differs from some textbook definitions). We now provide the definition of I"-out-of-C
special-soundness.

Definition 6. (I -out-of-C Special-Soundness) Let (I", C) be a monotone structure. A
3-round public-coin interactive proof (P, V) for a relation R, with challenge set C, is
I"-out-of-C special-sound if there exists an algorithm that, on input a statement x and a
set of accepting transcripts (a, c1, 21), - - -, (a, ¢k, 2k) with common first message a@ and
such that {c1, ..., ck} € I', runs in polynomial time and outputs a witness w € R(x).
We also say (P, V) is I'-special-sound.

Note that this definition recovers k-special-soundness by taking I” to be the family of
subsets of C of size at least k.

Remark 4. Technically, the monotone structure (I”, C) of Definition 6 may depend on
the input x. We should therefore refer to a family (I, Cx)xeo, 1)+ of monotone structures.
For ease of notation, we will not make the dependency explicit and simply write (I, C).

3.2. Some Concepts Related to I"-Special-Sound Protocols

In this subsection we introduce some of the concepts and technical tools developed in
[7]1 which are used to analyze (I", C)-special-sound protocols. We refer to this paper —
particularly Section 4 — for additional context and motivation for these ideas.

Firstly, we require the concept of useful elements, which informally are elements that
“bring us closer” to finding a set of challenges for which a (potentially cheating) prover
P* succeeds. That is, if the set of challenges the extractor has currently found is S € C,
Ur (S) is the set of challenges that could be useful in its quest to find a set of accepting
transcripts (a, c1, 21), - - ., (@, ¢k, zx) With {c, ..., cx} € T'.

Definition 7. (Useful Elements) For a monotone structure (I', C) we define the fol-
lowing function:

Ur:2° - 2° S {ceC\S:3Aelst SCANA\{c}¢T}.

It is easily seen that
Ur(B) CUr(A) forallAC B. 4

Further, [7, Lemma 3] shows that
C\Ur(S)¢ I forallS ¢TI . %)

The efficiency of the knowledge extractor depends on how long it could take to find
enough useful challenges. This is formalized by the ¢-value.
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Definition 8. (7-value) Let (I, C) be a monotone structure and S € C. Then

tr(S) :=max{leNo: dcy, ..., ¢ €Csit. }

o EUr(SU{C],...,Cifl}) Vi
Further, ¢t =t (9).

Observe that t-(S) = Oifand only if S € I" or I = . The basic fact that we require
is that adding an element ¢ € U (S) to S decreases the ¢-value.

Lemma 3. ([7, Lemma4]) Let (I", C) be a nonempty monotone structure andlet S C C
such that S ¢ I'. Then, for all c € Ur(S),

tr(SUfch <1r(S).

3.3. Knowledge Soundness of I"-Special-Sound X -Protocols

For any I"-special-sound X'-protocol 1, Theorem 1 of [7] proves the existence of a
knowledge extractor that makes an expected number of at most 27 — 1 queries to the
considered prover and successfully extracts a witness with probability at least

1 €—«r

tr 1—xr’
where € is the success probability of the considered prover and

Kr := max @ . (6)
s¢r |C|

Looking ahead, we will reduce the existence of a knowledge extractor for the Fiat—
Shamir transformation of a I"-special-sound X -protocol to the existence of a knowledge
extractor for the original protocol 7, which is provided by Theorem 1 of [7] (if ¢ is
polynomial). However, it turns out that when trying to extend our result to the multi-round
case (which we do by applying the 3-round case recursively), the additional denominator
tr in the above success probability is problematic; indeed, it results in an unwanted (and
unnecessary) blowup of the knowledge error. For this reason, we will first construct a
new and improved version of the above extractor, which avoids the ¢, in the denominator.

4. An Improved Extractor for /"-Special-Sound X'-Protocols

Here, we introduce a new and improved knowledge extractor for I"-special-sound X'-
protocols. Our main objective is to avoid the factor 1/¢ loss in success probability
exhibited by the aforementioned extractor of [7]. As explained earlier, this new extrac-
tor will be essential for our analysis of the knowledge soundness of the Fiat—Shamir
transformation of multi-round protocols then in the later sections.
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Remark 5. In the full version of this paper [7, Appendix A], we also present an alterna-
tive extractor for X'-protocols. This construction admits a substantially simpler analysis
and a slightly improved expected running time, at the cost of a minor loss in success
probability. For 3-round X -protocols, this loss has no effect on the derived knowledge
error. However, when applied to multi-round interactive proofs, the resulting knowledge
error is slightly larger than the optimal cheating probability of dishonest provers, and is
therefore suboptimal. For this reason, we do not rely on this alternative construction in
our main proofs.

4.1. The Extractor

Similar to the recent works on the topic, we now continue the discussion in a more
abstract language. Consider an algorithm A : C — {0, 1}*, as well as a verification
predicate V' : C x {0, 1}* — {0, 1}. Naturally, we would instantiate .A with a dishonest
prover P*, attacking a I"-out-of-C special-sound X'-protocol, with the understanding that
the output y = (a, z) of A(c) consists of the first messages a sent by P* and its response
z produced on challenge c. By a standard averaging argument,’ we may assume the
dishonest prover P*, and thus the algorithm A, to be deterministic; see for instance [4]
for a formal proof of this claim. Note that, under this assumption, the first message a
is fixed and independent of the challenge ¢. We call an output y < A(c) accepting or
correct if V(c¢, y) = 1. For C uniformly random over C, the success probability of A is
denoted as

eV(A) == Pr(V(C, A(C)) = 1);

this then obviously coincides with the success probability of P*. The goal is to design an
extractor, with black-box access to A, that finds accepting y’s for challenges ¢y, ..., ¢k
that form a setin I".

We propose a new extractor in Fig. 1. In spirit, it is somewhat similar to the extractor
considered in [7]: Initially, it first runs .4 on a random challenge ¢ and aborts if A fails
to produce an accepting transcript. If successful, i.e., if A has produced an accepting
transcript, the extractor starts a search by running two geometric experiments: one has
the aim of finding more accepting transcripts, and the other is a coin toss used to control
the (expected) running time. These two phases of the extractor (the initial run of .4 on a
random challenge, and the search phase) are respectively denoted Sﬁit’ r and Egiarch, r

A crucial difference is that the extractor of [7] recursively invokes a subextractor
that needs to find one less accepting transcript, trying that subextractor multiple times.
This is obviously suboptimal: an invocation of the subextractor may fail after some
(but not enough) accepting transcripts have been found, in which case these accepting
transcripts are then “forgotten,” i.e., not considered anymore by the next try of running
the subextractor. By contrast, our new extractor is more straightforward in that way in
that it simply collects the challenges iteratively, and it never throws away an accepting
transcript.

7 This argument only relies on the definition of knowledge soundness (Definitions 1 and 3), namely the
linearity of the knowledge error bound in EV(A), and the standard notion of oracle access, where the extractor
controls the randomness of the prover (in particular, it can choose it at random and then keep it fixed for further
invocations).
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Parameters: a nonempty monotone structure (I,C).
Oracle access to: algorithm A: C — {0,1}" and verification predicate V: C x {0,1}* — {0, 1}.
Output: L or (c1,...,¢k,y1,...,yx) with {c1,...,cx} € I'and V(¢j,y;) =1 Vj.

1. Sample ¢; € C uniformly at random and evaluate y1 < A(c1).
2. If V(e1,31) = 0, abort and output L.
3. If V(e1,91) =1 and {1} € I, output (c1,y1) € C x {0,1}".
4. Else set S1 ={c1} CC,i=1 and coiN = 0. EA enr(cr, )
5. Repeat:
— sample ¢;41 € Up(S;) uniformly at random and evaluate yi+1  A(ciy1);
o if V(cit1,%i+1) =1, set Sit1 :=5; U{cit1} and then set i =i+ 1;
o else sample d € Ur(Si—1) (respectively d € C in case ¢ = 1) uniformly at random and set
coIN = 1if d ¢ Ur(S;) and V(d, A(d)) = 1;
until S; € I' or until coIN = 1.

6. If coIN = 1, abort and output L.
7. IfSi ={c1,...,ci} € I', output (c1,...,¢i,y1,...,y:) with V(cj,y;) =1forall 1 <j <.

Fig. 1. Extractor S“Ii\ for I"-Special-Sound X'-Protocols.

Another difference is that our approach uses a more delicate stopping criterion. Both
our extraction approach and prior ones require a stopping criterion, or a coin toss, that
allows the extractor to abort if it spends too much time on a particular step. Without such
a criterion, the extractor might otherwise run indefinitely when attempting to extract
a witness from certain provers. On the other hand, choosing the stopping criterion too
aggressively risks aborting too early, leading to a suboptimal knowledge error. Thus,
selecting an appropriate stopping criterion is a careful balancing act.

In [7], the stopping criterion is defined as follows. In iteration i + 1, when trying to
find the (i 4+ 1)-th transcript, the coin is set to return 1 (and thus the extractor aborts) if
V(d, A(d)) = 1 for a challenge d € Up(S;—1) sampled uniformly at random. In other
words, the coin returns 1 with probability €; that an accepting transcript was found in
an arbitrary trial of the previous (i-th) iteration. This is a natural choice; the (i + 1)-th
iteration is entered with probability roughly ¢;, so allowing the extractor at most 1/¢;
trials to find the next transcript provides an elegant running time analysis in which the
€;’s cancel out.

However, because an iteration can also end when the next transcript is found, the
expected number of trials per iteration is in fact /ess than 1/¢;. This observation shows
that a more relaxed stopping criterion may be possible, without sacrificing the expected
polynomial running time of the extractor. Note that, the extractor does not know the
values of the €;’s, making it non-trivial to define an optimal stopping criterion.

In our approach, the coin returns 1 with a (much) smaller probability. Concretely, we
set the coin to 1 if and only if the sampled challenge d € U (S;_1) satisfiesd ¢ Ur (S;)
and V(d , A(d)) = 1. Subsequently, we show that the probability that either the next
transcript has been found or the coin returns 1 is at least ¢;, providing the required
bound on the expected number of trials.

The approach of [7] yields a simple running time analysis, but incurs the factor ¢
loss in the success probability. The (much) smaller probability for the coin returning 1 in
our approach reduces the probability that the extractor aborts before succeeding, which
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in turn improves the success probability of the extractor by a factor #- (while still being
able to control the expected running time sufficiently).

Compared to the recursive approach in [7], analyzing the iterative search of our new
extractor is quite elaborate. Furthermore, in order to rigorously exploit the above intuitive
improvements in the extractor design, we have to be more careful in the analysis. For
instance, when analyzing the geometric experiment, we express the relevant bounds in
terms of the concrete challenges collected so far, and then average in the end, while [7]
uses a worst case bound over all possibilities.

Altogether, this allows us to argue the following extractability result, which, compared
to [7, Theorem 1], avoids the ¢ in the denominator of the success probability.

Theorem 2. (ExtractionAlgorithm - X -Protocols) Let (I", C) be a nonempty monotone
structure and let V : C x {0, 1}* — {0, 1}. Then there exists an oracle algorithm Er
with the following properties: The algorithm 514, given oracle access to a (probabilistic)
algorithm A : C — {0, 1}*, has its expected number of queries to A bounded above by
1 4 tr - (1 4+ «r) and, with probability at least

v
eV(A) — kr
T (7
—kr
it outputs pairs (c1, y1), (€2, ¥2), - ., (¢k, yi) € C x {0, 1}* with V(c;, y;) = 1 forall i
and{cy,...,c } e I.

Remark 6. In contrast to the extractor of [7], the knowledge extractor of Fig. 1 samples
the first challenge uniformly at random from C rather than from U (¥). This minor
adaptation may cause the first challenge ¢ found by the extractor to be useless, i.e., ¢
may be in C \ Uy (¥). As a consequence, the expected number of .A-queries is bounded
by 1 + ¢ - (1 + k) instead of the slightly smaller bound 1 + (¢ — 1) - (1 + ). The
reason for this seemingly suboptimal design choice is to simplify the analysis of the
Fiat—Shamir transformation. More precisely, we will see that, due to this design choice,
Theorem 2 can be deployed in a black-box manner when analyzing the Fiat—Shamir
transformation of I"-special-sound X-protocols. Note that only for contrived examples
of interactive proofs does it hold that C # U (). Hence, the above discussion can be
avoided by the reasonable assumption that C = Ur (¥).

4.2. Some Helpful Notation and Auxiliary Results

For the purpose of proving Theorem 2 (and the improved running time analysis later),
we introduce some notation and show a couple of technical results.

LetO < k € Z, and let ¢, = (cy, ..., cr) be a vector with entries in C (later, we also
allow ¢; = 1). Here and in the remainder, if k is fixed and clear from the context, we
may also write ¢ instead of ¢ ; furthermore, when k and ¢ are givenand 1 <i <k, we
write ¢; for the restriction of ¢ to the first i entries, i.e.,¢; = (¢, ..., ¢;). We will abuse
notation by occasionally interpreting the vector ¢; as the subset of challenges containing
the coordinates of ¢;, i.e., the statement ¢; € I" C 2€ is interpreted as {c1,...,ci} € I'.
Further, to simplify notation, we write V for the event V(C , AC )) = 1 and U; for the
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event C € Ur(c;), where C is distributed uniformly at random over C and ¢; is given
by the context. Additionally, Uy denotes the event C € C, i.e., Pr(Uy) = 1. 8 Recall that
Ur(cy) CSUr(eg—1) € --- CUr(cy) < C(Eq. (4)), or, in terms of probability events,

Uy = U1 = -+ = Up. ®)
The following three quantities will play a crucial role in the analysis:

8(c;) :==Pr(V | U;) =Pr(V(C, AC)) =1| C eUr(c:)),

A(¢;) :=Pr(V A =U; | Ui—)=Pr(V(C, A(C))
=1AC¢gUr(e)|Celr(c)),

< 8(ci—1) — Al

5(¢;) == (ci—1) ( l)‘ (9)

1 — Ae;)

Furthermore, by convention, 6(co) = Pr(V | Up) = Pr(V).

The first two quantities are the parameters of the two geometric experiments that are
run in parallel in step 5 in the extractor from Fig. 1, considering the challenges collected
so far. Namely, & (c;) is the probability that V(c;+1, yi+1) = 1 in the repeat loop in step 5,
given that the extractor has already found some set (or vector) of accepting challenges
¢ = (c1,...,¢i), and A(c;) is the probability for the considered coin toNbecome 1
(which then means that the extractor stops unsuccessfully). Additionally, §(c;) is an
auxiliary quantity that will be relevant in the analysis; for instance, the following shows
that it lower bounds §(c;):

Pr(V AU; |Ui—1)  Pr(V AU | Ui—1)
Pr(U; | Ui-1) I —Pr(=U; | Ui-1)
Pr(V AU; | Ui-1)
1 —=Pr(VA=U; |Ui—y)

8(c;)) =Pr(V | Uj) =

10)
_Pr(V AU | Ui—y)  Pr(V | Ui—1) = Pr(V A—=U; | Ui—1) (
1 — A(c;) N 1 — A(c))
_ 3(ci—1) — A(ey) — ().
1 — A(c))
Exploiting this inequality §(¢;) > ) (¢i), and using that A(c;) < 1, we have
8(ci) + Alei) — A(e)d(e;) = 8(¢)(1 — A(ey)) + A(ey) m

> 5(e) (1 — A(ey)) + Alei) = 8(ei1)

8This convention reflects that the extractor samples the first challenge from C, rather than from U (9).
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where the final equality is obtained by solving the definition of §(¢;) for §(¢;_1). Simi-
larly,

5(c) + Aler) — Ale)3(e) Alei) Aler)
=1 — A(c _— 1— A(e
5(c) )+ Sy =1 AT 5 1)
5(cl 1)
5er)

Looking ahead, Eq. (11) will be used in the running time analysis (here and for the
improved variant), while Eq. (12) will be used for the analysis of the success probability.

The following lemma provides a useful bound for a specific composition of consec-
utive A-values A(cp), ..., A(er). This lemma crucially relies on the fact that U; —
U;_ for all i. To give some intuition, we note that for a trivial V that occurs with
certainty, so that A(cx) = Pr(—=Uy |k Uk—1), the inequality becomes t]tle (trivial) equality

Pr(Us) =Pr(Ux A... AU =[[Pr(Ui | UL A AU) = [[Pr(Ui | Uiy
i=1 i
(13)

For a non-trivial V, the proof is less straightforward.

Lemmad4. Letcy € Ckfor some k and let ¢; = (c1,...,c¢i) forall 1 <i <k. Then
k
[1(1-A@)) <1 —Pr(V A=UL).
i=1

Proof. The proof of the lemma will proceed inductively over k. The lemma trivially
holds for the base case k = 1 (by definition of Uy being always satisfied). So let us
assume the lemma is proven for k¥ = k — 1. Then, by the induction hypothesis

k

]_[ (1—Ac)) < (1 =Pr(V A=Uk_1) - (1 — Alew))

=! = (1 = Pr(V A =Ui—1)) - (1 = Pr(V A =Ux | Ug—))
=Pr(=V V Ui_1) - Pr(=V Vv Uy | Ux_1)
= (Pr(Ui=1) + Pr(=V A =Ui-1)) - Pr(=V Vv Ui | Ur—1)
< Pr((=V VvV U) AU—1) + Pr(=V A =Ui_1)
© Pr((=V V U) A Us_1) + Pr((=V Vv Up) A =Up 1)

=Pr(=V v Uy)

=1-Pr(V A-Uy),

where (x) holds since Uy = Uk_1 and hence Uy A —Uy_ is empty. This completes
the proof of the lemma. O
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The following auxiliary lemma makes the connection of these §-quantities to .4’s suc-
cess probability €”(A) and the knowledge error k. The left-hand side of this inequality
will appear in the analysis of the success probability of the knowledge extractor.

Lemma 5. Lefc, € ck for some k with ¢, ¢ I and let ¢; = (c1,...,c;) for all
1 <i<k Then

1 VA -
3<co>n5(<“1)_ Ak

l—KF

where K 1= maXxggr %l

Proof. First note that, forall 1 <i <k,

8(ci—1) — A(e;)) =Pr(V | Ui—1) = Pr(V A=U; | Ui—y) =Pr(V A U; | Ui—1)
=Pr(V | Ui AUi—1) Pr(U; | Ui—1) = 8(¢;) - Pr(U; | Ui—y)

where we again use that U; — U,_;.
Hence,
< d(ei—1) — Aley) Pr(U; | Ui—1)

MO T e Y T A

’

and . .
8(ci) 8(c;) Pr(Ui | Uimy)
S(CO)Ea(ci_l (0 )na(c, D 1—A(c,)

Pr(Us | Ui
_S(C")H r1—|A(c .

(14)
1
=34 Pr(U —_—
(cx) Pr(Uy) E A
k
V A U
k E 1 - A(c,
where the third equality uses Eq. (13). By Lemma 4, it thus follows that
k
s Pr(V AU, Pr(V) —Pr(V AU
8((: )1_[ (cl ( k) — ( ) ( k) (15)
8(ci—1) ~ 1—Pr(V/\—-Uk) 1 —Pr(V A=U)

Now note that, since C\ Ur(c) ¢ I" forall ¢ ¢ I" (see Eq. (5)),

Pr(V A =Ui) < Pr(=Ux)=Pr(C ¢ Ur(ex)) < max % = Kr.
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Hence, by Eq. (15) and the monotonicity (decreasing) of the function x +— % for all
0 < g < 1, it follows that

k
5(co )1—[ S(ei) _ Pr(V) —kr . GV(A)—KF’
RICE 1) I —«r 1 —«r
which completes the proof of the lemma. O

4.3. The Extractor Analysis (Proof of Theorem 2)

We are now ready to analyze the success probability and the expected running time of
our extractor. We note that the running time analysis provided here will be superseded
by the refined variant discussed and proven in Sect. 4.4; we nevertheless offer the proof
for the simpler variant here for didactic reasons, and for the reader who is only interested
in the interactive case (where the refined variant is not needed).

Proof of Theorem 2.  The extractor 514 is formally defined in Fig. 1. It iteratively tries
to find new challenges c;, together with outputs y;, such that V(c;, y;) = 1, until it
has collected a subset {cy, ..., cx} € I'. Further, for i > 2, every c¢; is sampled from
Ur({ct,...,ci—1}), i.e., for all extractor outputs it holds that k < 7 + 1. Note that
k = tr + 1 can only occur if the first challenge c; is in C \ U (9), i.e., if c1 is useless.
Further, only in contrived interactive proofs C # U (), hence typically it even holds
that k < . See also Remark 6.

Let us now analyze the success probability and the expected number of .4-queries of
the extractor.

Success Probability Let us write t = tr. Let the random variable C; denote the i-th
successful challenge found by the extractor, where we let C; = L if the extractor 514
finishes (successfully or unsuccessfully) before finding i challenges, i.e., C; has support
inCU{L}. Wewrite C; = (Cq, ..., C;)and C = C;4. By the way the extractor works,
C is distributed over

={ceCU{LY T i (cielrNvei=1)=ciy =L foralll <i <1},

where, following our convention, ¢; = (cy, ..., c;) consists of the first i entries of
¢ = (c1,...,¢+1), and we slightly abuse notation and write ¢; € I" to express that
¢; € I'" for some j < i (in other words, we ignore L-entries). Hence, the extractor
succeeds in the event [C € '], and we are thus interested in the probability Pr(C € I').

We first consider the case where 2 := {c € C : Pr(V(c, .A(c)) = 1) >0} ¢ I'.In
this case,

0=Pr(V|C¢R)>Pr(V)—Pr(C e 2)>e’(A) —«r,

ie., €”(A) < kr, and so the bound on the success probability holds trivially. We will
thus assume in the remainder that 2 € I".
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We will relate the probability Pr(C € I') of the extractor succeeding to the probability
Pr(C’ € I'), where C’ is defined in a similar way, but for the unbounded variant of 514
that has no coin toss forcing the extractor to stop: in each iteration it keeps trying until
it has successfully found the next challenge. By assumption £2 € I, there is always a
next challenge to be found, until it has collected a qualified set; thus, Pr(C’ € I') = 1.
By definition of the unbounded extractor, Pr(C’ = ¢) = [[; Pr(C/, | = ci+1 | C] = ¢;)
for

Pr(Ci y =cit1 | C=¢) =Pr(Ciy1 =ciy1 | Ci1 # LACi =¢),

with the understanding that Pr(C;, | = L | C; = ¢;) = lif¢; € I',i.e, Pr(Ciy #
1 ACi=c¢)=0.

Consider ¢ € Gwith ¢ € I', and leti > 1 be such that ¢; ¢ I" and Pr(C; = ¢;) > 0.
Then, conditioned on having found the challenges ¢;, i.e., conditioned on C; = ¢;, the
extractor tries to find an (i + 1)-th ci41 € Up(¢;) with V(cj41, A(ci1)) = 1. To this
end, it starts running two geometric experiments in parallel until either of them finishes.
The first geometric experiment repeatedly runs y; 1 < A(ci+1) for ¢i11 € Ur(c;)
sampled uniformly at random, and thus has parameter, i.e., success probability, 5(c;).
The second geometric experiment repeatedly runs y < A(d) for a uniformly random
d € Ur(c;—1) until d ¢ Ur(c;) and V(d, y) = 1, i.e., it has parameter A(c;). The
extractor succeeds in finding the (i 4+ 1)-th challenge if the first geometric experiment
finishes before the second. Hence, by Lemma 1 and Eq. (12),

o) S(Ci) S(Ci)
Pr(Civi # L1 Ci=ci) = 5(c) + Ae) — Ae)d(e) — 31

and (noting that ¢;+1 # L sincec¢; ¢ ["yetc e I')

Pr(Ciy1 =ciy1 | Ci = ¢;)

=Pr(Ciy1 =cig1 ACip1 # L | Ci =¢;)

=Pr(Cip1 =cit1 | Ciy1 # LACi =¢;) - Pr(Cipg # L | C; = ¢)
3(ci)

S(ci—1)

>Pr(Ci, =cit1 | Ci=¢)-

Similarly, Pr(C; = ¢1) = Pr(C] = ¢1) - Pr(Cy # L) = Pr(C} = ¢1) - Pr(V) =
Pr(C; =c1) - 8(co).
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Let now k be such that ¢y € I" buteg—; ¢ I'. Then

k-1
Pr(C =¢) =Pr(Cy = ¢) =Pr(Cy =cy) l_[Pr(Ci+1 =ciy1 | Ci=¢)
i=1

k-1

5(c;
> PI'(C; =c1) - 8(cp) - HPI’(C;_H = Ci+1 | Cz/ =¢i) - a(ic ))
i=1 = ae)
—1 (C
=P C/ = -8 :
r(Cp = &) - (co) ]‘{5(1 3
Vv —
> Pr(C =0 ST
—Kr

where the final inequality follows from Lemma 5. The first equality holds since C; = L
with certainty for i > k when Cy = ¢ for ¢ € I', and similarly for the final equality.
Hence, by summing over allc € Gwithc e I,

¥(A) —kr €A —«r
—Kr - l—Kr

Pr(Cel')>Pr(C'eTl)-

)

where the equality follows from Pr(C’ € I') = 1, which holds for the considered case
2el.

Expected Number of A-Queries. Let us now continue with the expected running time
analysis.

Forl <i <1, lete; € C with ¢ ¢ I' and Pr[C; = ¢;] > 0. As before, we use that
in its (i + 1)-th iteration, conditioned on [C; = ¢;], the extractor runs two geometric
experiments in parallel with parameters §(c;) and A(c;), trying to find the (i 4 1)-th
challenge. The probability that one of the experiments finishes in a single trial equals

L= (1=8(e))(1 = Ale) = 8(ei) + Ale;) — Ale)d(ei) = 8(ci-1),

where the inequality follows from Eq. (11).
Now note that, to determine the value of the coin, the extractor only needs to invoke
Aifd ¢ Ur(c;). Hence, in expectation each trial invokes .4 at most

1+Pr(C ¢Ur(c) | C EZ/{r(Ci_l)) < 1+Pr(C ¢U1"(C,')) <1l4«r

times, where the first inequality follows since U/ (¢;) € Ur(c;—1), and the second since
C\Ur(c;) ¢ I for all ¢; ¢ I' (Eq. (5)). Hence, if we let ¥; denote the number of
A-queries that the extractor requires in its i-th iteration, i.e., when trying to find the i-th
challenge C;, then (by Lemma 2)

1 +«kr

E[Y]=1 and E[Yi1; |Ci=¢] =<
s(ci—1)
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On the other hand, if ¢; is such that ¢; € I" or ¢; = L (in either case, the extractor is
done) then E[Y; 41 | C; = ¢;] = 0.
Putting these observations together shows that, forall 1 <i <7,

Pr(C; = ¢;)

E[Yis1l= ) Pr(Ci=¢) -E[Yiy1 | Ci=¢]1 < (14+xp) ) 36

¢ eT; c;eT;

a7
where T; ;= {¢; € C' : ¢; ¢ I' ANPr(C; = ¢;) > 0}.

As in the success probability analysis, we will now compare the probability Pr(C; =
¢;) with the probability Pr(C; = ¢;) for the unbounded extractor variant, i.e., with le
defined as in the above success probability analysis, but now we aim for an upper bound.
More precisely, we will show that

Pr(C; = ¢;) <Pr(C/ =¢;) - 8(ci—1).
To this end, note that by Eq. (11), forc; € 7; and j < i,

_ 3(cj) - 3(cj)
8(cj) + A(ej) — A(ej)d(cj) ~ 8(cj—1)’

Pr(Cj+1 #L1|C; =Cj)

and thus

Pr(Cjp1 =cj1 | Cj=¢j)
ZPI"(C/'_H =Cj+1 /\Cj-',-l # 1| Cj :c/')

=Pr(Cjz1 #L1Cj=c¢j) Pr(Cjy1 =cjs1 | Cjy1 # LACj =c¢j)

8(cj)
< —— Pr(Cjy1=cjr1 1 Cjp1 # LACj =¢))
8(ej-1)
S(Cj) , ’
8(cj-1) (G = 1C=e)

Hence,

i—1
Pr(C; =¢;) = Pr(C1 = cl) . HPr(CjH =cjin | Cj = cj)
j=1
i—1
8(ci)
< PI'(Ci = C]) . 1_[ (S((:J—il) . Pr(C}H =Cj+1 | C; = C])
j=1

=Pr(C; =¢;) - 8(ci-1),

which proves the claimed upper bound on Pr(C; = ¢;).
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It now follows that

Pr(C; = ¢;
wa Zpr(cgzc,»)gl. (18)
e (ei—1) oot
and thus, by Eq. (17),
ElYix1l = (A +«r).

Hence, the expected running time of the extractor is at most

t
1+ ) ElYipl <1+ +xr),

i=1

which completes the proof. (I

4.4. Refined Running Time Analysis

In this section, we refine the running time analysis of the knowledge extractor of Fig. 1.
Instead of simply counting the (expected) number of .A-invocations, we associate A with
acost function 6 : C — R, such that 6(c) denotes the cost of evaluating .A(c). We can
thereby give a tighter bound on the running time in scenarios where some .A-invocations
are more costly than others. This refinement turns out to be essential when considering
Fiat—Shamir transformations of multi-round interactive proofs.

Lemma 6. (Refined Running Time Analysis - IP Extractor) Let (I", C) be a nonempty
monotone structure and A : C — {0, 1}* an algorithm accompanied by a verification
predicate V : C x {0, 1}* — {0, 1}. Further, let 0 : C — Rxq, such that 6(c) denotes
the cost of evaluating A(c).

Then the expected cost of the A-invocations of the extractor 5’,‘1 of Fig. 1 is at most

E[6(O)]

B0 +1r 4=

’

where C is distributed uniformly at random over C.

The proof follows closely the running time analysis in the proof of Theorem 2, but
generalizing it to the setting here, where the cost of evaluating .A(c) depends on c.

Proof of Lemma 6.  'We keep the notations of the previous proof. For 1 < i < ¢, let
¢; € C with ¢; ¢ I' and Pr[C; = ¢;] > 0. Then, conditioning on [C; = ¢;] means that
we consider a case where the extractor has found i challenges, but it needs at least one
more. In order to do so, it runs two geometric experiments in parallel with parameters
8(c;) and A(c;), trying to find the (i + 1)-th challenge (step 5). The probability that at
least one of the experiments finishes in a single trial equals

pi=1—(1=8(c))(1—A(c)) =8(¢;) + Ae;) — Ae;)d(ci) = 8(ci—1)
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where the inequality follows from Eq. (11). Thus, this run of two geometric experiments
is again a geometric experiment, but now with parameter p.

We now evaluate the cost of this (combined) geometric experiment. We note that to
determine the value of the coin, the extractor only needs to invoke A if d ¢ Ur(c;).
Hence, in each trial the expected cost of the A-invocations is at most

E[0(C) | Uil 4+ Pr(=U; | Ui-1) - E[6(C) | Ui—1 A =Ui]

_ Pr(Ui) ) Pr(U;_1 A =Uj) ' '
= A -E[0(C) | Uil + PrliD) "E[6(C) | Uj_ A =U;]
1

< <Pr(Ui) -E[6(C) | Uil + Pr(Ui—1 A —=U;) - E[6(C) | Ui-1 A _‘Ui])
Pr(U;)

EO1  _ EB()]
“1—=Pr(=U;)) — 1 —«p '

where, in the first inequality, we use that U; = U;_; and thus Pr(U;) < Pr(U;_1).
Moreover, the second inequality follows since 6(c) > O for all ¢ € C, and the last
inequality follows from the definition of kI, exploiting that ¢; ¢ I" and thus C\Ur(¢;) ¢
I’ (Eq. (9)).

Hence, if we let ¥; denote the cost of the A-queries that the extractor makes in its i-th
iteration, i.e., when trying to find the i-th challenge, then

| < E[6(C)]
T 8(ci—) - (1 —kp)’

EfY1] =E[0(C)] and E[Yi11|Ci =¢

where the upper-bound is the product of the expected number of trials and the expected
cost per trial (by Lemma 2). On the other hand, if ¢; is such that¢; € I" or ¢; = L (in
either case, the extractor is done) then E[Y;4+ | C; = ¢;] = 0.

Putting these observations together shows that forall 1 <i <7t

o N, . _E[B(O)]  Pr(C; =¢)
ElYis1]l= ) Pr(Ci = ¢)E[Yi1 | Ci =] < o » e

c;eT; ¢ eT;

where T, :={¢; € C' : ¢; ¢ I' APr(C; =¢;) > 0}.
Recycling inequality (18) from the running time analysis of Sect. 4.3, i.e.,

Z Pr(C; = ¢;) <1
dei-1)

)

¢ eT;

it follows that E[6(C)]
E[Yit1] < I

_KF :
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Hence, the expected running time of the extractor is at most

d E[6(C
BIO(C)] + 3 El¥ist] < BOOI+1- 1

i=1

which completes the proof of the lemma. (]

5. The Fiat—-Shamir Transformation of I"-Special-Sound X -Protocols

In this section, we analyze the knowledge soundness of the Fiat—-Shamir transformation
of I"-out-of-C special-sound X'-protocols, i.e., we first restrict ourselves to 3-round
interactive proofs. In Sect. 6, we will generalize the analysis to multi-round (17, ..., I},)-
out-of-(Cy, ..., C,) special-sound interactive proofs. In both cases, we show that the
security loss of the Fiat—Shamir transformation is linear in the query complexity Q of
a dishonest prover attacking the non-interactive random oracle proof; in particular, the
security loss is independent of the number of rounds. For comparison, in general the
security loss of the Fiat—Shamir transformation may be exponential in the number of
rounds.

In Sect. 5.1, we will set the stage and introduce the required notation and auxiliary
lemmas. In Sect. 5.2, we will present our knowledge extractor and analyze its properties.
Subsequently, to prepare for our analysis of Fiat—Shamir transformations of multi-round
interactive proofs, we will provide a refined running time analysis in Sect. 5.3.

5.1. Preliminary Discussion

Following the notation of prior works, and in line with the notation used in Sect. 3 for
interactive proofs, we present our core results in an abstract language. More precisely,
we define an abstract algorithm .4 by which we capture the behavior of a (dishonest)
Q-query prover P* attacking the non-interactive proof (for a fixed statement x). A prover
attacking the interactive proof receives a challenge ¢ and aims to provide an accepting
response. In the non-interactive setting, the prover P* receives (access to) a random
oracle ro : M — C, where M is some finite set containing all potential first messages a
of the interactive proof.

On input a statement x, and after making at most Q queries to ro, the prover P*
outputs a proof 7 = (a, z), which is accepting if and only if (a, ¢, z) is an accepting
transcript, where ¢ = ro(a).’

The algorithm .4, which captures the behavior of a prover attacking the non-interactive
proof, is hence of the form

A:CM S5 M x{0,1})*, ro— (a,2),

9In the adaptive setting, the prover does not receive an input and outputs the statement x together with a
proof w = (a, z). In this case, one should define the challenge as ¢ = ro(x, a).
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where CM denotes the set of all functions with domain M and codomain C. Where
convenient, we also write A = (A, Z) such that A(ro) and Z(ro) denote the first and
second output of A(ro), respectively. As before,

V:MxCx{0,1} - {0,1}, (a,c,2)—~ v

denotes the verification predicate for the underlying interactive proof. This verification
predicate naturally extends to a verification predicate

VO M x{0,1}* - {0,1}, (a,z)— Va,ro(a),z),

for the non-interactive random oracle proof. By a slight abuse of nation, we sometimes
reorder the inputs, so as to write V(c, A(ro)) for V(a, c, z) with (a, z) < A(ro0). The
algorithm .4 now has a naturally defined success probability

¢’(A) = Pr(VO(ARO)) = 1),

where RO is distributed uniformly at random over the set of random oracles cM,

We note that even though the above notation suggests that the entire function table ro
is given as input to A4, it is understood that A represents a Q-query algorithm, and so
accesses at most Q positions of ro. Similarly, V'® only needs to make a single query to
the random oracle to verify the proof. This difference is only relevant when considering
efficiency, but not when considering the success probability.

Remark 7. (Probabilistic Algorithms) As discussed in Sect. 4, we may assume P*,
and thus A, to be deterministic. However, in our (recursive) analysis of multi-round
protocols, it will be essential to allow for probabilistic algorithm A. For this reason, we
do not restrict to deterministic algorithms .A. Further, given a probabilistic algorithm .4,
we will write A[r] for the deterministic algorithm that evaluates .4 with fixed random
coins r.

The goal of the knowledge extractor is to find accepting transcripts (a, c1, 21), - - -,
(a, ck, zk), with common first message a and such that {c1, ..., cx} € I'. As we show
below, this can be achieved by combining the extractor of Sect. 4 for (interactive) X-
protocols with the techniques of [5,6]. Deriving its success probability and running time
is more involved.

To aid in our analysis we observe that, for all « € M and ro € CM, the algorithm A
defines the algorithm

AR C— M x {0,1}*, ¢+ (a,2) := A(rola > c]), (19)

which takes as input a challenge ¢ € C, reprograms the random oracle ro so that it
answers queries to « with ¢, and then runs A with the reprogrammed random oracle

rom), ifm#a«a,

rolaer—c]l: M —C, .
c, ifm=«a.
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The corresponding verification predicate is

1 if =landa = «;
Va(a,c,z)={ i V(a,.c,z) and a = «; 20)

0 otherwise.

which s as V), butadditionally insists on a being . Again, we allow V), to reorder its input
so that we can write Vg (c, A(r0)) for Vy(a, c, z) with (a, z) < A(ro). By definition
Vid(a, z) = Vy(a, ro(a), z), and it is easily seen that V, (a, ro(a), z) = Ve(a, ro(a), z).
It thus follows that Vi (A(r0)) = Vy(ro(e), A(ro)). The algorithm A}’ now has a
naturally defined success probability

Ve (AR) = Pr(Vy(C, AR(C)) = 1) = Pr(Vo (C, Arola = CD) = 1),
where C is distributed uniformly at random over the challenge set C.

Remark 8. (Early-abort) For later purposes, we assume that the computation of
(a,z) < A(ro) is split into two steps: A(ro) first computes ¢ = A(ro), and then
continues to compute z = Z(ro). This allows for an early-abort strategy for computing
Al (c) = A(rola + c]), in which the A-invocation is aborted if a # « is output. This
assumption is not well motivated for the 3-round case, where we cannot expect A to
spend significantly more time in computing z once it has decided on a, but it will be
crucial in the multi-round running time analysis, where the 3-round case is recursively
applied to A being a (sub)extractor that indeed decides on a early on.

The algorithm A} can be understood as an attacker against the underlying interactive
proof, with the additional requirement that the attacker must use a particular first message
«. Indeed, this algorithm is precisely of the form required by the extraction algorithm

ro
Er (for interactive proofs) of Sect. 4, i.e., 814“ is well-defined. The following lemma
now relates the success probability of A7 to that of A.

Lemma7. Let A:CM — M x {0, 1}* be an algorithm together with a verification
predicate V : M x C x {0, 1}* — {0, 1}. Then

’ Z Z EVO‘ (AI'O) _ eV(A)

roeCM aeM

Intuitively, this is pretty clear. Averaged over a random choice of the random oracle ro,
the reprogramming at o has no effect, and then the summing over all « removes the
requirement on a being «. The formal proof is spelled out as follows.

Proof. Let RO be distributed uniformly at random over C, and let C be distributed
uniformly at random over C. Then

| P LA = X (€ A ©) = )

roeC M aeM aeM
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> Pr(Vu(C. ARO[ — C))) = 1)

aeM

> Pr(Vu(ROla — Cl(@), A(RO[a — C))) = 1)
aeM

> Pr(Vu(RO(), A(RO)) = 1)

aeM

> Pr(VEO(ARO)) = 1)

aeM

= Pr(VO(ARO)) = 1) = V(A),

where, in the equality marked by x, we use that Vi (A(r0)) = Vy(ro(e), A(ro)), as
explained earlier. This completes the proof of the lemma. (I

Before we define our knowledge extractor, we introduce the following crucial quantity,
denoted ¢ (A). For a fixed random oracle ro and a fixed randomness of .4, we count the
number of prover messages « such that, after reprogramming ro in « to a random value
C, A’s first output equals o with positive probability. The quantity ¢ (A) is then defined
as the expectation of this number, averaged over the choice of the random oracle and
of A’s randomness. It turns out that both the expected running time and the success
probability of our knowledge extractor depend on ¢ (A).

Definition 9. Let A = (A4, Z) : CM — M x {0,1}*, ro — (A(r0), Z(r0)) be a
(probabilistic) algorithm. Then

where C is distributed uniformly random over C and the expectation is over the random
coins r of A.

1
q(A) = oM Z E,[Ha eM: Pr(A[r](ro[ot = C]) = Ol) > O}

| | roeCM

The following lemma shows that we can control the value ¢(A) via the query com-
plexity of A.

Lemma8. If A = (A, Z) : CM 5> M x {0, 1} isa Q-query algorithm, then
g(A) =0 +1.

Proof. Without loss of generality, we may assume A to be deterministic. Let us fix
ro € CM and a = A(ro). Further, let S(ro) C C be the set of messages queried by
A(ro), then |S(ro)| < Q.

If A(ro) does not query message o, i.e., « ¢ S(ro), then A (c) = A(ro[e — c]) is
oblivious to the input ¢ € C. Hence, since A is deterministic, A(ro[a + ¢]) = a for all
a ¢ S(ro) and all ¢ € C. It therefore follows that

pla) = Pr(A(I‘O[a — C)) = a) =0
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for all @ ¢ S(ro) U {a}, which implies that

o 2 p(a) > 0} = {a € S(r0) : p(a) > O}| + [{ ¢ S(r0) : p(a) > O}
<ISro)|+1<0+1.

The lemma now follows trivially. O

5.2. The Knowledge Extractor

With the above observations at hand, we can define a knowledge extractor F for Fiat—
Shamir transformations of I"-out-of-C special-sound interactive proofs.

In the first step, the extractor F evaluates (a, z) < .A(ro) for a random oracle
ro e cM sampled uniformly at random. If V©(a, z) = 0, the extractor aborts. Oth-
erwise, the extractor proceeds by running Esearch, 1 (¢, a, ) on ALO, i.e., it proceeds as
in the interactive setting, but now using the algorithm A!° (and using the same ran-
dom coins for A as in the first step). Furthermore, in this second phase of the extrac-
tion algorithm, every .A-invocation is early-aborted if its first output is incorrect, i.e.,
(@', 7) < A(rola — c']) = A%(c’) is early-aborted if a’ # a (see also Remark 8). The
extractor is formally described in Fig. 2. Its properties are summarized in Theorem 3.

We note that the extractor, as described here, is not efficient because it chooses a
random oracle ro € CM uniformly at random. Thus, we take it as understood (here and
later) that the sampling of ro is done using standard lazy sampling, i.e., the function
values of ro are sampled on the fly (only) when needed.

We also note that the early-abort property is only exploited in the refined running time
analysis of Sect. 5.3 and, subsequently, in the analysis of multi-round interactive proofs.
For this reason, this property will not play a role in Theorem 3 and its proof.

Theorem 3. (Extractor - Fiat—Shamir Transformation of X'-Protocols) Let (I", C) be
a nonempty monotone structure. Then there exists an oracle algorithm Fr with the
following properties: The algorithm }'14, given oracle access to an algorithm A =
(A, Z) : CM = M x {0, 1}* defined as above with verification predicate V : M x
C x {0, 1} — {0, 1}, has its expected number of queries to A bounded above by
14 ¢g(A) -tr - (1 + k) and, with probability at least

€(A) —q(A) -«kr

l—ICr

)

it outputs tuples (a, cy, z1), ..., (a, ck, zx) € M x C x {0, 1}*, for some k € N, with
V(a,cj,zj) =1forall jand{ci,...,ck} €T

Remark 9. Wenote that Theorem 3 makes no claim about the computational complexity
of the extractor, only about the query complexity. From the description we see that for
the extractor to be computationally efficient (which we ultimately want), it is necessary
and sufficient that it is computationally feasible to sample from /(). This is made
explicit wherever this is crucial (e.g., in Theorem 4).
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Parameters: a nonempty monotone structure (I,C).

Oracle access to: algorithm A: C™M — M x {0, 1} with verification predicate V: MxCx{0,1}* — {0,1},
such that AP and V, are defined as above (Equations (19) and (20)) for all & € M and ro € CM.
Output: L or (a,c1,21),...,(a,ck, zx) with {c1,..., e} € I" and V(a,¢;,y;) =1 for all j.

1. Sample ro € C* uniformly at random and evaluate (a, z) < A(ro).

— From here on, all subsequent A-invocations use the same random coins, i.e., from here on the first
A-invocation is rewound when A is invoked.

2. If V*°(a, z) = 0, abort and output L.

3. If V°(a,z) = 1 and {ro(a)} € I', output (a, ro(a), z).

4. Else, set S1 = {ro(a)} CC, i =1 and coiN = 0.

5. Repeat:
— sample ¢j41 € Z/{p(S,-,) uniformly at random and evaluate

o
Fioarenr(a,2,70) = €52, p(ro(a), a, 2)

(a', zit1) < AZ(cit1) = A(ro[a + cit1]) ,

early-aborting the A-invocation if a’ # a;
o if Vo(a, cit1,2it1) =1, set Sit1 :=S; U{ci+1} and then set i =i+ 1;
e else sample d € Ur(Si—1), respectively d € C if i = 1, uniformly at random and set COIN = 1
if d ¢ Up(S:) and Va (a”,d, z”) =1 for (a”,2") + AY(d), early-aborting the A-invocation if
o+ a;
until S; € I or until coIN = 1.
6. If coin = 1, abort and output L.
7. If Si = {ro(a),c2,...,ci} € I', output (a,ro(a),z1), (a,cz,22),. .., (a,ci, zi) with V(a,ro(a), z1) =1 and
V(a,cj,z;) =1forall 2 <j<i.

Fig. 2. Expected polynomial time extractor F~ for the Fiat-Shamir transformation of I"-out-of-C special-
sound X'-protocols .

Proof. Note that, by linearity of expected value and the quantities we aim to bound, the
running time and success bounds can be written as expressions [, [. . .] over the random
coins of r of A. Thus, without loss of generality, we may assume that .4 is deterministic.

For simplicity, we drop the subscript I" and write £ and F for £ and Fr. Let the
random variable RO denote the random oracle sampled by the extractor for its first
A-invocation, i.e., RO is distributed uniformly at random over cM. By a small abuse
of notation, let (A, Z) = A(RO), i.e., the random variables A and Z denote the output
of 74 first invocation of A. Finally, for all « € M and ro € CM, let ¥, (ro) denote
the event

RO(m) =ro(m) Vm e M\ {a},

i.e., the condition ¥, (ro) fixes RO everywhere outside «. We are now ready to analyze
our extractor.

Success Probability Conditioned on ¥, (r0), the extractor FA first samples a challenge
RO(@) = ¢ € C and evaluates (a, z) = A(ro[a +> c]) = A2(c). As such, conditioned
on ¥, (ro), the first steps of the extractors FA and £ are almost identical. The only
difference between the two is that &4 aborts if its first A-invocation outputs a message
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a # a, whereas FA would then proceed with running SA 10Tt thus follows that

search*
Pr(FA = 1A A =a | W(o) = Pr(e = 1),

where we write 74 = 1 and &4 = 1 for the events that the extractors succeed.
By basic probability theory, we can now derive the following bound

Pr(FA=1) = ZPr(]—"Azl/\Aza)

aEM
Z ZPr A= 1A A =a (o)
roeCM‘XEM
|C| > > Pr(Wa(r0) - Pr(FA = 1 A A = a | W(10))
roeCM aeM
IC| ao
Z ) r(E =1)
roeCM aeM |CM|
— Z > Pr(eA = 1)

roeCM aeM
Ve (A&O) —Kr 0>

1—«r

\
> £
]
=
&
—

S D ¥ (AD) —kr
M|

1 —
roeCM a:eVe (A)>0 kr
eV(A) — q(A) - kp

l—Kr

9

where the first inequality follows from Theorem 2 and the final inequality follows
from Lemma 7 together with the observation that

eV (A°) < Pr(A(rola — C) = a),

and thus
‘{oz : GV"‘(A{XO) > 0}‘ < ’{Ol : Pr(A(rO[oz — C]) = oe) > 0}| .

This proves the claimed bound on the success probability.

Expected Running Time As in the success probability analysis, we will use the fact
that after the first A-invocation the extractor 4 proceeds exactly as in the interactive
case.

Forro € CM and a € M, let V° denote the event that the first .A-invocation of

the extractor 5’4{10, when applied to A{f, is successful. Further, we write X ;0 for the

10Here we are exploiting that £ samples ¢ from C, rather than from U/~ (), which would be more natural
in the context of £. See also Remark 6.
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number of A-queries made by A7 not counting the first .A-query. Then, exploiting
E[X7 | =V;°] = 0 and using Theorem 2, if follows that

Pr(V,)%) - E[XY? | VI°]=E[X2] <tr - (1 +kr). (21)

Let us now do something similar for the extractor FA. More precisely, we let V
denote the event that F*’s first A-invocation is successful, and we let Y denote the
number A-queries made by FA except for the first one. Then,

Pr(V A A =a|W(ro)) =Pr(V,°),
and E[Y | =V] = 0. Further, by construction of the extractors,
E[Y | VAA=aA¥,(r0)] =E[XP?|V0°].
Hence,

E[Y ]—Pr(V)-IEYIV]

Z Z Pr (¥, (10))-

roeC”“EM
Pr(V ANA=a|¥0) -E[Y | VAA=aA¥To)]

) |c_M| > PV ELXP | V)

roecM aeM

| Z > - (+xr)

roecM azeVe (AR)>0

<q(A)-tr -(1+«r),

where we use that Pr(V,°) = €"(A®) < Pr(A(ro[a — C]) = a). Hence, the expected
running time of FAis at most 1 + q(A) - tr - (1 + «r), which completes the proof. [

The following theorem immediately follows from Lemma 8 and Theorem 3.

Theorem 4. (Fiat-Shamir Transformation of a X'-Protocol) Let I1 be a I"-out-of-
C special-sound X -protocol I1, with tr polynomial in the size |x| of the statement x
and such that sampling from Ur (S) takes polynomial time (in |x|) for all S € C with
|S| < tr. Then, the Fiat—Shamir transformation FS[IT] of a IT is knowledge sound with
knowledge error

(Q+ 1D «r,

where K is the knowledge error of the (interactive) X -protocol I1, as defined in Eq. (6).
Morve precisely, FS[IT] admits a knowledge extractor that, on input a statement x and
given oracle access to a Q-query prover P*, has its expected number of queries to P*
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bounded above by 1 + (Q + 1) - tr - (1 4+ k) and succeeds to extract a witness for x
with probability at least
e(P*,x) = (Q+1) -kr

1—KF

Remark 10. (Generic Applicability of our Fiat-Shamir Analysis) The knowledge
extractor Fr only mildly depends on the actual construction of the underlying extrac-
tor & for I'-special-sound interactive proofs. More precisely, F uses the fact that £
first tries a random challenge and only continues if this challenges is accepted. However,
to Fr it is irrelevant how £ continues after this first phase; the second phase of £ is
deployed in a black-box manner. This shows that our design principle for the knowledge
extractor of the Fiat—Shamir transformation is rather generic.

5.3. A Refined Running Time Analysis

For the multi-round version of our result, we need a refined running time analysis,
which considers an A = (A, Z) for which it holds that computing the output A(ro)
is significantly cheaper than computing the full output A(ro) = (A(ro), Z(ro)). This
allows us to improve the extractor Fr by early aborting, i.e., by only computing the
output Z if it is really necessary. In this section, we make this early abort assumption,
which was introduced in Remark 8, quantitative.

Looking ahead, in the multi-round extractor construction we will apply Fr to a
particular subextractor, which we cast as an algorithm A = (A, Z), and for which
computing A is indeed cheap while computing Z is expensive. In this case, the cost
will be measured by the number of calls the subextractor makes to the dishonest prover.
Below, we just consider a generic cost measure 6.

Lemma 9. (Refined Running Time Analysis - NIROP Extractor) Let (I",C) be a
nonempty monotone structure and

A:CM - M x{0,1}*, 1o (A(ro), Z(r0))

an algorithm with a verification predicate V: M x C x {0, 1}* — {0, 1}. Let
6:cM R>1, such that 0(ro) denotes the expected cost of evaluating (A(I’O), Z(I’O))
= A(ro). Additionally, let us assume that solely evaluating A(ro0) has constant cost 1.

Let .7-'“1‘1 denote the knowledge extractor of Fig. 2 equipped with the early-abort strategy.
Then the expected cost of the A-invocations of ]—'“Iil is at most

_E[6(RO)] — 1+ g(A)

E[0(RO)] + tr T

Proof. By linearity of the expected value (over the random coins of .4) and the quantities
we aim to bound, we may, without loss of generality, assume that .4 is deterministic.

As in the proof of Theorem 3, we will reduce the problem to the analysis of the
extractor £ for the interactive case, but now using the refined running time analysis
of Lemma 6.
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We first fix ro € CM and @ € M and consider the execution of EA}{’D. Here, in line
with the early abort strategy, A (c) = A(ro[a +> c]) first evaluates o’ < Al(c)
and aborts if @ # &', otherwise it continues to additionally evaluate Z&o (¢), where here
and below (A(c), Z[°(c)) denotes the output of AP (c). In particular, it holds that
A®(c) = A(ro[a +> c]). Thus, AT has cost function

g(rola — c]), if A®(c) =«,
O;O:C%R>O, C ( [ ]) a()
- , otherwise .
As in the proof of Theorem 3, let V,° denote the event that the first A}-invocation of
ro
the extractor Sﬁ"‘ is successful, i.e., Pr(V/%) = €”«(A°), and let us write X'° for the

cost of the A[2-queries made by EAY not counting the cost of the first A°-query. Then,
recalling (21), we have

Pr(V,%) - E[XY | VJ°] = E[X].

In the proof of Theorem 3, we used Theorem 2 to bound E[X[°]. Here we use the refined
running time bound of Lemma 6, from which it follows that

E[6;°(C)]  tr
1—/(1" _1—Kp (22)
(Pr(A{f(C) = a)E[0°(C) | AP°(C) = a] +Pr(A(C) # a))

E[XQ] <t -

where C is uniformly random in C. Note that we ignore the cost of the first .4 invocation,
and thus, in Eq. (22), omitted the first summand E[6}°(C)] from the running time bound
of Lemma 6.

Let us now proceed similarly for the extractor .7-'14. More precisely, we let V denote the
event that the first A-query is successful, and we let Y denote the cost of the A-queries
made by ]—"14 not counting the cost of the first A-query. Clearly, E[Y | =V] = 0. Further,
we let the random variable RO denote the initial choice of the random oracle by f,“‘l
and, as before, ¥, (r0) denotes the event

RO@m) =ro(m) VYm € M\ {a}.
The crucial observation is that, by construction of Fr,
E[Y | V A ARO) = a AW, (r0)] = E[X° | V,°1,

and
Pr(V A A(RO) = a | W, (r0)) = Pr(V.[®) = ¥ (A?).
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Therefore,
E[Y] = Pr(V) -E[Y | V]

= Z > Pr(¥(r0)) Pr(V A A(RO)

roeCMaEM
=« | v, (ro)) [Y |V AARO) =a A ¥, (ro)]

Z Y Pr(VORXY | V0]

‘ roecM azeVe (A)>0

Z > EIXPI.

roeC"1 eV (A)>0

Hence, by Eq. (22),

E[Y]—‘M’ Z Z li;

K
roeCM a:eVa (A1%)>0 r

(Pr(A{f(C) =a)E[0°(C) | AR(C) =a]+ 1 —Pr(AR(C) = a)).

As before, observe that €Y (A < Pr(A(ro[a — C)) = a), and thus

’{a L€V (A) > 0}( < |{e : Pr(A(role > C) = )

which shows that

| Z Yo =g,

roeC"‘ eV (AR)>0

It therefore follows that

(q(A)+| >y

roeC“" eV (AR)>0

E[Y] <

1-—

(Pr(A;"(C) =) E[0°(C) | AP(C) = o] — Pr(A(C) = a))> .

Further, since 9;0 (¢) > 1forallc € C,itholds that all the terms in the above summation
are nonnegative. Thus, we can extend the summation from {o : Ve (A®) > 0} € M to
all of M. Tt therefore follows that

> % (Pr(A{;’(C) =) - E[6°(C) | AP(C) = a] — Pr(A(C) = oz))

roec"1 azeVa (A)>0

>y (Pr(Am(C) =) - E[0°(C) | A(C) = a] — Pr(A®(C) = a))

roecM aeM

ICM |

B ICMI
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1
=3 = (Pr(Af}O(C) =« | RO =r0)-E[6FO(C) | ARO(C) = & A RO = ro]
aeM |C ‘ roeCM

~Pr(Af°(C) = | RO =10))

=> > (pr(Aij(C) =a ARO =r0) - E[67°(C) | ARO(C) = o ARO =r0]

aeM roecM

~Pr(Af°(C) =« ARO =10))

-y (Pr(Aij(C) =) -E[0R°(C) | ARO(C) = a] - Pr(ARO(C) = a))
aeM

= Z (Pr(A(RO[oc — C]) =a)-E[0(RO[a — C]) | A(RO[a — C))]
aeM

— PrH(ARO[a > C]) = a))

=y (Pr(A(RO) = a)-E[0(RO) | A(RO) = a] — Pr(A(RO) = a))
aeM
— E[0(RO)] — 1,

where equality = uses that that RO and RO[« +> C] are identically distributed for all
o € M. Thus,
Ir

E[Y] <
1—«r

(g(A) +E[O(RO)] —1).
Hence, the expected cost of the .A-queries made by .7-"1‘3 is at most

E[0(RO)] — 1 +¢q(A)

E[0(RO)] + 7 - e

which completes the proof. (I

6. The Fiat—Shamir Transformation of Multi-Round Interactive Proofs

In this section, we extend our result to the multi-round setting. First, following prior
works, we formally introduce multi-round special-soundness, and then proceed to de-
scribe and analyze our extractor in the multi-round setting (Fig. 3).

6.1. (I, ..., I'y-out-of-(Cy, ..., C,) Special-Soundness

Letus write I’ := (I, ..., I},) and C := (Cy, ..., Cy). Then, towards defining multi-
round special-soundness as defined in [7], we recall the following.

Definition 10. (Tree of Transcripts) Given a monotone structure (I', C), a I"-tree of
transcripts with trunk a is a set T of triples (a, ¢, z) € {a} x C x {0, 1}* such that

{ceC|3z€{0,1}:(a,c,2) €T} eTI.
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Sl _io-€lzx...xTy ~o io-€lzx...xTy
11,1 1,1, ko kR ey kR
a.y o ey au1+12 1g ... .au1+12
Fig. 3. (I, ..., I'y)-tree of transcripts of a (2u + 1)-move interactive proof (Definition 10), arranged as a

tree. Each element in TREE Iy (ay) consists of (all the a- and c-labels along) a path from the root a to a

leaf. The incident challenges for each @; form a set in [, i.e, {cll, e, cll<1 } € I etc.

We write TREE(a) and TREE for the set of I'-trees with trunk a and with arbitrary
trunk, respectively.

Given (I'1,C1), ..., (I, Cy), a I'-tree of transcripts with trunk a is recursively
defined to be a set T € TREEr of triples (aj, ¢1, T') € {a1} x C; x TREER,, .1, such
that

{c;eC|3T € TREEFZ....,F,L (a1, T eT)ely,

where TREE,, r, (az) and TREE, r, denote the set of all (I, ..., I,)-trees with
trunk a; and with arbitrary trunk, respectively.

Remark 11. 1In the above recursive definition of a I'-tree, we naturally identify the set
T of triples (a1, c1, T'), where each T' is a set again (namely a set of triples (a2, ¢z, T")
etc.), with the union of {(aj, ¢1)} x T’ over the triples in 7. This way, a [-tree of
transcripts with trunk a; becomes a set of tuples (a1, c1, a2, ..., au, cu, Aus1).

Definition 11. (Tree of Accepting Transcripts) Let
VIMxCxMx--x MxC, x{0,1}* - {0,1},

be a verification predicate. A T'-tree T of transcripts (with arbitrary trunk ap) is called a
I'-tree of V-accepting transcripts if

V(ai, ety ..., Qu, Cp,aps1) =1
for every (ay, ci, ..., au, cu,aus1) € T. As above, we write TREE}f and TREEV(a]) for
the set of all (I, ..., I',)-trees of V-accepting transcripts (with trunk ay).

The definition of the generalized special-soundness notion for multi-round protocols
can now be provided.



19 Page 44 of 54 T. Attema et al.

Definition 12. ((I'|, ..., I'y)-out-of-(Cy, ..., Cy)Special-Soundness) Let (I, C;) be
monotone structures for 1 <i < u,andletT := (I1,..., ) andC:= (Cy,...,Cy).
A 211 4 1-round public-coin interactive proof (P, V) for relation R, with challenge sets
C1,...,Cy,is T-out-of-C special-sound if there exists a polynomial time algorithm that,
on input a statement x and a I'-tree of accepting transcripts, outputs a witness w € R(x).
We also say that (P, V) is I'-special-sound.

Our goal is to prove that, under certain mild assumptions, the Fiat—Shamir transfor-
mation of a I'-special-sound interactive proof is knowledge sound. For context, we note
that if the product of the ¢-values 1 := Hf‘zl tr; is polynomially bounded, then [7]
establishes that I'-out-of-C special-sound interactive proofs are knowledge sound with
knowledge error

"
kr=1-[]0=«r). (23)

i=1

where the k1, are defined as in (6). However, we don’t need this multi-round result in
our work here; we only need the (improved) 3-round case of Sect. 4.

6.2. Preliminary Discussion

Given how we reduce the non-interactive to the interactive extractor for the 3-round case,
anatural approach would be to do the same here for the multi-round case. Unfortunately,
the running time would blow up too much. Indeed, in the 3-round case, having found
one accepting transcript (a, c, z), we can hope for finding more transcripts with the same
a by running A? with different challenges (indeed, we have shown that Q + 1 tries are
sufficient in expectation); however, in the multi-round case, having found a transcript
(ar,c1,az,...,ay, cy, ayyr) it is too much to hope for finding more transcripts with
the same (ay, az, ..., a,). It is also not necessary, since in different branches of a tree
of transcripts the a;’s may well be different.

Another approach, also followed in prior works [2,4-7], is to handle the multi-round
setting recursively. Informally, a (24 4 1)-round extractor invokes a 3-round extractor,
but replaces the algorithm .A by appropriate instantiations of a (2« — 1)-round extractor.

However, the analysis of this recursive approach exposes certain subtle issues, espe-
cially when considering Fiat—Shamir transformations. More precisely, when analyzing
Fiat—Shamir transformations, the expected running time of a naive recursion scales lin-
early in Q*, where Q is the query complexity of the prover attacking the non-interactive
proof, and thus exponentially in the number of rounds 2 + 1. For a non-constant number
of rounds, this renders the expected running time of the extractor superpolynomial.!!

The same problem surfaced in the analysis of Fiat—Shamir transformations of
(k1, ..., k;)-special-sound interactive proofs [5,6]. There it is solved by making the
following observation. An invocation of the (2 — 1)-round (sub)extractor is successful
if it outputs a (sub)tree of accepting transcripts, and the (unique) first message of the

11Assuming Q is polynomially-large, as is standard.
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tree corresponds to the first messages output by earlier invocations of this (2u — 1)-
round extractor. The second requirement ensures that sufficiently many (sub)trees can
be combined into a single larger tree.

Hence, every invocation of a subextractor can fail for two reasons: (1) because it fails to
output a subtree; or (2) because the first message output by the subextractor is incorrect.
Since the first message is already determined in the first step of the (sub)extractor, a
failure of type (2) can be identified before completing the execution of the subextractor.
In other words, this observation allows for an early-abort strategy, where the subextractor
aborts its execution after the first step if it outputs the wrong first message (cf. Remark 8).
Hence, failures of type (2) are far less costly than failures of type (1); the latter can only
be identified after the subextractor has finished. By applying this early-abort strategy and
refining the running time analysis, it was shown that the recursively defined extractor
of [5,6] can indeed be made to run in expected polynomial time. More precisely, the
expected running time of their extractor scales linearly in Q.

We will use the same early-abort strategy to obtain an efficient knowledge extractor.
To take this strategy into account, we exploit the refined running time analysis for the
3-round FS-extractor, shown in Sect. 5.3.

6.3. Setting Up the Stage

Let us now move to the analysis of multi-round interactive proofs. In this section, assume
we are given p monotone structures 17, ..., I, each I C 26 for challenge sets C;.
As before, we let I :== (I7,...,I},) and C := (Cy,...,C,). Further we denote by
6 = (rog, ..., ro,) the vector of u random oracles, where the understanding is that
the i-th round challenge is determined via the i-th random oracle (cf. Definition 4). We
define 7% = C{M X Cﬁ”z X e X Cﬁ/‘u, the set from which the p-tuple of random

oracles 10 is sampled.'?

To capture the behavior of a dishonest prover P* attacking the non-interactive Fiat—
Shamir transformation of a (I}, ..., I',)-out-of-(Cy, ..., C,) special-sound interactive
proof (on input x), we consider an abstract algorithm of the form:

ARO = MPx (0,1}, T8 = (01, ....10,) > 2= (a1, ....du. dyi1).

Hence, we model the attacker as an algorithm .4 that, on input  random oracles ro; €
C{Vl, ro, € Cé\/lz, ..., 1o, € Cﬁ/w, outputs a proof m = (ay, ..., au, a,+1). As for the
3-round case, we treat the random oracles roy, . .., ro, for the different rounds as input
with the understanding that A has oracle access only, and when considering an extractor
that runs A, the random oracle queries are answered using standard lazy sampling. When
referring to the number of queries made by .4, we mean the total number of queries to
the random oracles roy, ..., ro,.

lelternatively, the u different random oracles could be implemented by (or modeled as) a single random
oracle. The latter approach was followed in the multi-round Fiat—Shamir analysis of [5]. Here, the above
notation turned out to be more convenient.
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The algorithm A is accompanied by a verification predicate
VIMxCxMx---x MxC,x{0,1}*—{0,1},
and the success of A is measured by checking if
V(al, C1,02,C)y ..., Ay, Cp,s a,H_l) =1 for ¢; =roj(ay,...,a;).

We write the above as N
%)
Vv (al,az,...,au,aMH):l,

and the success probability of A (as attacker against the Fiat-Shamir transformed
NIROP) is then given by

V(A) = Pr(VFOARD)) = 1),

where @ is distributed uniformly at random over 7?9 The natural instantiation of V
is the verification predicate of the underlying interactive proof.

Below, we show the existence of a (V-dependent, randomized) extractor for .4, denoted
.7-'“;, that aims to extract a tree T € TREE¥(a1) of V-accepting transcripts (ai, ¢, ...,
ay, Cu, ay41) for some trunk ay. Thus, the success probability of the extractor is given
by Pr(Wu(F}) = 1), where W, (T) checks whether 7 € TREEY. Note that, without

loss of generality, we may assume that ff’s output is indeed such a tree, or L otherwise.

In order for the inductive analysis to go through, we need that F, additionally satis-
fies the following technical property, which resembles the property on .4 necessary for
Lemma 9 to be applicable (and this is of course no coincidence).

Definition 13. (Early-Choice Property) An extractor .7-";:‘ satisfies the early-choice
property, if

1. itruns (ay, ..., auy1) < A(r_5) as first step for uniformly random r_o), and
2. if it does not abort (i.e., .7-';‘} does not output L), it outputs T € TREE¥(a1) with
trunk ay.

The above early-choice property implies that, already after its first A-invocation, the
extractor .7-';2‘ knows the trunk a; of the tree it will output, if it does not abort.

6.4. Recursive Extractor Construction

We show the existence of the extractor F,, by means of a recursive construction. For
n =1, .7-'“14 is simply the extractor from the 3-round case (Fig. 2). The early-abort
property is satisfied by construction. For ;1 > 1, we consider

Alrog] : (rog, ..., ro,) +— ((ai,a2), a3, ..., a,, a,+1) = A(ro(, roa, ..., ro,)

which acts as A but has the random oracle ro; fixed, and where the output (a1, az, as,
...,ay,2) of Ais parsed as indicated, i.e., the first two messages are combined so
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that A[ro;] is viewed as an algorithm that outputs © messages (instead of u + 1). The
algorithm A[ro;] comes with the obvious verification predicate V[r0] that has ro; fixed
as well, i.e.,

Viroi1((ar, a2), ¢2, a3, ..., e, apg1) = V(ar, ro1(ar), az, ¢2, a3, ..., cp, apg1) -

Remark 12. Note that, by exploiting our particular choice of the multi-round Fiat—
Shamir transformation where the second challenge is computed as ¢y = roa(aj, az), it
holds that

roy,...,Io _ 01,...,l0
VIro 1" ((ay, a2), as, . .., apy1) = VO "% (ar, az, a3, ..., auy1) -

The above inequality would not hold if the second challenge would be computed differ-
ently, e.g., as roz(az).

By applying recursion to .A[ro;] and V[roy ], there exists a V[r01]-dependent, and thus

ro;-dependent, extractor
Alro;]
F M_ll — T’

that (unless it aborts) outputs a tree T’ € TREE}%K_)_I_] r. (ay, ap) for some trunk (a;, a»);
the corresponding (ro;-dependent) verification predicate Y, _[ro;] thus checks if the
output of F,,_1 is indeed such a tree.

We then consider the (probabilistic) algorithm

BA:cM — (M x TREEp,, .1, ) U{L}, roj > fﬁ[_r?l],

that, on input roy, runs ]-"ﬁ[j?l] and where, unless it aborts, the output 7’ = {(ay, az)} x
T" € TREE, ... 1, (a1, az) isparsed as (a1, z) = (a1, {a2} x T"), where then {ax} x T" €
TREEp,, .1, (az). We note that, here and below, we merely do some obvious reformatting,
but spelling it out is cumbersome.

Now note that the algorithm B4 is naturally equipped with a verification predicate,
which we denote by V. This predicate accepts a transcript (a1, c1, z) = (ay, c1, {a2} X
T") if {aa} x T" € TREEp,.. r,(a2) and all transcripts (aj,c1,a2,¢2,...) €
{(a1, c1,a2)} x T" are V-accepting.

We note that, by construction, the success probability of B4 on input roj equals
the success probability of the extractor ff[j?‘], i.e., formally, V:o' (a1, {ax} x T") =
Wy—1lro1]1({(a1, a2)} x T").

The crucial point now is that the algorithm B* and its verification predicate V are of
precisely the form required by our base case extractor 7. For this reason, the extrac-
tor JF,, is given by

A
}'ﬁ = fllg ,
with the early-abort strategy as specified in Fig. 2. The early-abort strategy can be
exploited in Lemma 9, using that, by induction, ]—"/“f[j?l] has the early-choice property



19 Page 48 of 54 T. Attema et al.

(see Lemma 10), and therefore B satisfies the requirement of having unit cost (measured
in the number of queries to A) to compute a;.

By construction, .7-'{3/‘ aims to output a /' -tree of Vj-accepting transcripts with a trunk
aj (but different challenges c¢1), which then forms a I'-tree of V-accepting transcripts.

6.5. Success Probability

We begin by inductively arguing that our extractor succeeds with the desired probability.
First, we require a lemma bounding the g-value g (BA), as defined in Definition 9. Recall
that, for the base case u = 1, i.e., when considering Fiat—Shamir transformations of X-
protocols, Lemma 8 shows that ¢ (A) < Q + 1, where Q denotes the number of random
oracle queries made by 4. More generally, we wish to show that for any p and for
BA defined as above it holds that q(BA) < @ + 1, where again Q denotes the query
complexity of A. In fact, this bound will be a consequence of Lemma 8, as our multi-
round extractor satisfies the early-choice property.

Lemma 10. For any n > 1, the extractor ]-'ﬁl (= f?A) satisfies the early-choice
property of Definition 13.

Proof. For u = 1, .7-"’14 is simply the extractor from the 3-round case (Fig. 2). The
early-choice property is therefore satisfied by construction.

Viainduction, the claim for 4 > 1 then follows from transitivity. Namely, the extractor
ffA runs B4 as a first step, with ro; sampled uniformly at random, and eventually outputs
the obtained a;. Further, by the induction hypothesis BA(rol) = }":[_r?'] runs A as a
first step, with the given ro; and uniformly random ro,, .. ., ro,, and eventually outputs
the obtained (ap, ap). It thus follows that f’lgA runs A(roq, ..., ro,), with uniformly
random roy, ..., o, as a first step and eventually outputs the obtained a;. O

Lemma 11. For any algorithm A : ClM X Céwz X +ee X Cﬁ’w — M" x {0, 1}* making
at most Q queries (in total) to its random oracles, and for B as in the above recursive
construction, we have

gBY <0 +1.

Proof. By definition, B* takes only one random oracle ro; as input. Further, by the
early-choice property of F,_; (Lemma 10), BA(roy) = ]—'ﬁ[_r?‘] either aborts or its
first output equals the first output of A(roj, roa, ..., ro,), for roy, ..., ro, sampled
uniformly at random. In particular, ro,, ..., ro, are sampled independently from the
input roj, and thus uniquely determined by the random coins » of B*. Let us now fix
these random coins r and write BA[r](rol) for the evaluation of B with random coins
r and input roy.

Then, by the above, the first output of BA[r](rol) equals A(roy, ros, ..., ro,’L) for
some fixed random oracles rog, el roL. For this reason,

q(BAr]) < q(AC, 105, ..., ro,)),
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where A(-, 10y, ..., r0}) : C{M — MH* x{0, 1}* makes at most Q queries to the random
oracles rog, roj, . .., roL; in particular, it makes at most Q queries to ro; A3 Finally, by
Lemma 8, the right-hand side of the above inequality can thus be bounded by Q + 1.
The lemma then follows by taking the expectation over the random coins r. [

We are now ready to provide a lower-bound for success probability of the recursive
extractor.

Proposition 1. Let A : C{M X Cﬁ\’lz X oee X C{LWI — MH* x {0, 1}* be a Q-query
algorithm. Then, the success probability of the extractor ff} satisfies

€"(A) —(Q+ 1) -«

P A L) = POV = 1) 2

Proof. The proof is by induction. The base case u© = 1 follows from Theorem 3
and Lemma 8. Thus, consider now p > 1. First, setting I’ = (I3, ..., I',) and using

that BA(ro;) = ]:l“f[j?l], we note that by the induction hypothesis

Pr(Vﬁol(BA(FOI)) — 1) = Pr(WM_1[rO1](]:ﬁ£r?l]) = 1)
. eVl (Afrog]) — (Q + 1) - kv

[
Hence,
M (B4 = Pr (VO (BAROY)) = 1) = Pr<WM_1[Rol](fﬁ[_F}oﬂ) _ 1)
= Ero, [Pr(Wu—l[roll(f;‘[_’?”) = 1)]

_ Eno, [M(Alr0 D] — (@ + 1) -k

1-— Kr/
By using that

Ml (Ao 1) = Pr[Viro; 17920 (4[ro1(RO,, ..., RO,)) = 1]

where the second equality exploits the particular definition of the Fiat—Shamir transfor-
mation (see Remark 12), we see that Eyo, [EV[rOI](A[rol])] = ¢Y(A). Hence,

(A —(Q+ 1) - kp

(B =
1-— Kr/

131¢is thus easily seen that, in the lemma statement, a bound Q on the queries to each random oracle (instead
of bound on the total number of queries) would have sufficed.
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Furthermore, by Theorem 3, exploiting the bound on the g-value from Lemma 11,

N (BY—(Q+1)«n
1 — K )

Pr(FA# 1) =Pr(F £ 1) =

Thus, writing € for €Y(A) and exploiting that (1 — «)(1 — k) =1 —«r,

M_(Q_}_l).,(ﬂ

1—kpr

Pr(Fl+#1) > L

I'( I3 7& ) - I_KFI
_e- @+ D -k =@+ kp - (I —kr)

1—/(1"
€= (Q+ D(kr +«p - (1 —kr))
N 1 —«r
_e— O+ D(1 = —kr)(I —kp))
o 1 —«r
_€e—(Q+ 1D -«r
o 1 —«r ’
which completes the proof. (]

6.6. Running Time Analysis

Let us now analyze the expected running time of our knowledge extractor.

Proposition 2. Let Iy, ..., I', be monotone structures and letT" = (I'(, ..., I,). Let

A: 7% — MH x {0, 1}* be a Q-query algorithm, and let the extractor F,, be defined
as above. Let the random variable Xt denote the number of A-queries extractor .7-'/“:1

makes. Then T T |
Exp] < X +HUIr=Ho
1-— KT

where Tt = 7:] (tr; + 1.
Proof.  The proof is by induction over p. The base case u = 1 follows from Theorem 3

together with the bound g(A) < Q + 1 from Lemma 8. These results namely state that
the expected number of A-queries made by ]—"’14 = ,7-"“1‘11 is at most

L4 T aA) -

14+q(A) ctry - (I +xp)

IA

-« — 1 —«kp
1+(Q+1)'1F1_1F1+1+IF1Q
- 1 —«pn o I —«kp

_ TF]+(TF1 _1)(Q+1)
- 1—/(]‘l

)
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where we use that 1/(1 — x1) > 1 4« > 1. We note that this bound could also have
been obtained by using the refined running time analysis of Lemma 9, then using that
6(ro) = 1 is constant.

For the induction step, let I" = (I, ..., I',) and thus Ty = ]_[lfzz(trj + 1). By

. A .
construction, fﬁ = ]-'? where BA(ro]) = ]—"ﬁ[j?l], up to some reformatting of the

output.

By the early-choice property of ff[_r(f”, the algorithm B satisfies the requirement
on A in Lemma 9, with the cost 8 of B measuring the expected number of calls to .A.
Indeed, finding a; as in (ay, z) <« BA(ro 1) can be done with one query to A, while
finding a subtree requires a full run of ]—'ﬁ[_rcf]], and thus costs (in expectation) 6(rop)

calls to .4, where, by induction the hypothesis,

Ty + (T — 1HQ

E[6(RO)] = E[Xr/] = 1
— KT/

Thus, by Lemma 9, and using the bound on q(BA) from Lemma 11, we find

E[6(RON] — 1 + q(BY)
1_KF1
_ (r, + DE[O(ROD] + 11, Q

E[Xr] < E[0(ROD] + 11 -

l—Kr1

Ty +(Tpr—1
(try + (=) 411, 0

I_Kﬂ
_n + DT+ T = DO + 11, 0

=<

1 —«r

@+ DT+ (tny + D(Te = 1) + 1) 0
o 1 —«r
_Ir+(Ir-1DO
o 1 —«r

’

which completes the proof. (I

6.7. Knowledge Soundness of the Fiat-Shamir Transformation

The following theorem summarizes the properties of the recursive extraction algorithm
defined in Sect. 6.4. In fact, from the success probability bound derived in Sect. 6.5 and
the running time bound derived in Sect. 6.6, it immediately follows that the Fiat—Shamir
transformation of a (17, ..., I',)-out-of-(Cy, . .., C,) special-sound interactive proof is
knowledge sound (under certain conditions). Moreover, the knowledge error only grows
linearly in the query complexity Q of dishonest provers attacking the non-interactive
proof, and is independent of the number of rounds. This is the main result of this paper;
it follows immediately from Propositions 1 and 2.
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Theorem 5. (Fiat-Shamir Transformation of Multi-Round Proofs) Let (I, C;) be
nonempty monotone structures, and let I' :== (I'1, ..., I',) and C :== (Cy,...,C,). Let
IT be a T -out-of-C special-sound interactive proof. Suppose that Tr = ]_[f; n + 1)
is polynomial in the size |x| of the statement x and that, for all i, sampling from Ur, (S;)
takes polynomial time (in |x|) for all S; < C; with |S;| < tr.. Then the Fiat-Shamir
transformation FS[IT] of I1 is knowledge sound with knowledge error

(Q+1)-«r,

where kr, as defined in Eq. (23), is the knowledge error of the interactive proof I1, and
Q denotes the query complexity of a prover attacking FS[IT].

More precisely, FS[IT] admits a knowledge extractor that, on input a statement x and
given oracle access to a Q-query prover P*, has its expected number of queries to P*
bounded above by

Tr+(Tr—l)Q<(Q_I_1) It

1 —«r I —kr

3

and succeeds to extract a witness for x with probability at least

e(P*,x)— (O +1)-kr

1 —«r

Remark 13. (Adaptive Knowledge Soundness of the Adaptive Fiat—Shamir Trans-
formation) If in Theorem 5 the adaptive (a.k.a. strong) Fiat—-Shamir transformation is
used, then the results of Theorem 5 also hold for adaptive knowledge soundness. See
Remarks 2 and 3 for the respective notions and further discussion.
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