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Resilient systems

1. Introduction

Resilience has been a hot topic in recent
years not only for policymakers, economists
and business leaders, but also for society
at large. Climate change, global migration,
the COVID-19 pandemic and the Russian
war of aggression against Ukraine are just
a few examples that provide us with an
image of global instability. The April 2025
power outage across Spain and Portugal
has shown us once more how vulnerable
and dependent our modern societal and
economic systems are (Henley et al., 2025).
Whether such disruptions are caused by
natural events, human error or malicious
attacks - their effect on our society and
economy remains the same.!

At the same time, these uncertain

times also provide us with an opportunity
to reflect, reprioritise and redirect our
efforts to face the challenges of today

and tomorrow. Managers are changing
their business models and talent develop-
ment strategies in light of the ongoing

Al evolution (Duke, 2025), academics are
researching how organisations and
government can stay on top of societal and
economic transitions (Pisa et al., 2024)?,
and policymakers are reassessing the value
of global alliances, shifting their strategic

1 Toresolve any misunderstanding: this is not to imply that all the listed examples (climate change, global migration, etc.) have the same effect on our society and economy, but about making a distinction between the impact of a disruption (e.g. a power outage) and its cause (e.g. human error).

focus toward strengthening regional and
national capabilities (Damen, 2022).

In a political landscape that is under-
going constant change, being resilient
becomes ever more important - not only
as an individual, but also at a system level.
Recognising this need, the European Union
(EU) has established Resilience Dashboards
to monitor and provide insights into the
resilience of individual EU Member States,
with the underlying aim of improving policy
decision-making (European Commission,
2020). One key domain monitored by the EU
is digital resilience.’ Digital technologies are
omnipresent in our society and economy
today. They help to accelerate economic
growth and form the basis of most of our
social and economic transactions. At the
same time, we are heavily dependent on
them, as they have become interwoven with
our societal and economic systems.

This paper explores just how dependent
our societal and economic systems are on
digital technology, what it means for our
resilience from a strategic point of view and
what measures have been and should be
taken to reduce the associated risks - and
what individual leaders and organisations

can do today to prepare for future
uncertainty. By improving digital resilience,
we can improve the resilience of our societal
and economic systems - and thereby
increase our economic competitiveness
and broad welfare. As a case study, the
paper looks at the financial sector, but the
observations and recommendations are of
general nature.

From a resilience perspective, the cause is often less relevant than the actual impact of an event, as the impact is what needs to be managed once a disruption has occurred.
2 Seealso the 2024 Vector Symposium Strategische Autonomie in een Open Economie.
3 For an overview of indicators and digital resilience levels of EU Member States, refer to Annex I.


https://vector.tno.nl/artikelen/economische-waarde-strategischeautonomie/
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2. Resilient societal and economic systems:
the role of digital resilience and digital sovereignty

Our society and economy are heavily
dependent on digital technologies.
Whether it is digital payment systems,
digital control of operational technology
for water management, or digital monitor-
ing of health data - there are hardly any
systems today that do not rely on digital
technology at least to some extent,
directly or indirectly. Our wellbeing,
economic competitiveness, safety and
security depend on it.

A standard definition of resilience in the
context of digital technology systems refers
to “the ability to prepare for and adapt to
changing conditions and withstand and
recover rapidly from disruption,” whether
caused by “deliberate attacks, accidents,
or naturally occurring threats or incidents”
(Ross et al., 2021). We can apply this defini-
tion to other systems as well, including
societal and economic ones.

In essence, resilient systems have three

inherent properties:

e Resilient systems can adapt quickly to
changing circumstances.

¢ In adverse situations, resilient systems
can still function at a minimum necessary
level.

e If aresilient system is disrupted, it is
able to recover quickly.

Achieving resilience is a task difficult
enough for any system, especially because
of the complexity of most systems. The
more complex a system, the more difficult
it is to predict its behaviour and to make
relevant decisions. This problem gets worse
if we consider the links between different
systems and how different systems may
influence each other. Consider the financial
sector for example. It plays a critical role
for our society and economy. At the same
time, the financial system is heavily
dependent on digital technology. If a critical
digital technological system is disrupted, it
may have a major impact on the financial
system, with severe knock-on effects on our
societal and economic systems.

Recognising the relevance of digital
technology for our societal and economic
systems, the EU has released multiple
directives and regulations to improve
digital resilience. This includes the new
Network and Information Security Directive
(NIS2), which is focused on critical infra-
structure (such as energy, transport, health
and water) (European Parliament & Council
of the European Union, 2022a), the Digital
Operational Resilience Act (DORA) for the
financial sector (European Parliament &
Council of the European Union, 2022b), as
well as the Cyber Resilience Act (CRA) for

products with digital components sold in the
EU (European Parliament & Council of the
European Union, 2024). In the Netherlands,
specifically for the public sector, there is
also the Baseline Informatiebeveiliging
Overheid (BIO) (Digitale Overheid, z.d.),
which is currently undergoing an update,
along with the (delayed) implementation
of the NIS2 (Rijksoverheid, 2024).

Although on paper these legislative efforts
define strong measures to improve digital
resilience, in practice it is often hard to
achieve, especially at a strategic level. A key
example in this regard is the reduction of
dependency risk from digital technology
service providers. DORA, under Article 28(8),
for example requires financial sector entities
to “put in place exit strategies” for critical
Information and communication technology
(ICT) service providers, and “identify alter-
native solutions and develop transition plans
enabling them to remove the contracted
ICT services and the relevant data from
the ICT third-party service provider and to
securely and integrally transfer them to
alternative providers.” The reality however is
that often there are no viable alternatives to
critical service providers, or that a transition
would be too costly.

“Understanding where and how our
digital technology dependencies might
impact our societal and economic
systems is crucial if we want to make
informed choices about the usage of
those technologies.”

Dutch businesses and organisations are
often reliant on non-EU digital technology
- and thereby at risk of being at the whims
of foreign political agendas (DNB, 2021; ACM,
2022). Digital resilience in the Netherlands
and the EU today therefore goes hand-in-
hand with digital sovereignty - the ability
to independently choose and control “the
design of and use of (business) critical digital
systems” (Stolwijk et al., 2024). Crucially, the
Netherlands cannot act in isolation on this
front, not least because of its strong social
and economic ties with other EU Member
States. Collective action and collaboration
across the EU are necessary to provide a
counterweight to non-EU interests. This
was also emphasised by the Dutch state
secretary for digitalisation, Zsolt Szabd, in

a recent debate, advocating for a European
consortium for digital infrastructure, in order
to achieve a “more resilient European online
ecosystem where privacy, transparency and
freedom of choice are central” (Redactie
iBestuur, 2025).
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While digital sovereignty is not the main focusing here on temporary disruptions
focus of this paper, it is important to under- such as short-term unavailability of
stand that digital resilience will be more digital technology, but on strategic/
difficult to achieve in a world where we can long-term implications for our society
no longer rely on international partnerships and economy.

that were taken for granted for decades.
Therefore, digital resilience and digital
sovereignty are inexorably linked. Under-
standing where and how our non-EU digital
technology dependencies might impact our
societal and economic systems from a
strategic point of view, is crucial if we want
to make informed choices about the usage
of these technologies - whether that is at a
national government level, at the level of
individual businesses and organisations,

or as citizens (Stolwijk et al., 2024).

To understand the implications of non-EU
digital technology dependencies for the
resilience of our societal and economic
systems, two viewpoints need to be consid-
ered: an internal and an external one. The
internal viewpoint is about the inherent
system risks of our digitally dependent
society and economy. The external view-
point is about the threats posed to the
digital resilience of these systems.* By
combining the two, we can develop an
understanding of (1) what the impact is on
our society and economy of a disruption of
its underlying digital systems, and (2) what
scenarios we need to consider that may
cause such a disruption. Subsequently,
relevant measures can be defined to reduce
the risk where needed. Note that we are not

4 Note that ‘external’ here does not necessarily mean threats from abroad (e.g. non-EU threats toward EU systems); rather, it refers to any threats toward the system. In other words, it is about system vs. non-system, not (only) about politics or geography.
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3. Case study: challenges in the financial sector

The internal viewpoint — what is the
inherent system risk?

Much like utilities such as gas and water, the
financial sector is a vital part of the critical
infrastructure that sustains our society
and economy. However, it is heavily reliant
on - predominantly American - service
providers such as Visa and Mastercard

and technology providers such as Apple
and Google (Bassens en Hendrikse, 2022).
Encouraged by open banking regulations in
the EU, the financial sector has embraced
and incorporated the services and products
of ‘Big Tech’ (Barbereau et al., 2024).
Critically, Big Tech has been resorting to
familiar strategies that led to the domi-
nance of Apple in particular: “locking in
developers, customers (...) into a hybrid
business model based on a synergy between
hardware, software and data-driven plat-
form components” (Hendrikse et al., 2018).

Despite the euro being in circulation for
over two decades, there are few European
infrastructures widely available for both
in-store and online transactions. Although
the main messaging network through
which international payments are initiated
(SWIFT) is located in Europe, most existing
European payment options are regional in
focus and offer only limited functionality.
Non-European payment networks and

providers continue to be a key pillar in
the value chain. The market share of
American providers Mastercard and Visa is
estimated at 61% in Europe (DNB, 2025),
and Amazon’s cloud solution AWS remains
the go-to choice for the backend of gate-
ways and payment processors - largely due
to its flexibility and potential to innovate
(Barbieri, 2020).

As noted by the European Central Bank,
the increasing reliance on foreign providers
for payment data storage and processing
creates vulnerabilities related to data
security, legal jurisdiction, and operational
control (ECB, 2024). Becoming more auto-
nomous comes at a cost however as well,
namely innovation power and economic
competitiveness. The affordances of
technological and digital infrastructures
provided by Big Tech allow European
financial institutions to innovate and be
ready for a generation of users native to
the Internet. Strategic coupling between
finance and technology is necessary to
stay competitive. The long-term strategic
dilemma thus is: how can entities stay in
control of their digital resilience while
retaining innovation power and economic
competitiveness that depend on digital
technology that is largely outside of their
own control?

“The strategic dilemma is: how can
entities stay in control of their digital
resilience while retaining innovation
power and economic competitiveness
that depend on digital technology that
is largely outside of their own control?”

The external viewpoint — what threats
do we need to consider?

In today’s changing geopolitical landscape,
and as part of an escalating transatlantic
trade war, Big Tech and its regulation is
used as a bargaining chip (Rankin, 2025).
The current US administration is actively
pushing back on digital rules made in
Europe - from the Digital Markets Act to
the AI Act. In an extreme scenario, we
need to consider what happens if the ‘plug
is pulled’ on the payment networks our
society and economy rely upon. Naturally,
businesses, including Big Tech, have an
incentive to maintain and increase their
market shares, including in the EU - but
that does not mean that they are immune
to politics.

A key threat that we need to consider in
this context is vendor lock-in. The threat
of vendor lock-in arises when financial
institutions become deeply embedded

within proprietary ecosystems - such as
cloud platforms, application programming
interfaces (APIs), and other products like
near field communications (NFCs) used for
‘tap and go’ payments - controlled by a
small number of Big Tech firms. While these
systems offer powerful capabilities and
operational efficiencies, they often come
with high switching costs, limited inter-
operability, and contractual restrictions
that constrain future flexibility (Bassens en
Hendrikse, 2022). Over time, this depend-
ency can undermine a firm’s ability to adapt
its digital strategy, negotiate favourable
terms, or align with evolving regulatory
needs or other strategic goals. Vendor
lock-in is not just a technical issue - it is a
strategic vulnerability that can limit inno-
vation, compromise autonomy and expose
institutions to external decision-making
beyond their control (Prudential Regulation
Authority, 2023).

“Vendor lock-in is not just a technical
issue - it is a strategic vulnerability
that can limit innovation, compromise
autonomy and expose institutions to
external decision-making beyond
their control.”
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From a societal perspective, the growing
reliance of financial institutions on Big Tech
infrastructure can become a threat to
European values such as privacy and data
protection. As sensitive financial data - often
combined with behavioural, biometric, or
location information - is processed and
stored by third-party platforms, users may
lose visibility and control over how their
personal information is used, shared or
monetised. This raises concerns about
profiling, algorithmic decision-making,

and the potential for cross-sector data
exploitation without informed consent
(Doerr et al., 2023). Ultimately, diminished
privacy not only erodes trust in digital
financial services (which financial institu-
tions predominantly have) (Armantier et
al,, 2021), but also challenges foundational
principles such as digital rights and user
agency. Apart from the societal implica-
tions, a decrease in trust in a given digital
product or service can result in a limited
uptake of that product or service and
hence a loss of business.

“Diminished privacy not only erodes
trust in digital financial services,
but also challenges foundational
principles such as digital rights and
user agency.”

To overcome these challenges and solve
the strategic dilemma (innovation power
and economic competitiveness vs. auto-
nomy and control over the digital resilience
of our societal and economic systems), we
need to come up with alternative solutions.
In other words, we need to provide
businesses and organisations (public
and private) with more options to choose
from, e.g. in the form of ‘homegrown’/
EU-developed digital technology alter-
natives. Having more choice means having
more alternatives - which means being able
to adapt to changing circumstances, and
thereby becoming more resilient. Of course
our resources (financial and talent) are not
unlimited, hence we need to prioritise and
take a risk-based approach.

“Having more choice means having
more alternatives - which means being
able to adapt to changing circum-
stances, and thereby becoming more
resilient.”

QUAD CORE ; _
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4. Perspective on resilience: a decision-making framework

To increase the scope of action (and choice)
on the front of digital resilience and sover-
eignty, a tiered approach is required that
addresses digital resilience at the various
levels of our society and economy, ranging
from the national government to businesses
and organisations as well individual users of
digital technology. At each level (national,
organisational, individual), we need to take
stock of what our most important digital
assets are, determine to what extent they
(should) fall within our scope of control,
and subsequently make strategic choices.

While digital sovereignty is essential for
digital resilience, it does not mean that we
need to be able to do everything ourselves;
rather, we need to focus our efforts on
those areas where control is paramount,
and let go of other areas where it may be
less relevant - always keeping in mind the
strategic dilemma of innovation power and
economic competitiveness vs. autonomy
and control over the digital resilience of our
societal and economic systems. Operating
within this tension requires a shift from
binary thinking to intentional balancing. In
the case of the financial sector for example,
rather than choosing between agility and
control, or between global platforms and
local independence, financial institutions
must pursue a hybrid digital strategy - one

that ensures competitive capabilities while
reducing structural dependencies over time;
one that includes several measures and
solutions.

Below, a 2-step decision-making framework
is provided to support decision-makers.
The framework is of general nature, and
needs specific tailoring depending on the
type of organisation (government, business/
organisation, etc.). However, by providing
a general outline, we hope to trigger a
nuanced approach and thinking toward
solving the challenges at hand.

Step 1 - Mapping the landscape

A risk-based approach

A risk-based approach to digital resilience
means setting priorities and making choices.
From the world of information security,
there are relevant frameworks readily
available that can help us define such an
approach (International Organization for
Standardization, 2022a). Typically, it starts
with determining the most important
assets, followed by a dependency analysis
and an assessment of the (desired) level of
control. This forms Step 1 of our approach.
After an understanding is developed of how
sensitive a given digital asset is to our
societal and economic systems, we can

subsequently make decisions to put relevant
safeguards in place; in risk management
terms: define risk treatment strategies. This
forms Step 2 of our approach.

What are our most important assets?
From a national perspective, as a first
proxy, we can start with the sectors
defined in the NIS2 (energy, transport,
banking, health, water, ICT, finance, public
administration, etc.). For each sector, we
then need to determine what the digital
‘crown jewels’ are that require utmost
protection.> We do this for each level of the
technological stack (digital infrastructure,
data, applications, etc.).

What dependencies do we have?

Once we have established the ‘crown
jewels’, we need to assess to what extent
they are dependent on digital service and
technology providers outside of our direct
control - considering the entire value chain
(not only our own suppliers, but also our
suppliers’ suppliers, etc.). Only by looking
at the entire digital ecosystem we can
come to a full assessment of dependencies.

How much control do we (want to) have
over the dependencies?

Once we understand our dependencies
within all critical sectors and at all levels

5 Aclassic method that can be used to categorise the criticality of a digital asset is the so-called CIA triad - referring to the (desired) Confidentiality, Integrity, and Availability of the assessed asset.

of the technological stack, we can start
assessing to what extent we have control
over them. Even when they may not fall
under our direct control, we may still have
other means to control them. At a local
government level, for example, municipali-
ties may team up to collectively procure
digital services, increasing their bargaining
power over a digital technology provider.
There are also situations where, even if an
asset is outside of our own direct control,
we may - from a risk-based perspective

- decide that we are perfectly fine with
that situation. This would be the case if
control is exercised by a reliable partner,
for example.
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Step 2 — Making strategic choices

Strategic options

For each critical digital asset, once we have
established to what extent it falls within
our (desired) control, we can apply different
strategies to bring the current level of
control to our desired level. Multiple strate-
gies can be applied, depending on the
outcome of the analysis.

Reducing digital dependency

To reduce an undesirable digital depend-
ency, a practical solution is to define alter-
native ways of working that allow for a
minimum level of operations under adverse
circumstances for a defined period of time
- we can think of this as the ‘survival mode’.
This strategy stems from the world of
business continuity and crisis manage-
ment, and there are multiple existing frame-
works in place that can help (International
Organization for Standardization, 2019 &
2022b). In essence, it means switching
from a digital to a manual way of working.
While this may not be a viable solution for
all digital technologies, it can be for some
and should therefore be considered as a
possible strategy.

Develop or procure own/alternative
solutions

If reducing digital dependency is not a viable
option, another strategy is to develop (or
procure) own/alternative digital technology
solutions to the currently available ones.
However, for critical digital technology

assets this may often not be possible.
Therefore this strategy requires a longer-
term vision and public-private collabora-
tion, where government entities help to
facilitate innovation through investments
or by serving as a launching customer for
a new technology. The Netherlands, for
example, is actively identifying and invest-
ing in digital technologies where national
(or at least EU) control is foreseen as
strategically relevant in the near future
(specifically in the areas Al, data, cloud
and cyber) (Rijksoverheid, 2025).

Increase bargaining power

If neither a reduction of nor alternative to
a digital dependency are feasible, building
alliances with partners to increase bargain-
ing power is a viable alternative option.
This option is particularly interesting from
a digital ecosystem perspective. Where
multiple entities (public and/or private)
depend on a critical digital technology,
collective action can strengthen the position
and leverage over a provider. This can be a
relevant strategy also for digital technology
dependencies that are not at the national
security level, but may still have a major
impact on the resilience of our society and
economy.

Exercise control via other means

A fourth option can be to exercise control
via other means. This is typically a strategy
that can be applied from a national level as
part of foreign policy, less so by individual
entities or sectors. While the use of force

may be the most extreme ‘other mean’ to
exercise pressure, lower-level measures in
the form of ‘soft power’ should be consid-
ered (Nye, 2017). Another useful approach
in this regard can be to establish control
points (Pisa et al., 2024), thereby creating a
dependency for another party in one areq,
which in turn can be used to balance the
dependency we have from that party in
another area.

Accept the risk

Should all strategies to manage a depend-
ency be exhausted, the only remaining
option is to accept the risk. While this may
not be desirable, at least it helps to provide
visibility on where the ‘pain points’ are of
our societal and economic systems from a
digital resilience perspective. Having clarity
on your risk landscape is better than
operating under high levels of uncertainty.
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5. Conclusion

“Dependency comes at a price, but so
does autonomy. Finding the balance
within the strategic dilemma is a
challenge that will always be evolving
and require us to evolve with it.”

Making informed strategic choices about
the usage of digital technologies that our
societal and economic systems depend
upon, is necessary to strengthen resilience.
By performing a risk-based assessment at
the various levels of our society and
economy (national/government, businesses/
organisations, and individual users/citizens)
- across the entire digital technology stack
(digital infrastructure, data, applications,
etc.) - we can develop a nuanced approach
to counter the challenges and seize the
opportunities of today’s highly dynamic,
political landscape.

10

Collaboration is essential, not only between
private and public parties, but across
borders, especially within the EU. We
cannot act in isolation, but need to share
resources and strengthen our bargaining
power by acting collectively. Digital resil-
ience requires an ecosystem approach:

e The national government, its ministries,
must play a role in broadening the scope
of choice in terms of digital technology
for businesses and organisations (public
and private) - through investments,
facilitating innovation and spearheading
the application of ‘homegrown’ digital
technology where this is relevant for
digital resilience.

e Businesses and organisations (public
and private), need to evaluate - from a
societal and economic perspective -
where they are vulnerable to external
threats in terms of their digital depend-
encies and take appropriate, strategic
action.

o Individual users of digital technology
should (be enabled to) make informed
decisions about which technologies they
want to rely upon, which businesses
they want to share their data with, and
how their user behaviour links to the
digital resilience of our society and
economy.

Each element of the ecosystem matters
for its overall resilience; each choice has
implications for the entire system. Our
society and economy will always be
embedded in an international playing field,
with conflicting interests, power dynamics,
and values. Dependency comes at a price,
but so does autonomy. Finding the balance
within the strategic dilemma of innovation
power and economic competitiveness vs.
autonomy and control over the digital
resilience of our societal and economic
systems, is a challenge that will always

be evolving. It requires us to adjust and
evolve with it.
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Annex I - EU Digital Resilience Dashboard

Area Class Indicator
Digital for personal |V Enterprises without ICT training programs
space Employees not using telework
Inadequacy of ICT training for teachers
C Collaborative economy

Advanced digital competence of adults

Advanced digital competence of young people
Use of online courses

Use of social networks

Young people doing any online learning activity
Master graduates in ICT

Digital forindustry |V ICT trade deficit in goods

ICT trade deficit in services

ICT specialist gender gap

Lack of cloud services

Broadband access gap by company size

c Investment per employee, high-technology sectors
Enterprises seeking ICT specialists

Gross value added in ICT

ICT sector business enterprise R&D (BERD)

Value of e-commerce sales

Digital for public ) Lack of 5G readiness

space Lack of online public services for businesses
People not having access to digital public services
Broadband access gap, urban versus rural

C E-health
Judicial system e-tools
Cybersecurity ) Cybersecurity incidents experienced by people

ICT security incidents in enterprises
C Cybersecurity awareness of individuals
Global Cybersecurity Index

C = Capacities, V = Vulnerabilities

. Lo Resilience Change with regards to 2017
Data tyE)l'Cally refers to 2(':)18—202'2. The 'colours |nd|c<31te B Highest capacities / Lowest vulnerabilities /" Sizable improvement
the position of a country in the distribution of all available A . . - .
) 4 . m Medium-high capacities / Medium-low vulnerabilities * Notsizable
values for EU countries in the 2015-2022 reference period. ' » - % & !
A d pointing arrow for a vulnerability indicates a Medium capacities/vulnerabilities Sizable worsening
nupwardp g Yy # Medium-low capacities / Medium-high vulnerabilities M U A plain cell marks not enough data to compute the arrow

substantial reduction (improvement). The change in time
has been removed for LFS based series with systematic
breaks in the original data series for 2021 (Employees not
using telework and ICT specialist gender gap).

 Lowest capacities / Highest vulnerabilities

00 Not available

Source: https://commission.europa.eu/strategy-and-policy/strategic-foresight/2020-strategic-foresight-report/resilience-dashboards_en (5 May 2025)
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