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Abstract

The proliferation and development of social media platforms in recent years has contributed significantly to the spread
of disinformation. Police Authorities around Europe have observed that harmful or criminal behaviour, stemming from
social unrest, hate speech, and violent disorder are regularly preceded by disinformation campaigns. This begs the ques-
tion: How can practitioners be better prepared for the real-world consequences of malign disinformation activities and to
potentially even mitigate any criminal consequences? The first step in properly countering disinformation is to enhance
the understanding of the complex phenomenon. Therefore, this article puts forth a new theoretical framework, called the
‘C5 Interaction Model; that explains the creation, spread and impact of disinformation, synthesising academic theory to
provide practical guidance on disinformation dynamics. The multidisciplinary model represents a lifecycle and contains
five main elements: Context, Causes, Content, Consequences, and Cycle of Amplification. They are each organised into
two further layers of (sub)factors, which were developed to provide a comprehensive overview and breakdown of the
important elements of disinformation. The C5 Interaction Model represents one of the first concerted efforts to bring
diverse insights together into a comprehensive integrative framework. The complexity of the model shows that this pro-
cess is non-liner and that there are a multitude of factors determining the lifecycle of disinformation, making it a highly
complex phenomenon to research. A key contribution of this article is the focus on the interaction between different
elements that influence the process of disinformation—from creation to consequences. Importantly, the lifecycle route
is predominantly influenced by the social context in which it exists.

1 Introduction

The rapid development of social media platforms and online social networks in the past decade has changed the way
people communicate with each other. Users rely on these tools to share information, connect with other people, and
stay informed about trending events. Despite the potential benefits of this, social media platforms have also contributed
to an explosive growth in the amount of false and inflammatory information being spread in the world. Nowadays, the
presence of such falsehoods online—referred to as disinformation from hereon—is not only disruptive or distracting
for everyday users, but it can also have an impact on the individual and behavioural level, contributing to harmful or
even criminal behaviour on the part of the receivers of the disinformation messages. For example, during the COVID-19
pandemic, false information was widely shared that undermined trust in public institutions across several countries. This
not only led to (sometimes unlawful) protests, but also to vandalism of, for example, critical infrastructure [1]. Research
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into the German ‘Reichsblirger’ movement showed that exposure to disinformation narratives can even impact an indi-
vidual’s justification of the use of violence against the out-group [2]. Disinformation can thus have a profound impact
on both individuals and wider society.

Firstly, it is important to explain what is meant by disinformation. The European Union (EU) High Level Group on Fake
News and Online Disinformation defines it as “false, inaccurate, or misleading information designed, presented and pro-
moted to intentionally cause public harm or for profit”[3, 4]. Debate continues in academic literature about the definition,
conceptual boundaries and relevance of this distinction between mis- and disinformation. However, a practical distinction
may be that disinformation is generally created and spread for economic gains or for political or ideological goals, and
it can be exacerbated by how different audiences and communities receive, amplify, and engage with disinformation
[3]. This is different to falsehoods being spread in good faith by people concerned about health risks, vaccines or tech-
nology, for example. The risk of disinformation includes threats to democratic political processes and values, which can
specifically target a variety of sectors, such as health, science, education, finance and more. What makes disinformation
especially harmful is that it can take the form of both a single message as well as multiple interrelated messages, such
as a targeted disinformation campaign.

Police Authorities (PAs) have observed that criminal activities such as hate speech, violence, riots, and terrorist attacks
are regularly preceded by disinformation campaigns. An infamous example is the Capitol riots in the United States (US) in
January 2021. A disinformation campaign that increasingly gained attention on Facebook, claimed that former President
Donald Trump was working against a so-called ‘criminal deep-state’[5]. The disinformation alleged that members of this
deep state, elite associates of the US government, media, and business, were actively trying to undermine him. Within
this context, it was claimed that President-Elect Joe Biden had ‘stolen’ the election from his opponent (and then Presi-
dent) Donald Trump by election fraud. This narrative eventually led to a crowd of rioters storming the Capitol building
in Washington DC during a joint session of Congress to formalise Biden's election victory. Five people were killed in the
riots, including a police officer, and many more people were injured, including 135 police officers. Afterwards, questions
arose about whether the police were adequately prepared for the riots [6].

The impact of disinformation in stoking public disorder and violence in the US has been felt across the world. Based
on interviews with five European PAs, a shared need was formulated to improve readiness for the harmful or even crimi-
nal effects of disinformation on the local level." At present, PAs tend to be short on staff with relevant knowledge on
the disinformation process, which is fundamental when seeking to counter its damaging effects on social order, safety
and security. Therefore, the first step in aiding not only these PAs, but practitioners tasked with handling the real-world
consequences of disinformation more generally is to enhance their understanding of the complicating dynamics around
disinformation, grounded in academic theory, while at the same time providing practical guidance.

This article was written within the context of the EU funded research project VIGILANT which aims to develop an inte-
grated platform of advanced disinformation identification and analysis tools to cover disinformation from major sources.?

1.1 Literature review

Attempts have been made to provide guidance and clarity on the threat of disinformation for practitioners, who are
often tasked with dealing with its real-world impact. For example, the RAND Corporation published guidelines for PAs
on how to combat misinformation particularly around the COVID-19 pandemic [7], while the EU issued a handbook to
provide local and regional authorities with recommendations on how best to counter disinformation [8]. These publica-
tions focus on countering mis- or disinformation, but provide little understanding of its underlying mechanisms, how it
spreads, and its consequences. Furthermore, the guidance offered in these publications is rather practical and therefore
does not describe the necessary insights from academic literature to adequately understand the behavioural and cogni-
tive drivers of disinformation. An academic handbook on disinformation, edited by Arcos, Chiru and lvan [9], does offer
such insights into the dynamics of disinformation. However, for all that it offers in knowledge on the subject, it in turn
misses the required accessibility and applicability for use by practitioners. As such, this provides an opportunity to build

! These interviews were carried out within the context of the VIGILANT project.

2 The EU VIGILANT project aims to address these issues by developing an integrated platform of advanced disinformation identification and
analysis tools to cover disinformation from major sources, in all modalities, and in multiple languages. Functioning as a thorough theoretical
base of the complete VIGILANT project, this article develops a conceptual framework of disinformation, which provides conceptual input
for the technological tools that are developed in other work packages of the project. The model may also help prevent overlooking relevant
aspects of disinformation in later phases of the project. For more information about VIGILANT, see: https://www.vigilantproject.eu/.
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on this work by developing accessible and practical guidance on the dynamics of disinformation that strikes a balance
between theory and practice.

There are numerous frameworks and models that attempt to make sense of the disinformation phenomena in aca-
demic literature. Owing to the relative novelty of this field of research, there is a strong line of research on develop-
ing taxonomies and typologies for concepts relating to disinformation (e.g. [10]), while others have sought to provide
frameworks for the multimodal nature of disinformation content [11]. Indeed, much of the recent academic research on
disinformation has focused on the technical aspects of detection, whether it is employing language models to design
multimodal detection systems (e.g. [12]) or more theory-driven detection models that analyse writing features of con-
tent (e.g. [13]). Furthermore, steps are being taken to develop more sophisticated computational [14] or automated
[15] frameworks and methods for detection. Although these are useful technical solutions for detecting and analysing
disinformation content, they do not provide a satisfactory theoretical explanation of the dynamics that underpin the
creation, spread and effect of disinformation.

One of the most comprehensive frameworks on disinformation is DISARM (DISinformation Analysis & Risk Manage-
ment): an open-source framework designed to identify and counter disinformation [16]. It provides both a conceptual
and practical understanding of disinformation by comprising a structured methodology for identifying, analysing, and
mitigating the tactics and techniques used by proponents of disinformation [17]. Similar to this, Kozyreya et al. [18]
developed a toolbox of individual-focused interventions which provides a comprehensive conceptual overview of how
to counter misinformation. Both frameworks achieve an effective synergy of theory and practical guidance. However,
the focus remains on the what (detecting and countering disinformation) and not the why (underlying mechanisms of
disinformation spread). An understanding of the latter is precisely what practitioners need in order to more effectively
carry out the former.

There is a considerable body of research in the social and behavioural sciences that provides frameworks for analysing
the underlying drivers of disinformation. For the most part, however, these relate to the dissemination or diffusion of dis-
information in online social networks (e.g. [19]), often employing computational methods (e.g. [20]). That said, Froehlich
[21] developed a framework that gives insight on the creation, dissemination and effects of disinformation. Yet, he focuses
specifically on the legitimation and sustainment of disinformation,how people’s own critical thinking and the power of
cognitive authorities can sustain belief in ‘fake news® Similarly, Arayankalam and Krishnan [22] attempted to synthesise
this rather fragmented body of research on disinformation through a systematic literature review, focusing particularly
on the “psychosocial antecedents of its spread” and subsequent impact. The authors conclude, based on their review, that
further research is needed to establish a much-needed theoretical and methodological grounding for understanding
disinformation, highlighting the importance of taking into account behavioural, social and environmental factors [22].

The framework developed by George, Gerhart and Torres [23] does provide a comprehensive multi-disciplinary the-
oretical grounding for the underlying dynamics of the creation (including the underlying motives) and subsequent
spread of disinformation for ‘fake news research’ The authors focus on (1) distinct relationships that cause the message
to accelerate, perpetuate and eventually cause societal impact,and (2) the roles that different actors—Ilike creators and
consumers—play. Although this framework helpfully illustrates the main elements of a general disinformation process,
some important gaps were identified. The importance of context in the process was lacking. According to Hameleers
[24], context is key when it comes to understanding the actors, intentions, and techniques behind disinformation. For
instance, it is important to consider the role that different threats, political challenges, media ecosystems and specific
events can have on the spread and impact of disinformation such as, for example, the current hybrid threat environment
[25].* Moreover, the description and framing of the real-world (often criminal) implications of disinformation in George
etal’s [23] framework miss the nuance and detail required to adequately explain the escalatory reinforcing relationships
between the factors that underpin the dynamics of disinformation.

Evidently, multiple disinformation frameworks exist from various disciplines such as communication studies, psy-
chology, political science, sociology, and computer science. This plethora of research carries the risk of fragmentation,
as researchers often focus on isolated aspects of the problem. There is a gap in the current literature on disinformation
theory for a truly multidisciplinary conceptual or theoretical framework for understanding the causes, contents and

3 Disinformation is often referred to as ‘fake news, but this is an inadequate term because disinformation often involves content that is not
completely ‘fake’ but fabricated information blended with facts and practices that go well beyond anything resembling ‘news’ [3]. Neverthe-
less, the present article includes the review of literature using the term ‘fake news’ in addition to other terms for disinformation precisely
because it is often incorrectly used as a term for disinformation in general.

* For more information on context, see chapter 3.1 Context.
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consequences of disinformation that incorporates behavioural, cognitive and communication science perspectives. Fur-
thermore, as mentioned previously, there is a need for such a framework to be practicable and applicable for laymen or
practitioners, particularly those on the front line of safety and security work. Given these gaps, the purpose of this paper
is to develop a comprehensive framework that explains the creation, spread and impact of disinformation, synthesising
academic theory to provide practical guidance for practitioners.

1.2 Research problem

There is need for greater understanding, knowledge and expertise about disinformation within the authorities tasked
with dealing with the real-world consequences of the phenomenon. Based on the practical and theoretical discussions
as described above, this article sets out to answer the following research question: “Which conceptual elements consti-
tute the disinformation process that can escalate to harmful or even criminal behaviours?”. It aims to contribute to (1)
practice, by aiding practitioners to understand and thereby being able to respond adequately to disinformation, as well
as to (2) theory, by developing a conceptual model that demonstrates the relationships between the different elements
of disinformation and how its impact is affected by diverse factors.

The following chapter explains the research methodology. In Chapter 3, the developed ‘C5 Interaction Model'is pre-
sented, including a detailed description of its various elements. Chapter 4 discusses the findings, categorised along two
lines: its academic contribution and its practical relevance, as well as some limitations. The article ends with Chapter 5,
which includes the conclusions of this research report.

2 Methodology

With the aim of collecting as many key elements of the disinformation phenomenon as possible, the developed C5
Interaction Model (discussed in Chapter 3) is primarily based on insights acquired from existing academic literature from
various disciplines, including communication and media studies, sociology, and psychology. The first step in the literature
review was to build the basic foundations of the model, such as the main factors in the process of disinformation and
how they relate to each other.” To limit the number of articles to be scanned, the focus of this part of the review was on
existing literature reviews and meta-analyses because they already offer a comprehensive review of a certain academic
field and ensure a state-of-the-art analysis. This methodological choice can be seen as a limitation because already syn-
thesized data was re-analysed again. However, due to time constraints this was still preferred and the newly combined
data was nonetheless able to create something new. Keywords such as ‘review disinformation causes; ‘disinformation
review content’and ‘fake news riots’ were used to search relevant literature; mainly via Google Scholar. Moreover, when
considered useful, stand-alone academic papers and related literature were also included through snowballing, a com-
mon activity in literature research that consists of identifying new articles quoted in the papers already analysed. The list
of academic articles includes purely theoretical papers as well as more practical ones, including case studies.

The data was then analysed using the Grounded Theory Method [26]. This method ensures that new theories or models
are built based on the systematic collection of data. By using a coding system, the literature was thematically assembled
into groupings of articles related to the same aspect of disinformation. For instance, an article providing insights on the
platforms used to create and/or spread content was coded under “Channels’, which was subsequentially categorised
under the code “Content”. This thematic analysis allowed the authors to break down and group different aspects of the
collected literature. To measure inter-rater reliability, the coding was carried out in two main phases, whereby the codes
were checked by another author and then confirmed or discussed in order to adjust where appropriate. While no for-
mal inter-rater reliability coefficients (e.g., Cohen’s Kappa) were used, coding was iteratively refined through collabora-
tive discussions aimed at achieving consensus, following principles of reflexive thematic analysis [27]. Coding was also
facilitated by corresponding it with five initial use cases® provided by the PAs to the VIGILANT project, which ensured
the coding remained relevant for practical application. A questionnaire was created and organised into four parts: (1)

5 51 articles were analysed for specifically the conception of the model. For reporting purposes, a total of 120 articles were used, including
the 51 of the initial literature review. Additional references were for instance added to justify the methodology or the background informa-
tion of the completed work.

5 Five PAs are a members of the VIGILANT project: Catalonia (Spain), Estonia, Germany, Greece and Moldova. Each of them provided a use
case of a realistic scenario in which they encountered disinformation.

@ Discover



Discover Global Society (2025) 3:58 | https://doi.org/10.1007/544282-025-00194-5
Research

Fig. 1 The coding process
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description about the use case, (2) questions about relevant factors, (3) the relationship to criminal behaviour, (4) the
investigative process, and (5) the (technical) support they would have wanted. In addition, two use cases in collabora-
tion with the Catalonian police were written following the same questionnaire as well as three additional use cases were
created based on open-source information about (1) The Dutch Willem Engel Court case, (2) The US Capital riots, and (3)
a New Zealand court case on disinformation. These ten distinct and structured use cases fed information to the authors’
understanding on different disinformation processes. This iterative process, completed as part of the Grounded Theory
Method, allowed the authors to gradually construct the conceptual model. Once this had been completed, steps were
taken to validate the model by applying it to a disinformation use case developed in conjunction with the Catalonian
Police within the VIGILANT project.

The main codes became clear quite early in the analysis process as articles and codes were thematically grouped, and
later also became the main elements of the C5 Interaction Model: Context, Causes, Content, Consequences, and Cycle of
Amplification. Causes, Content, and Consequences had already been suggested by the experts engaged in the proposal
phase of the VIGILANT project, which were reflected in meta-analysis articles like George et al. [23] and Arcos et al. [25].
As aresult of the iterative literature review, the codes Context and Cycle of Amplification were identified as main contrib-
uting factors. First, Context was added as multiple articles referred to contextual factors such as social context [28], the
hybrid threat environment [25] and national policy and legal differences with regards to disinformation [29]. Since the
context is often neglected in disinformation research [22], even though it is vital in influencing the path of disinformation
messages, it is one of the two codes that were chosen to emphasize more. The second code is the Cycle of Amplification.
This was mainly inspired by George et al. [23], who created a framework to help drive future research on disinformation.
After finding what George et al. [23] refer to as the cycle of amplification, the authors recognized (parts of ) that element
in other articles as well. For example, when Zhang and Ghorbani [28] refer to social context, they actually argue that it
heavily influences to what extent messages are disseminated, hence to what extent it is amplified.

Once the basic foundation of the model was constructed (i.e. the five‘Cs’and the general process of disinformation), a
second literature review of empirical studies was then conducted to identify, develop and explain the subfactors for each
main factor. This was necessary because although the meta-analyses provided useful broad overviews of the phenomena
of disinformation, a more granular approach was needed to better understand and describe the specific mechanisms
of each sub-factor and why it is relevant to the overall model. For instance, under the main code Causes, the following
subcodes were used: Creators and Motives. In turn, they could have their own subcodes as well. For example, under the
subcode Motives was a lower level of codes: Political and Financial. Although a distinction was made between the use
of overarching literature reviews and empirical studies in this process, there is some overlap between the two types of
literature reviewed for this paper in explaining and supporting certain subfactors. This was done in order to simultane-
ously provide the necessary level of detail required to understand the specific mechanisms of disinformation in the
subfactors, while also ensuring it is understood within the wider context of disinformation and its impact on society.
Therefore, when explaining and justifying (sub-)factors in the main body of this paper, theoretical and empirical evidence
is at times intertwined.

By using this layering in the coding, a useful overview and step-by-step breakdown of the important elements of dis-
information could be identified. Moreover, the model was refined by turning the analysis around; the authors zoomed
out, undertook a high-level analysis of all the subcodes breakdown and were able to detect the overarching themes: the
main C5 elements and subsequent factors could then be either re-affirmed or altered (Fig. 1).

@ Discover



Research
Discover Global Society (2025) 3:58 | https://doi.org/10.1007/544282-025-00194-5

Events
Political
Social

Breaking news Motives
ldeologllcal
- Financial
Societal trends
Hybrid threats
Political climate
Z55 Cawses Content B

Creators
con tex' Organisation / Individual
Non-human / Human
Settlngs State / Non-state
Region
Period
System

Suscepegsi ility \

Interventions Bl

Detection Heuristics and biases
Debunking Exposure

Inoculation
Dissemination

Regulation
Social status

Individual characteristics
Echo chambers.

Fig.2 The C5 interaction model

The main codes correspond to so-called ‘C5 elements’ in the model, while the subcodes correspond to factors and
subfactors. At times, it was necessary to rework multiple aspects of elements based on the authors’ own discretion, which
itself was based on findings in the literature. The extent to which codes and subcodes were cross-referenced and their
occurrence in the literature also influenced whether they were integrated into the model. As the figure above demon-
strates, one article could be relevant for multiple (sub-)codes, as it can discuss different topics. On the other side, some
initial subcodes were deleted because they were not reflected strongly enough in the literature. Finally, it should be noted
that the list of factors is not exhaustive, and their descriptions are not all-encompassing because disinformation, along
with the online information environment, is constantly evolving and highly dependent on contextual circumstances.
This article focuses on the most important and thematically relevant factors and their interrelationships.”

3 The C5 interaction model

The coding of relevant literature highlighted five main aspects of disinformation that constitute the C5 elements: Context,
Causes, Content, Consequences, and the Cycle of Amplification. Although the role of the Cycle of Amplification has been
identified in multiple recent articles, emphasising the importance of it to the development of disinformation is one of the
main contributions of this model. This model (see Fig. 2) outlines the interactions and interrelationships between these
five factors and its subfactors. The model also seeks to emphasise that, due to the nature of the relationships between
these factors, the same piece of content can have different consequences, depending on which factors are at play and
to what extent. This is important when trying to develop an understanding of how disinformation campaigns can lead
to harmful or even violent consequences.

The C5 Interaction Model (shown in Fig. 2) depicts the five elements that play a role when exposure to disinformation
content leads to cognitive and behavioural effects:

7 All initial, the way they were found and subsequently coded articles for the conception of the model were organised in an Excel sheet
which will be made available upon request.
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The Context (social, cultural, political, or economic factors, important events, or relevant trends).

The Causes (creators and their motives).

The Content (the tailored piece of disinformation).

The Consequences (short and long-term effects on the consumer and society).

The Cycle of Amplification (the interaction of receiver susceptibility, dissemination factors, and the possible interven-
tions to counter the cycle).

AN =

The following sections describe each of the main elements of the C5 Interaction Model, its factors and subfactors,
in more detail. Each section starts with a visualisation to present an overview of the breakdown of each element. The
corresponding factors and subfactors are only meant to display that they are grouped together in different layers: each
element (Cin the darkest colour), can be categorised in a layer of broad factors (slightly lighter colour), which in turn can
be categorised into more detailed subfactors (lightest colour). For instance, looking into C1 Context could mean analys-
ing 'Setting’ which can be done by investigating the ‘region’and/ or ‘period. This list is indicative and non-exhaustive. It
covers the main elements of disinformation. Moreover, many interrelations exist between the factors and subfactors.
The most relevant ones are described in the following sections.

3.1 Context

As previously discussed, disinformation is considered to be a‘context-bound phenomenon’; which is to say that the con-
text in which the disinformation exists is fundamental to understanding the actors, intentions, and techniques behind the
manipulation [24]. Indeed, as argued by Zhang and Ghorbani [28], social context is a crucial determinant of the extent
to which messages are disseminated, to what extent they are amplified and what effects they may have. Despite this,
however, the importance of context is often overlooked in academic literature on disinformation [22]. Context refers
to anything related to the social, cultural, political, or economic setting or environment, including important events or
relevant trends, in the wider society (see Fig. 3).

C1l Context

Societal

e trends

Fig.3 A breakdown of the C1 element context
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3.1.1 Setting

This is perhaps the most important contextual factor that influences the potency of disinformation is the setting in
which it is sent and received. The geographical region or period in which a disinformation campaign is waged will
determine what the disinformation looks like, what it says, how it is presented, and who it targets. Setting, therefore,
intrinsically influences the creation, dissemination, amplification, and effects of disinformation.

The specific region in which the disinformation is disseminated is a fundamental subfactor to consider. As Humprecht
[30] demonstrated, the content and style of disinformation changes from country to country. For example, online disin-
formation in the US and the United Kingdom (UK) is predominantly politically partisan, whereas in Germany and Austria
sensationalist stories predominate over political content [30]. This can also be explained by the unique political systems
in the US and the UK, discussed in more detail below for political system. Furthermore, Humprecht [30] found that online
disinformation in English-speaking countries tends to target political actors, whereas in German-speaking countries,
the main focus is immigrants. As such, other region-specific indicators are important to consider when assessing the
contextual conditions of disinformation, such as how resilient a society is, levels of populism, polarisation, media trust,
time spent on social media platforms, media literacy, and the strength of the public broadcasting service. Furthermore,
the cultural context of a region can be a useful determinant of how effective disinformation will be, how susceptible
people are and the extent to which it can spread (see Chapter 3.1.5).

Aside from regional differences, the specific period in time in which disinformation is disseminated is an important
contextual subfactor. Overall, disinformation campaigns that are being waged today can be considered to take place in
the so-called disinformation or‘post-truth’age [31] which refers to the present era of corrupt information environments
[32]. Within this era, more contentious periods take place that feed disinformation, like the COVID-19 pandemic [7]. The
WHO (World Health Organisation) even called the increase in disinformation due to COVID-19 an international ‘infodemic’.
Since there was a lot of insecurity around COVID-19, which scientists could not provide an immediate response to, it was
fertile ground to create and spread disinformation [33].2 In response, the WHO launched a special platform for policymak-
ers, academics and public health professionals to come together with media organisations, social media platforms and
civil society to devise a new framework on how to deal with the COVID-19 infodemic [34].

Perhaps the most important subfactor for setting is the political system. This broadly refers to the formal, constitu-
tionally enshrined institutions, processes and structures that constitute a state and its political order [35]. This is distinct
from the subfactor political climate which refers to more temporal political discourses at a particular time, rather than
the more static and permanent regime of institutions and processes that comprise a political system.® As comparative
research shows, the type of political system (non-democratic versus democratic regimes) is a strong determinant of the
likelihood of disinformation spread [36]. Such research on different types of democracies specifically is, unfortunately,
scarce.'® Nevertheless, it should be acknowledged that, for instance, the rigid two-party system used in the US, and to a
lesser extent in the UK, is unique compared to other advanced democracies in Europe which generally operate under a
multi-party system. Similarly, the UK’s first-past-the-post electoral system is also unique compared to the proportional
representation systems favoured by other European states. Therefore, the way in which disinformation manifests, spreads
and takes effect may be vary depending on the particular type of democratic system.

3.1.2 Societal trends

Similar to the setting, societal trends also play a significant role in determining the nature of disinformation. The concept
of Societal Trends refers to a more specific, temporal set of trends in society that can influence how disinformation is
created, disseminated, amplified, and takes effect. For instance, although EU countries may have a similar setting (region
and period), each country—and within that, each social group or political class—will be facing different types of threats,
be exposed to different political challenges, and be part of different media ecosystems, thereby influencing the nature
of disinformation to which they are exposed.

8 More about the amplification process can be found in C5 3.1.5 Cycle of Amplification.
° More about political climate can be found in C1 3.1.1.2.5.

1% However, considerable research has been conducted measuring phenomena such as polarisation in different political contexts, such as
European multi-party systems (e.g. [132]).
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Fig.4 A breakdown of the C2 element causes

C3 Content

Forms | Channels | Strategies

Fig. 5 A breakdown of the C3 element content

The targets of disinformation are often unaware that such illegitimate uses of digital media are in fact related to wider
hybrid threats and information warfare activities [25]. Hybrid threats refer to activities of an adversarial that are difficult
to detect, attribute and hence to counteract and remain below the threshold of war. In that context disinformation
campaigns are popular to sow discord amongst populations through for example proxies to make it difficult to see the
true source. In recent years, foreign actors and their proxies have begun weaponising information to fulfil their nefarious
motives and forcefully alter public beliefs or perceptions about a certain person, event, or body [37]. This is often referred
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C4 Conseguences
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Fig.6 A breakdown of the C4 element consequences

C5 Cycle of Amplification

Susceptibility | Dissemination Interventions

Fig. 7 A breakdown of the C5 element cycle of amplification

to as Foreign Information Manipulation and Interference (FIMI) [38]. Extensive research shows that hybrid actors, such as
Russia, exploit digital media and online environments to test and deliver their messages—a growing trend that poses a
major security threat to democracy [25].

Another societal trend that can influence the nature of disinformation is the political climate of any given context. This
refers to the temporal nature of political discourse and debate at a particular moment in time in a particular political
setting. For example, research shows that in Portugal, one of the main targets of online disinformation during the 2019
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election was corruption [39]. Corruption was the most pressing political issue at the time with the former Prime Minis-
ter, José Socrates, being accused of corruption and tax fraud which meant that the presiding Prime Minister, Antonio
Costa, who was seeking re-election, became the main target for disinformation campaigns related to corruption [40].
The political climate was clearly an important contextual factor that determined the content of disinformation during
those elections.

The present-day media ecosystem has helped facilitate the “extensive, unrestrained and sometimes systematic dis-
tribution” of disinformation [41]. Bok3a [42] demonstrates how in the case of Russia disinformation moves through a
so-called “amplification pyramid”in which state-run media initiate messages intended for circulation. These messages
are then distributed by experts or political representatives, after which the disinformation moves into disinformation
websites, online social networks and to its users, trolls and bots. Boksa [42] argues that disinformation slowly transforms to
misinformation, as people unknowingly are spreading false information.'" As societies continue to move towards digital
dependency, it is more difficult to find trustworthy media sources (Alcott and Gentzkow 2017). It is argued by some that
we are living in a ‘post-factual’ information setting [43]. This fragmented media ecosystem presents serious challenges
to countering disinformation, mostly due to the sheer volume and breadth of the reach of disinformation which makes
it hard for fact-checkers and news organisations to keep track and debunk [25].

3.1.3 Events

Disinformation is often predicated on the occurrence of specific events that hold a certain significance to the target
audience. Such events draw attention from the media and the audience and are often surrounded by ambiguous infor-
mation—ambiguity that purveyors of disinformation seek to exploit so they can dominate the narrative and frame the
event in a way to further their agenda [38]. This is effective in stoking divisions as it taps into the so-called 'hostile media
effect’ which is the phenomenon whereby people on opposite sides of a divide perceive identical news coverage of an
event as biased against their side [25, 44].

" More about the amplification process can be found in C5 3.1.5 Cycle of Amplification.
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Political events such as elections, referenda, or protests, are often the focus of disinformation campaigns. Research
shows that disinformation spikes during election cycles [24, 45], famous examples of which may be the 2016 US presi-
dential election [46], the 2016 Brexit referendum in the UK [47] and more recently the EU parliamentary elections [48].
Political protests can also act as a trigger for disinformation campaigns, for example, when the Chinese state upped its
disinformation output to discredit the 2019-2020 protests in Hong Kong [49]. This subfactor refers to specific political
events that can be used as leverage for disinformation campaigns, rather than the political mood or climate of a country,
which is more abstract, affective and fluid.'? (political climate is covered above in Chapter 3.1.1.2).

Similarly, social events, such as public, national, or religious holidays, celebrations, or festivals, can act as triggers for
disinformation campaigns. For instance, Russian disinformation outlets sought to stoke fears over the ‘Islamification’ of
Europe by falsely claiming that Christmas lights were being banned by the EU to appease immigrants and that snow-
men were banned because they are a racist symbol [50]. Commemorations of 9/11 have also become trigger events for
disinformation campaigns [51, 52].

Other prime targets for disinformation are breaking news events. The most prescient example of this was the initial
outbreak of war in Ukraine. In its research on Russian disinformation, the European External Action Service [38] docu-
mented various key incidents in the Ukraine war and mapped them to related disinformation campaigns instigated by
the Kremlin. Cases of disinformation were often in response to breaking events in the conflict, but also often pre-empted
conflict events in the hope of framing the events in a certain light before they took place [38]. Another example is the
Russian disinformation campaigns that artificially hyped up the bedbug scare in Paris in the summer of 2023 [53] or
which promoted counter-narratives after the MH17 disaster to paint a false picture of the Kremlin's involvement [54].

3.2 Causes

The element Causes includes two factors that help define the source of the content creation: the creators themselves
and their motives. Causes interacts with Context as contextual factors may create opportunities for creators and their
motives. In other words, creator’s motives may involve the exploitation of a specific opportunity that arises from favour-
able contextual occurrences, such as an event or social trend (see Fig. 4). For example, the growing trend of the hostile
media effect (C1 Context), may represent a sufficient opportunity which then motivates a creator (C2 Causes) to exploit
it with disinformation content.

3.2.1 Creators

Different types of creators have been identified in the literature and can be characterised based on three overlapping
categories, as described below. For example, the creator can be a fake ‘news agency’and therefore be characterised as
a non-human, organisation, and non-state actor. For example, a head of state spreading disinformation on social media
platforms or online social networks would be characterised as a human, individual, and state actor.

Disinformation content can be the direct creation of a human agent who initiates and hands-on publishes the content
on the chosen platform. It can also be produced by a non-human agent, most often cyborgs or social bots [55]. Non-
human agents are most likely automated and allow not only for the creation but also for the mass sharing of content,
thus providing a greater capability potential than humans.

The literature identifies both isolated individuals and organisations as creators. Organisations can be companies as
well as organised networks. Budak [56] has identified several organisations, acting as what he calls ‘fake news agencies,
during the 2016 US elections.

A third and last distinction can be made to characterise actors in relation to whether or not they are a state-actor or
related to one. Disinformation campaigns are often related to hybrid warfare and fulfil geopolitical motives [25]. For
instance, Russia and China engage in so-called FIMI to manipulate global discourse in a way to “sow divisions in the
societies, denigrate democratic processes and institutions and rally support for its imperialist policies” [38].

12 More about political climate can be found in C1 3.1.1.2.5.
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3.2.2 Motives

Motives refer to the underlying reasons for individuals and organisations to engage in the creation of disinformation
[23]. This factor is explicitly about the motive to construct disinformation and not about the consumption or sharing of
it. The former of the two is addressed as part of ‘susceptibility, whereas the latter is analysed as ‘dissemination’'® Lazer
et al. [57] state that all traits of disinformation aim to draw users’ attention to read and share it, with two main objec-
tives: financial or ideological gain. Of course, disinformation content or campaigns can be motivated solely by social
or interpersonal conflicts, such as defamation, spite, revenge, character attacks, bullying or ridicule [58]. However, the
scope of this research is focused on disinformation that leads to harmful or even criminal behaviour that has a society
wide impact and requires PA involvement. Such cases of disinformation tend to be on a much smaller scale and, although
they may arise from interpersonal conflicts, are nonetheless often intertwined with political or financial motivations [59].

Financial motives can include revenue generation from advertising opportunities in combination with low operating
costs and the fact that few means are required to fabricate disinformation [23, 57]. Specifically, Lazer et al. [57] argue that
fraudulent strategies exist to create and share disinformation that gets as much traction as possible just to gain such
financial revenues. For example, the driving force behind a for-profit troll farm in Veles, Macedonia, which was set up dur-
ing the 2016 US Presidential election, was financial revenue rather than political influence [60]. There may be instances
of purely economic-motivated disinformation that seeks to disrupt economies, take control of markets or undermine
competitors. Although there is a growing concern over this [61], there is little evidence to suggest that disinformation
has a direct effect on economic performance and in any case, it is usually politically motivated.

Governments and other (aspiring) political actors can create disinformation for ideological motives [23]. Politically
related fabrications can be carried out with a wide variety of aims including the persuasion of a population towards a
partisan political option,to deceive or confuse a target; or to sow mistrust against government authorities, institutions
or other communities [25]. A prime example of politically motivated disinformation is the type of FIMI disinformation
carried out by Russia and China (see chapter 3.1.2.1 above on state actors). For instance, Russia wants to be seen as a great
power, so it serves the Kremlin to spread messages highlighting weaknesses in Western political institutions while at
the same time gaining support for its own policies [38]. Religious or cultural differences, factions or conflicts are another
important consideration here. Like political conflicts, religiously motivated disinformation campaigns are often initiated
with an ideological goal in mind (such as inciting hatred against social groupsor undermining civic institutions) [62].

3.3 Content

Content relates to the constituent parts of any given piece of disinformation (see Fig. 5). For instance, what form does the
disinformation take (e.g., text-based or visual)?; how is it being disseminated?; what action or strategy is being propa-
gated?; and which narratives and other storytelling-devices is the disinformation exploiting?

3.3.1 Forms

Disinformation can take on many different forms, such as videos, images, or text-based articles or a combination of them.
Itisimportant, therefore, to grasp what these different forms look like, how they differ from each other, and how they can
be deployed to effectively communicate disinformation. The rapid expansion and proliferation of artificial intelligence (Al)
techniques have ushered in a new era of disinformation which poses “formidable threats to the integrity of information
ecosystems worldwide” [63]. As such, the forms of disinformation detailed in this section (text, headlines and visuals) can
all be subjected to mass-scale automated production and dissemination using Artificial Intelligence (Al) technologies.
Research shows that there are certain qualities and patterns that can be commonly found in the text used in disin-
formation articles that can demarcate them from real news. For instance, the lexicon used in disinformation tends to be
more informal and simpler; the text tends to lack substantial information, containing lots of redundant language which
is less analytical and more personal than real news [64]. Furthermore, fake ‘news’articles tend to be a lot shorter than real
news articles, and feature smaller words, less punctuation, fewer quotes, and have an absence of technical words and
logical argumentation [64]. The simple yet compelling features of text-based disinformation messages not only make
the information more persuasive, but also more attractive for repeated and widespread dissemination [133, 134]. In their
study, Horne and Adali [64] found that fake ‘news’ articles required a slightly lower education threshold to read them.

13 See C5 3.1.5 Cycle of Amplification.
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However, this is changing, and fake ‘news’ now more closely mimics the same language used by respectable journalists.
This makes it much more difficult to ascertain whether the information is real or not.'*

Often the headlines that accompany disinformation articles are just as critical to their successful dissemination as the
content itself. Headlines tend to be bombastic and controversial, laced with emotive language that exaggerates and
sensationalises the topic [45, 135]. As Munger et al. [65] suggested, attention-grabbing headlines are for enticing people
to read and spread disinformation. Such headlines must appeal to the emotions, feelings, and identity of the audience,
while exploiting certain emotions and partisan cues [65]. The aim of these ‘clickbait’headlines is to grab readers’ attention,
exploit their heuristics and push them to disseminate with as little scrutiny of the article as possible [64, 65].

A significant proportion of disinformation is disseminated through visual imagery. According to Weikmann [136],
visual disinformation differs from text-based disinformation in relation to: production (the level of sophistication of the
visuals matters more with visual disinformation and varies significantly); processing (greater realism and visual stimuli can
affect attitudinal and behavioural change more directly); and effects (leads to stronger and possibly different effects than
text). Visual disinformation can be classed along two dimensions: modal richness (whether still or moving images are
used) and manipulative sophistication (the level of creation technique used; Weikmann 136). Multimodal disinformation
(i.e., text and visual) is seen as more credible than mere textual disinformation because an image provides a more direct
representation of reality and lends “an inherent evidential quality to a story” [63, 66] Fabricating images and videos is
not a new form of disinformation, but recent technological advancements have supercharged the speed and breadth of
production and dissemination. Early research suggests that generative Al at least contributes to people’s cynicism and
uncertainty of news sources, which can lower trust in news articles on social media platforms [67].

3.3.2 Channels

Channels are the means through which to communicate disinformation to audiences. Different channels allow for dif-
ferent types of dissemination, effects, and reach. Of course, this list is not exhaustive, and disinformation is often spread
using other types of websites and online social networks, such as message boards, chat forums, and blogs.

Social media platforms—such as Facebook, Twitter (now X), TikTok, and Snapchat—are ripe for the dissemination of
disinformation [68]. Information can be spread instantaneously through online social networks around the world via
these platforms, transcending culture and geography to reach global audiences. Recent advancements in the algorithms
that underpin social media platforms mean that the communication speed and reach of online social networks on these
platforms is now matched with a highly sophisticated system of personalised targeting [69]. These characteristics con-
tribute significantly to the proliferation of disinformation [70, 71]. Online social messaging services, such as WhatsApp
or Telegram, are also being used to effectively disseminate false information. For example, both in India and Brazil, mes-
saging services such as WhatsApp, are now the main avenues by which disinformation is spread [72, 73].

The disinformation that is spread on social media platforms and messaging services often originates from news web-
sites. This includes state-controlled channels that have an affiliation with a state actor, such as RT" (formally Russia Today),
as well as channels that have no official link to state actors but still toe the state line, such as Red [74]. News websites also
refer to independent inauthentic news websites posing as real news agencies or websites that peddle disinformation,
and conspiracy theories [38]. For example, during the 2016 US Presidential election, more than 100 pro-Trump fake news
websites were registered at a for-profit troll farm in Veles, Macedonia [75]. Another category can include websites that
are impersonating actual news websites, using their authority to share untruthful information and making it difficult
for an internet user to see that they are consuming disinformation [76]. Lastly, authentic news agencies or‘mainstream
media’ could contribute to the spread of disinformation simply by reporting on it, which creates more attention for that
specific campaign and thus can unintentionally contribute to the cycle of amplification [31]. See chapter 3.1.5 below on
the C5 Cycle of Amplification.

Online influencers are now being recruited and targeted by malign actors to channel their disinformation to new or big-
ger audiences. These actors mostly operate on social media platforms but can also be employed in other forms of broad-
casting media, such as tv-shows, radio broadcasts, or podcasts. Influencers can wield significant influence over their audi-
ence—perhaps more than other political or state actors—uvia their chosen medium, whether it is a blog, video-sharing

% Information from a panel during the Community for European Research and Innovation for Security (CERIS) workshop on Disinformation,
Fake News and Hate Speech, held on 11 May 2023.

5 RT s a Russian state-controlled international news channel.
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platform, or social media platform and can therefore amplify the spread and impact of disinformation (e.g., [23]). China
is broadening its use of social media influencers to counter criticisms of the country’s human rights record [38], while in
the Philippines, populist former President Rodrigo Duterte recruited influencers to mobilise his supporters—so much so
that most disinformation in the country is perceived to come from influencers, bloggers and vloggers [77, 78].

3.3.3 Strategies

Several strategies for disinformation messaging exist that are each closely related to its creators’ motives. In this context,
strategies are defined as the general means by which one would achieve one’s overarching goal with disinformation. In
general, most creators want to persuade the receiver of something, or at least cast enough doubt on perceived reality to
make persuasion possible. Persuasion can be achieved by using strategically formulated messaging that uses language
that undermines truth and plays on emotion; perhaps even connecting with the audience by signalling authority and
homophilic characteristics (i.e., shared features between the disinformation creator or message and the receiver) [23].
Of course, these strategies are all interlinked and are often employed in tandem or sequentially as part of the same
campaign.

The objective of disinformation is often to persuade an audience; either to shift attitudes towards a certain standpoint
or to simply shift attitudes away from a conventional truth. Arcos et al. [25] argues that both rational and emotional
persuasion can be used. Wiggins [133] considers that the sensationalist and attractive way in which most disinformation
is presented fits into the peripheral route of persuasion (emotional), which “implies focusing on those components not
central to the argument or message, but paying more attention to how the message is presented” 133, as opposed to the
central route (rational). Moreover, since the effect of persuasion usually decreases over time, actors aiming to persuade
an audience will want to do this while the public’s interest is at its highest, and before other narratives take over [23].

Another key strategy of disinformation is to undermine democratic processes and perceptions of truth. In other words,
disinformation campaigns often seek to undermine such things as democratic institutions and processes, political actors
and the political process; or even undermine perceived reality and truths of a certain audience. These activities are closely
related to the subfactor political motives (C2 Causes) and can also include denigrating and misleading the public. The
ways in which actors seek to achieve this can include, but are not limited to, conspiracy theories, deepfakes (photo,
video, sounds and text), other manipulation of images, micro-targeting, the leak of apparently official documents, and
the general alteration of history [25].

In a similar vein, another strategy of disinformation is to exploit audience’s cognitive vulnerabilities for financial gain.
For instance, financial motives for creating disinformation can be connected to a fraudulent strategy to make money
from (online) advertisements, baits, views, and clicks [57]. Even though the content of a message might be political, the
underlying motive could be maximum financial gain for the creator and disseminator.

A core element of all these strategies is the narrative. Narratives are broader than one single message or campaign,
and are akin to a storyline or a theme that helps bolster the effectiveness of strategies designed to persuade, undermine
or exploit. For example, a common Russian narrative is to position themselves as a victim of the West [79]. Disinforma-
tion seeks to fuel such narratives by adding contextual embellishment to the main storyline. The most common types of
narratives are often related to political topics or sensationalist rumour [45]. Narratives can also be based on myths, such
as the historical myths propagated by German Nazis in their propaganda narrative to justify violence against certain
people [2]. Finally, most narratives play on emotions as they often encourage strong feelings such as anger, despair or
excitement which are linked to higher reader/user engagement [80-83]. Narratives often use exaggeration to enhance
the emotional and sensational component of the content to attract and engage the news consumer more intensively [84].

3.4 Consequences

Consequences relate to the factors that are the direct or indirect results of exposure to disinformation, especially vis-
ible in the behaviour of its recipients. In other words, consequences are the impact of disinformation (see Fig. 6). This
can happen either at an individual level (micro effects), which then emerge at the group level (meso effects related to
in-group and in-group dynamics), or even escalate to the societal socio-psychological level (macro effects leading to
public disorder). There is a hierarchical and escalatory relationship between the effects of exposure to disinformation
at the micro, meso and macro levels, which can lead to harmful or potentially criminal offline behaviour that requires
involvement from law enforcement authorities. For example, although increased affective polarisation is not directly the
concern of police authorities, the offline behavioural consequences of the effect of polarisation, such as violent protest
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or hate speech, does fall under the jurisdiction of law enforcement. Furthermore, these consequences can in turn lead
to changes to the context in which the disinformation takes place, creating a feedback loop between Consequences
and Context, as denoted in Fig. 2.

3.4.1 Micro effects

Micro-level effects relate to cognitive effects experienced at the individual-level as a result of exposure to disinformation,
which could tap into shared grievances. In other words, the psychological impact of disinformation on an individuals’
cognition. As seen in Chapter 3.1.3, the strategy of a disinformation campaigns is often to undermine populations, cast-
ing doubts and sowing division to allow for the potential of persuasion, whether that be shifts in attitude or behaviour.
Considering that the scope of this paper is about disinformation that can lead to harmful or even criminal behaviours, the
following section is written on that assumption that the initial process of casting doubts and undermining audiences has
already taken place, therefore attitudes and behaviour change may then be possible to influence. It is important to caveat
this with the fact that it is extremely difficult to ascertain causal links between disinformation and attitudinal and behav-
iour change; however, they remain important considerations when analysing possible consequences of disinformation.

A fundamental goal of disinformation is persuasion. Research shows that disinformation, disseminated via online
social networks in particular, is effective in affecting political attitude change in individuals [85]. The ways in which
beliefs become established in individuals are numerous (identity, political knowledge etc.), however people often rely on
cognitive shortcuts to form beliefs and make sense of the vast information environment [23]. For instance, an oft-cited
explanation for the persuasive power of disinformation is confirmation bias: an individual’s tendency to react positively
to information that matches their prior beliefs [23]. Another explanation of persuasiveness concerns the Elaboration
Likelihood Model theory which posits that individuals process information through two paths: (1 a central path of argu-
ment evaluation that requires high cognition,and (2 a peripheral path that relies on heuristics and requires less cognition
[86, 87]. The extent to which information is persuasive depends on which path the information is evaluated through.

From persuasion comes conviction. This refers to “the incorporation of a given fake news narrative into an individual’s
mental model as a deeply held belief”[23, 23].

Ultimately, one of the main desired effects of disinformation is often behaviour change, directly or indirectly. Recent
research by Bastick [88] found that even limited exposure to disinformation (less than five minutes) was enough to alter
individuals’ unconscious behaviour. In a political context, it has been shown that exposure to disinformation—particu-
larly if it was politically charged and intentionally fabricated—had a positive effect on electoral support for populist
parties, regardless of prior support [89]. Populist parties are not the only ones who engage in disinformation, although
it does tend to stem mainly from parties on the extremities of the political spectrum [46, 90, 91]. Although disinforma-
tion alone cannot explain growths in populism, for example, there are signs that disinformation has the potential to
influence unconscious behaviour change, which can therefore lead to changes in conscious behaviours such as voting
and demonstrating.

3.4.2 Meso effects

Individual-level effects can aggregate to generate group-level effects, otherwise known as‘meso effects.

As disinformation spreads and pollutes an information environment, effects at the individual level will eventually
impact groups and communities, potentially leading them to engage in rumour, conspiracy or even seek out extreme
viewpoints. Because of the divisive nature of disinformation [92], people will tend to connect even more with their in-
group (‘their own)people with similar beliefs and experiences) and widen the gap with the out-group (‘the other’). This is
called affective polarisation [93]. Susceptible members of groups may reinforce and legitimise each other’s beliefs. Social
dynamics can influence and strengthen in-group/out-group perception, which lies at the core of polarisation processes,
can lead to organised extremism, and is common in disinformation campaigns. The group becomes a factor of influence
on the cognitions and behaviours of its members, leading to a potential threat to individual autonomy and neutralising
individual critical thinking [88].

Furthermore, the collective polarisation and radicalisation process provides psychological safety and further motiva-
tional triggers for individuals to mobilise and engage in collective behaviours, including civil unrest and potentially vio-
lence. It is well established that communication flows and information controls are “indispensable ingredients of violent
conflict”[94], and there is growing evidence that false or conspiratorial information can be a catalyst for group violence.
For example, research has shown that the spread of disinformation on WhatsApp in India could be a contributing factor
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to an increase in lynchings and violence as users were being predisposed to hate a certain group and encouraged to
engage in violence either motivated by prejudice or by rumour [95]. Furthermore, an analysis of data from more than 150
countries worldwide showed that the dissemination of disinformation is among the drivers of domestic terrorism [96].
That said, as mentioned previously, the causal links between disinformation and offline unrest or violence are difficult
to grasp and there are countless mitigating factors that must be considered when assessing behaviour influencing and
change. Collective behaviour can also mean inaction. Audiences exposed to a lot of disinformation may experience the
phenomenon of “information learned helplessness” whereby people are so engulfed in false information that they simply
give up trying to ascertain the truth [97].

3.4.3 Macro effects

Individual-level effects can aggregate to generate group-level and then societal-level effects. This is referred to as ‘macro
effects.

As individual beliefs become entrenched and news consumption becomes more partisan, the prospect of polarisation
in society becomes more likely. The mindset of ‘us vs. them; often initiated at the individual-level through persuasion and
conviction, is easily extrapolated to the societal-level once people form groups with other like-minded individuals based
on a shared distinct belief [23]. Polarisation occurs when these groups position themselves in opposition to other belief
groups, which creates division and cleavages. Polarisation most often relates to political ideology or social identity, but
it can be predicated on numerous factors.

The next step from polarisation is aversion, defined as “the complete repudiation of opposing views and those that
hold them”[23]. Individuals who are strongly convicted in their beliefs and are members of polarised groups can quickly
transition from benignly avoiding oppositional viewpoints to actively attacking those who hold opposing views, or supply
information, contrary to their own [23]. Aversion therefore goes beyond mere polarisation (forming of partisan groups),
and is the process by which these groups proactively antagonise and resist their opponents.

Polarisation and aversion can lead to a climate of distrust in society, in which the divergence between oppositional
groups causes an erosion of trust. At a societal level, distrust can negatively impact a multitude of factors, such as politi-
cal institutions, the rule of law, the media, or society itself [98]. An example of this that relates to disinformation is the
phenomenon of hostile media effects, discussed above, which is the culmination of polarisation and aversion to create
widespread suspicion and distrust of mainstream news agencies [23].

These effects, whether at the micro or macro level, are the potential consequences of disinformation. As mentioned
above, these consequences can in turn influence or change the nature of the context in which the disinformation takes
place, thereby creating somewhat of a feedback loop between the Consequences and Context factors in the C5 Model.
For instance, if a consequence of disinformation is that it influencers individual attitudes, collective action or levels of
polarisation in society then this impacts the nature of the context, whether that is in regard to the setting, societal trends
or even specific events that have been instigated as a result of the disinformation.

3.5 Cycle of amplification

The Cycle of Ampilification refers to the relationship between dissemination, or propagation, and persuasion, which is
usually the overarching goal behind disinformation (see Fig. 7) [23]. As such, this element demonstrates the interaction
between the first four elements: within a certain context (C1), disinformation messages are created (C2), and based on its
content (C3), the susceptibility of its receivers, (C5) and the dissemination (C5), effects are created (C4), which in turn can
become causes in itself for new disinformation messages or campaigns. To counter the effects of the cycle of amplifica-
tion, practitioners can employ interventions (C5). This refers to any measure that is designed to mitigate or prevent the
spread and impact of disinformation on society. Here, we are not concerned with (psychological or sociological) effects
of disinformation on society but instead with potential interventions that are implemented to counter the dissemination
of disinformation or (in)direct threats posed by disinformation.

3.5.1 Susceptibility
Itis important to note that susceptibility is not a set variable and can constantly evolve. This also means that it is difficult

to establish exact profiles of individuals who would never be susceptible to disinformation, because it can change over
time. Moreover, in general people get information through testimony and tend to believe information by testimony,
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meaning that they only tend to doubt at a later stage [99]. Susceptibility comes from a combination of traits that are more
permanent, like personality traits [100], but also from variations of mood, emotions, and state of mind. All individuals
are, to some extent, led and affected by emotions which influence perception and reaction to the processed information
[80]. Also, context plays a large role in affecting one’s psychology. For example, some contextual amplifiers may have
made more people vulnerable to disinformation during the COVID-19 lockdowns such as the constant uncertainty or
the overload of information [79]. In sum, not every individual will be triggered by the same piece of disinformation and
if they are, they will not be triggered in the same way.'®

One’s beliefs are ideological attachments, in other words, core thoughts that influence the rational and emotional
information process of an individual [68]. Or, in other words: that which an individual believes to be true. In the case of
disinformation, Galeotti [99] argues that beliefs influence the susceptibility of the individual to accept or reject a piece of
new information, as they will tend to accept ideas that are aligned with existing beliefs. This can mean that disinformation
about something that previously was not particularly important to a person (e.g., how vaccines were made in the context
of COVID-19), suddenly generates traction online. Research indicates that a low trust in established governmental and
media institutions turns consumers to alternative media sources and makes them more susceptible to disinformation
[101]. Galeotti [99] also highlights that the more conservative the beliefs, the more the individual may believe in disinfor-
mation. Lastly, reinforced extreme beliefs tend to influence polarisation and binary thinking (false vs true, wrong vs right).

Another factor of influence for susceptibility is found in heuristics and biases [86, 102]. The human brain constantly
makes a high number of quick decisions, most of them unconscious. To reduce the cognitive effort, the brain uses heu-
ristics, or shortcuts, to make quick, deeply rooted, and almost automated decisions [103]. When people are confronted
with a piece of information, they are generally biased to believe in its validity, which is referred to as the truth bias [104]
and is similar to the testimony belief referenced to earlier [99]. Heuristics and biases are mostly influenced by beliefs,
which they also reinforce. An example of this are the earlier discussed confirmation bias and the Elaboration Likelihood
Model theory.!” The strength of the confirmation bias is also closely related to contextual factors and individual char-
acteristics [105].

Even a single exposure to disinformation can increase the perception of its accuracy. This is also referred to as the
‘illusory truth effect’and can pertain even though it is flagged as disinformation at a later stage [106]. Exposure to dis-
information in itself is not a determinant of susceptibility, but when it occurs it strengthens the effects of one’s beliefs
and their biases. By increased exposure, beliefs, polarisation, or even radicalisation can be reinforced. Similarly, one’s
relationship to its social network, and most often the need to belong can increase the susceptibility of gossip consump-
tion and engagement and therefore exposure and the risk of consuming disinformation [107].

3.5.2 Dissemination

Dissemination or propagation refers to the distribution of disinformation [23]. This is enabled by online social networks
since they make it easier for users to share disinformation. High virality metrics, including numbers of likes or shares,
and group norms further amplify the dissemination [23]. This factor is closely related to the context as well. For exam-
ple, growing distrust in media—as a contextual feature of the political climate in a given environment—is seen as an
important influencer of the consumption and dissemination of disinformation [108].

Several authors confirm that people’s social status is strongly related to their propensity to share news content
[109-111]. Specifically, the user can feel that their social reputation is reinforced by showing their social network (which
can exist of several groups) that they are up to date on the latest news. New and impressive information, which is mostly
consistent with the main characteristics of disinformation, can lead to greater group acceptance [99].

Certain individual characteristics influence to what extent someone is vulnerable to not only consuming disinforma-
tion but sharing it as well. Guess et al. [100] examined which individual-level characteristics were relevant with regards
to sharing disinformation on Facebook during the 2016 US presidential campaign. After controlling for other demo-
graphic characteristics, the authors found that political affiliation and age significantly influenced who shared disinforma-
tion. Conservatives and older people were found to share more [100]. Various other studies replicated the finding that

16 |n addition, individual characteristics are discussed under 3.1.5.2 Dissemination and contextual factors are analysed under 3.1.1 Context.
17" See 3.1.3.1 Micro effects.
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ideologically and politically speaking, right-wing oriented people are more likely to consume and spread disinformation
[68, 101, 112-114]. Other individual characteristics that influence disinformation consumption are being widely chal-
lenged in academia, including age, gender, and internet usage [68].

Echo chambers are created when members of a community share disinformation with each other in specific (online)
groups, which leads to other members reading and sharing that same message as well. This phenomenon contributes
significantly to the spread of disinformation online [70, 115]. Rini [116] disinformation reaches a user through the testi-
mony of another person, who shared it after accepting it as being true. The testimony is transmitted, especially on social
media, often in a biased way, since it comes from someone who has just shared an ideology or expressed a party attach-
ment. This information will be accepted and shared by a recipient who agrees with these social values [116]. Moreover,
the spreaders in this echo chamber might unintentionally contribute to the spread of disinformation, since they might
just be eager to participate in their (online) community [28]. Disinformation has found increased exposure on Facebook
and Twitter (now X) due to the segregation of groups and highly advanced recommendation algorithms that are now
key features of online social networks—although users themselves still play a crucial role in the creation of so-called
‘filter bubbles’ or‘echo chambers’[70].

3.5.3 Interventions

Interventions refer to efforts to mitigate the amount, spread, or impact of disinformation. This includes the disruption
of the amplification cycle [23].

Disinformation detection is the task of assessing the truthfulness of a certain piece of news. This can be done manually
by fact-checking experts but can also be done through automated analyses using data-mining and/or machine learning,
although these techniques are in their infancy [28]. Fact-checking forms part of the detection process by verifying the
information contained in an alleged piece of disinformation which, again, can be done manually or through automated
means [117]. The fact-check is then usually advertised by means of flagging, which simply alerts people to information

ruy ”

falsehoods and stimulates critical thinking, as well as lowering the likelihood of users'“intentions to share the article
[25]. A specific type of flagging is source rating, which involves the provision of additional information online related to
the sources of information contained in supposed disinformation. Source ratings influence the believability of articles,
which makes readers more sceptical of news stories on social media platforms and online news sites regardless of the
source’s credibility, while low source ratings lowered the believability of the article and reduced reader engagement [118].

Going beyond mere detection, a valuable intervention in response to disinformation is debunking. This is the process
whereby disinformation is detected, flagged, and the false information contained in disinformation is corrected or rebut-
ted [25]. Research shows that debunking disinformation by providing a rebuttal and introducing corrective information is
far more effective than merely labelling the article as disinformation [119]. However, in general, the effects of debunking
can vary considerably and depend on many factors, including the level of detail included in the debunking information,
the level of reasoning behind people’s belief in the information, and the time between the disinformation publication
and the rebuttal [119, 120]. Al can also be used in debunking efforts [121]. A standout example of debunking in action is
the‘Debunk EU'initiative which incorporates Al tools, volunteers and journalists to research and debunk disinformation
in the Baltic States and beyond [122].

A more proactive countermeasure to disinformation is pre-bunking, sometimes referred to as inoculation. The goal is
to build societal resilience against the dangers of disinformation, in order to pre-empt its effects. If people are educated
about the threat of disinformation—for example, through increased media literacy [123]—and forewarned that they
may be targeted, they will become immunised against disinformation [124, 125]. This also depends on various other key
indicators of societal resilience-building, such as levels of populism, polarisation, media trust, time spent on social media
platforms and the strength of the public broadcasting service [126]. It proves that interventions can also influence the
context eventually. Furthermore, generating social norms around disinformation reporting and detection can lead to
higher rates of such reporting by individuals [127].

Another intervention for disinformation is greater regulation in online environments. As the threat of disinformation
has grown in recent years, so too have calls for more regulation. However, this is a controversial intervention that is fraught
with challenges and has sparked considerable debate as policymakers rankle with developing regulatory frameworks
at national or regional levels [128, 129]. The EU'’s Strengthened Code of Practice on Disinformation 2022 compels sig-
natories to: demonetise the dissemination of disinformation; guarantee transparency of political advertising; improve
cooperation with fact-checkers; and facilitate greater access to data for researchers [130]. This comes as part of greater
regulation of disinformation by the EU via the Digital Markets Act 2022, the Digital Services Act 2022, and the forthcoming
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Artificial Intelligence Act. Such regulation is important as it dictates the legal and normative boundaries within which
online social networks, for example, can operate and the extent to which they are required to curate their content—the
greater regulation, the more online social networks will be required to curate their content to remove disinformation.

4 Discussion

Recent examples of social unrest around the world, like the storming of Capitol Hill in the US in 2022, have illustrated
how disinformation can fuel division and incite violence. It is therefore vital for authorities tasked with dealing with the
real-world implications of disinformation to understand the process of how it is created, disseminated, and takes effect in
society. The present article sought to outline the disinformation process, from creation to effects, to illustrate the process
by which the spread of disinformation can escalate to harmful or even criminal behaviours. By synthesising academic
literature on disinformation from various fields or research, the aim was to provide practitioners with an accessible and
practical guidance on the dynamics of disinformation that strikes a balance between theory and practice. The C5 Model
outlines the interactions and interrelationships between the five main factors and its various subfactors. This model can
be used in a versatile way by different users. Moreover, the C5 Model contributes to a gap in the academic literature by
combining a diverse set of insights on disinformation into one cohesive framework. Another novel feature of this model
is that it emphasises that, due to the nature of the relationships between these factors, the same piece of content can
have different consequences, depending on the context. The following sections elaborate on both the practical and
academic contribution of this article.

4.1 Practical contribution

Based on interviews with five European PAs, a shared need was identified to improve countermeasures against disinfor-
mation that can lead to criminal behaviours.'® According to the PAs, the first step to improving their counter-disinfor-
mation capabilities is to develop an in-depth understanding of the phenomenon. None of the PAs that the authors con-
sulted have a dedicated team at their disposal to understand, prevent and counter the harmful and potentially criminal
consequences of disinformation. Some PA departments might have one dedicated officer, but it is the norm that these
duties are conducted alongside other unrelated police duties. By developing a practical framework that breaks down the
complex concept of disinformation into constituent elements, this research will help facilitate a deeper understanding
of the phenomenon. It encourages systematic thinking prompting not only the interviewed PAs, but practitioners in
general, to consider all stages of the disinformation lifecycle rather than focusing on isolated aspects, and understand
how these aspects fit into the broader picture of a campaign.

Practically, the C5 Interaction Model has been developed specifically for the use of practitioners throughout the differ-
ent phases of the counter disinformation process. First, it can be used preventively. The model can be employed as course
material to teach fellow colleagues about the workings of the disinformation lifecycle. This way, more officers will be
competent in spotting and acting on potentially harmful disinformation messages. Moreover, an understanding might be
created about recurring events (nationally or internationally) that inspire disinformation (e.g. elections or events revolving
around polarising topics in that specific society). This can enable practitioners to anticipate disinformation and mitigate
its effects on society. Second, the C5 Interaction Model can be used on an ongoing basis as a decision-support system. If
a piece of disinformation is spotted, the model might help the officer to think of important elements that are related to
that specific message and therefore aid in deciding whether it would be worthwhile to further investigate. Third, the C5
Interaction Model can be used retrospectively to analyse the disinformation process after events have already occurred.
This can help with post hoc analysis of specific situations to improve future readiness and responsiveness.

4.1.1 Use case summary
To exemplify the efficacy of the C5 Interaction Model, it was applied to a use case from Catalonian authorities. The appli-

cation illustrates how the model can be used to identify and understand the various processes of a specific real-world
case of disinformation that led to harmful or criminal behaviour (see Fig. 8).

'8 These interviews were carried out within the context of the VIGILANT project.
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The Catalonian use case concerns a public Telegram channel which spreads hate narratives linked to far-right ideolo-
gies among approximately 1200 followers. The administrators of the Telegram group used disinformation as a tool with
the aim of polarising the receivers and generating a climate of hatred towards various groups.

The figure above summarises how the model was applied to understand the Catalonian case.'® The breakdown of the
elements in the illustration shows that the Catalonian disinformation campaign took place in a context of political ten-
sions. The creators used the social power of the community and its social network, contained in the Telegram channel.
The political context was probably the catalyst for like-minded people to join the Telegram channel in the first place,
thus creating a favourable environment for the disinformation to be received, and most likely spread even outside of the
group, thus recruiting more members. The content, which aligned with the members’ beliefs, was most likely a trigger
to further radicalisation of the group.

4.2 Academic contribution

The field of disinformation research is expanding rapidly, with insights emerging from disciplines such as communication
studies, psychology, political science, sociology, and computer science. However, this exponential growth also carries
the risk of fragmentation, as researchers often focus on isolated aspects of the problem. The C5 Interaction Model rep-
resents one of the first concerted efforts to bring these diverse insights together into one comprehensive, integrative
framework. While previous frameworks in academic literature have explained aspects of the disinformation spread (e.g.
[19]), sustainment of effects (e.g. [21]), and amplification of messaging (e.g. [23]), the present article has sought to con-
nect all these factors into one comprehensive framework, while simultaneously demonstrating the interrelationships
and fluid interconnectedness of the entire process of disinformation creation, spread, and effects. As far as known, no
similar comprehensive framework has been developed yet.

The C5 Interaction Model shows that there is not one fixed route that a piece of disinformation takes, making it a
highly complex phenomenon to research. Moreover, the route is predominantly influenced by the social context in which
it takes place, a factor somewhat neglected in prior literature [22]. This provides a more nuanced appreciation of the
underlying mechanisms of disinformation which goes beyond conventional models of communication that denote a
linear relationship between sender and receiver (e.g., [131]). The C5 Model puts together disparate pieces of the enormous
puzzle of disinformation research. An example of this is the incorporation of the Cycle of Amplification, a recent addition
to the body of disinformation literature [23], as a main factor in the model explaining how the impact of disinformation
is mitigated by the amplification cycle. Furthermore, as highlighted in the literature review, there is a lack of work that
explores the links between disinformation and potentially harmful or criminal behaviour, such as social unrest, public
disorder and hate speech, in a comprehensive and practical manner.

4.3 Limitations and future research

It should be noted that the C5 Interaction Model is not exhaustive. The online environment where disinformation spreads,
which also interacts with the physical world, is constantly changing. Therefore, the factors outlined in the C5 Interaction
Model should be thought of as thematic labels under which numerous specific examples can be categorised, rather than
rigid, definitive concepts. Furthermore, the categorisations and descriptions of the (sub-)factors are based on the authors’
current understanding of the disinformation phenomenon, which is ever-changing and growing. As such, continuous
research is needed to ensure the conceptual model remains relevant and accurate.

Similarly, further research is required to validate the findings of this article. Steps have already been taken by the
authors to test the model, by way of use cases to support its conceptual validity and through workshops with practition-
ers to ensure its practical relevance. However, more rigorous validation of the model, both in terms of theoretical validity
and practical implementation, is required to solidify the findings of this article. A suggestion would be to build on the
application of the C5 Interaction Model to the Catalonian use case. More of such examples of practical applications are
needed to analyse in which ways the model can fit into current practises and processes of practitioners. However, this
would just validate the model’s retrospective appliance, whereas—as discussed in the practical contribution section—the
model could also be used preventively and on an on-going basis. To test the preventive value of the model, practitioners
are encouraged to start using it for educational purposes. These sessions could be observed and analysed by researchers

19" A full summary of the Catalonian case study can be made available by the authors on request.
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and the respective authorities. The same goes for using the model as a decision-support system. Questions that would
focus on the practicality, understandability and applicability of the model could guide such evaluations. Also, a vital
dilemma remains: when does disinformation become dangerous enough for practitioners to act upon? Future research
could analyse this question, whereby it is important to take into account individual societies legal and ethical frameworks.

Another potential critique of this paper is the use of both theoretical and empirical studies in the development
of the C5 Interaction Model. As stated in the methodology section, the foundations of the models—in other words,
the five main ‘Cs’and their ordering in the process of disinformation—were developed using primarily meta-analyses
and existing literature reviews. This allowed for a broader analysis of the general disinformation processes. When
developing the subfactors, empirical studies were relied upon more. As aforementioned, despite this distinction there
remains some overlap between these two types of literature and the weight given to each type of source is not clear.
However, this was done in order to simultaneously provide the necessary level of detail required to understand the
mechanisms of disinformation, while also ensuring it is understood within the wider context of disinformation and
its impact on society. Given the intended audience of this paper and the emphasis on the real-world application of
its findings, the need for clarity and efficacy in presenting the most valuable information to practitioners superseded
any concerns, albeit valid, over the blurry distinction between theoretical and empirical evidence.

Also, the reliance on evidence from mainly two-party political systems might be seen as a limitation, because this
paper is focused on European practitioners who operate in multi-party political systems. However, much of the lit-
erature on the phenomena of disinformation is centred around the US or the UK—two distinctively unique political
systems that are not wholly generalisable to a European context. This is likely due to the recent high-profile bipartisan
political and constitutional events that were cornerstones in manifesting global attention and research on disinforma-
tion and its effects, namely the political rise of Donald Trump and the Brexit referendum. Any bias towards US and UK
sources, research and case studies is somewhat inherent to disinformation research because these events garnered
such international attention and provided such fertile ground for analysis. Furthermore, comparative research on
disinformation in different political systems has tended to focus on democratic versus non-democratic regimes rather
than differences within democracies, such as two-party or multi-party political systems. As such, this is an obvious
issue for which further study is required to understand better how disinformation manifests, spreads and takes hold
in varying types of political systems. Nevertheless, this paper endeavoured to provide a more European outlook,
utilising a case study from Catalonia at the main case to exemplify the use of the C5 Interaction Model, while also
using research from other parts of the EU, such as Portugal, Germany, the Netherlands and Italy.

5 Conclusion

The main contribution of this article is the C5 Interaction Model, which represents one of the first concerted efforts
to bring multidisciplinary insights on disinformation together into one comprehensive integrative framework. The
model, consisting of five key interrelated elements of disinformation (Context, Causes, Content, Consequences, and
Cycle of Amplification), can increase understanding on the dynamics and consequences of the disinformation lifecycle
by providing a high-level overview of this complex process. Based on a synthesis of academic theory and literature,
the C5 Interaction Model also provides accessible and practicable guidance to practitioners tasked with handling
the real-world consequences of disinformation.
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