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Today

CoE-DSC ‘live’ Community Meeting of September

Future digital infrastructures

I l l a Centre of Excellence for Data Sharing & Cloud + Volgen *

* Provide an overview on developments on next generation » <it- ®
. . . On Thursday the 28th of September, we host a ‘live' community event Creative
d Iglta I I nfra Stru CtU reS Valley near U;‘echt tCen‘u‘al 'SIation. Gijs GE\EIUHSE (IKNL (Integraal Kankelc;mrum

Nederland)) will share insights on the benefits of data sharing to improve cancer
treatment and Erik Langius (TNO) will explain the concept of federated cloud and

O SpeCifica | Iy: fed e ratEd ClOU d - edge infra Stru Ctu reS use cases it supports. Register here: https://ow.ly/BV0s50PILSM
#datasharing #data #healthcare dederatedclotg j’—‘cloud Nederlandse Al Coalitie

NL AIC, Gaia-X Hub the Netherlands

Vertaling weergeven

National Cloud Federation testbed 1
* Proof-of-Concept for Gaia-X Lighthouse Structura-X - )

* National Pilot experimenting with federation technology

CENTRE OF EXCELLENCE
U DATA SHARING & CLOUD

CoE-DSC ‘live’ Community Meeting of September - Centre of Excellence for Data
Sharing & Cloud
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Market share EU Cloud providers

Q2
18 8 % 19

Cloud usage

* Current cloud dominated by 3 technology companies (AWS,
MS, Google)

European Cloud Revenues (EUR billon)

European Market Size
on

1%

Q1 o2 Q3 Q4 o Q2
"7 7 7 17 18 18

4 O o2 Q3
19 20 20 20
Sowrce Syrergy ReseschGrowp

* Strong increase in use of cloud

Data volum (Zetabytes)

* 92% percent of Western data is stored in the US, only 4% in
Europe.

* The core of the digital infrastructure is provided by non-
European parties.

Source: What is digital sovereignty and why is Europe so interested in it?

© Additional Information



https://www.weforum.org/agenda/2021/03/europe-digital-sovereignty/

Position of NL in EU Cloud statistics

Use of cloud computing services and high level dependence on the

cloud, 2020
(% of enterprises)
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»Use cloud computing = High level dependence

# data centers per population in Europe

Netherlands

* High Cloud dependence
* High Data Centre density

Switzerland
Ireland
Sweden
Austria
UK
Norway
Denmark
Belgium
Finland
Germany
France
Poland
Spain
Italy
Portugal

Russia

20
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Lock-in effects investigated in ACM Market Study

In general:
* Low entry barriers, high exit barriers
e Strong vertically integrated offering

* Lack of competition hinders innovation

Financial barriers:
* Non-transparent cost structure

» Data in: free, Data out: expensive (ingress versus egress costs)

Technical barriers:
e Limited portability
* Limited interoperability

* Significant engineering effort when switching

Autoriteit
Consument & Markt

o

Market Study Cloud services

Markten goed laten werken voor nj

Public

Authority for
Consumers & Markets

v

Home > Publications > Market study into cloud services

Market study into cloud services

ACM has conducted a market study into whether the market for cloud services is functioning properly, and
whether there are any risks to prices, quality, and innovation with regard to cloud services, possibly caused
by market structures or by the practices of providers of such services. ACM has also studied in what ways
risks can be addressed best

Information about

Do you offer cloud services or are you a user of cloud services, and do you face problems or do you have
relevant information for ACM? You can notify us via this form or call us at 070-7222000 (Choose option 2).
Do you to notify us anonymously? You can call us at this 070-722 2500. All information can help us to find

infringements

See also:

¢ Tipoff

Submit tip-offs anonymously,

05-09-2022 ACM: amendments to Data Act necessary for promoting competition among cloud
providers

Documents

o Public market study cloud services (PDF - 1.08 MB)

o Proposal to enhance the draft Data Act (PDF - 90.11 KB),

+ About document accessibility




Lock-ins: balance between added value and portability

tcyaeliebh value, low portability
offering
ssibly accept the risk of Rare: High value, low chance of lock-in

lock-in
Multi cloud

value

Avoid: Low value, high portability

ol e ey mr Ly Often: low complexity services

Portability

m innovation
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Modified from: Managing technical lock-in in the cloud - GOV.UK (www.gov.uk)



https://www.gov.uk/guidance/managing-technical-lock-in-in-the-cloud

Ambitions as formulated by EU in IPCEI CIS

Objectives

Strengthen the EU digital industry at both infrastructure and service level and foster

European data and technological sovereignty

Main objectives:

= Establish next generation of infrastructure and services from Edge to Cloud
= Reach hyperscale capacities in Europe

= Implement cutting edge industrial and services highly scalable Use-Cases

=  Boost Cyber-Security of cloud infrastructure

Scope:
= |PCEl addresses research, development and innovation (R&D&I) needs

=  Supports a first industrial deployment (FID)

Approach by federation:
Provide hyper scale functionality
without building a hyper scaler

and Cimate Action

06/10/2021 PRESS RELEASE European Economic Policy

Cloud IPCEI: 12 EU Member
States and around 180 companies
enter next phase

ﬁ»




In addition to technology development, also regulations

* Digital Infrastructure is to only vital infrastructure that isn’t regulated (yet)

* Personal data already covered in GDPR, “non-personal” via the Data Act

Data Governance Act Data Act Digital Markets Act

Digital Services
Act

Al ACT

Cyber Security
ACT

NIS-2

_ Targeting:
Targeting: Targeting: prevention
Data sharing and data - Cloud portability of“gatekeeper

reuse - Data portability function” in platform
economy

m innovation
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Route to more cloud independence

“Vertical decomposition” of the cloud stack
EU technology priority: Interoperability and multi-provider

Services

* Tech roadmap:

https://ec.europa.eu/newsroom/dae/redirection/document/97129

EU focuses on cloud-edge marketplace:

* Dome project: https://dome-marketplace.eu/

Meta-orchestration +
Cloud Federation

* There is a lot of data center capacity in the EU D <D
Orchestrator A Orchestrator B
 However, fragmented and not interchangeable : - | :
» Expected chang in Cloud/Edge ratio: 80/20 = 20/80 L S L - E=E

Provider X Provider ¥


https://ec.europa.eu/newsroom/dae/redirection/document/97129
https://dome-marketplace.eu/

Europese Nederlands Zoeken
m Commissie Oheca

Home > Strategie > Priorities 2019-2024 > Een Europa dat kiaar is voor het digitale tijdperk > Europese chipwet

To summarize

Europese chipwet

Changes are emerging in Cloud market, Cloud technology
and Cloud regulations

1. Closed Ecosystems --> Open Ecosystems

Home > Strategy and policy > Priorities > A Europe fit for the digitalage > The Digital Markets Act: ensuring fair and open digi

The Digital Markets Act: ensuring fair and open digital mar

Future Digital infrastructures will become more decentralized al
open

Some large online platforms act as "gatekeepers" in digital markets. The Digital

2. centralized control 9 decentralized control Markets Act aims to ensure that these platforms behave in a fair way

online.Together with the Digital Services Act, the Digital Markets Act is one of the

. . . ) : . \ centrepieces of the European digital strategy.
Future Digital infrastructures will have a distributed character \
R

Home > Press corner > Data Act: measures for a fair and innovative data economy

@ Available languages: English v

3. Technology stacks: Homogeneous = Heterogeneous

Press release 23 February 2022 Brussels

Future Digital infrastructures will become a composition of D LEE (LTI I [ EEEE IEEEIEE 2T 2 20 20
. . innovative data economy
techniques and suppliers

Page contents issi
ge © Today, the Commission proposes new rules on who can use and access

Top data generated in the EU across all economic sectors. The Data Act will

Related media ensure fairness in the digital environment, stimulate a competitive data
Print friendly pdf market, open opportunities for data-driven innovation and make data
more accessible for all. It will lead to new, innovative services and more
Press contact
competitive prices for aftermarket services and repairs of connected
objects. This last horizontal building block of the Commission's data

strategy will play a key role in the digital transformation, in line with the
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Structura-X within
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GAIA-X goals

Figure 1: GAIA-X goals

4. CREATION of DIGITAL
INFRASTRUCTURES
and an ECOSYSTEM
FOR INNOVATION

3. INCREASING OF
TRANSPARENCY and
ATTRACTIVENESS
of digital services

7~ M

Sovereign
Data Exchange

EU Policies &
Code of Conduct

— —
v, (—_—

Sovereign
Infrastructure

\

1. DATA
SOVEREIGNTY

2. REDUCTION OF
DEPENDENCIES
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Definition of Federatedwithin GAIA-X

Federated: Gaia-X promotes and implements the concept of Federations. [1]
Through Federations, service providers can join up their infrastructures in a
trusted manner, to offer a distributed cloud model. [2] Through Federatio

data owners (users) can exchange and utilise their data with commonly agreed
upon rules and control on whom and for what to grant access. [..]

Cloud Service Providers

Provide
Mb ) Gaia-X compliant infrastructure services
7 by an
/ ecosystem of federated providers
\.-’/ realizing a
choice of interoperability, portability and sovereign services

/‘\ as a foundation for

Data Spaces and Gaia-X Lighthouse projects
Structura-X P 8 pro)

Gaia-X Ecosystem Visualization

Gaia-X Architecture: https://docs.gaia-x.eu/technical-committee/architecture-document/latest/

innovation
m for life 13

Gaia-X, Vision & Strategy, Francesco Bonfiglio, CEO Gaia-X, December 16, 2021, https://gaia-x.eu/sites/default/files/2021-12/Vision & Strategy.pdf



https://gaia-x.eu/sites/default/files/2021-12/Vision%20%26%20Strategy.pdf
https://docs.gaia-x.eu/technical-committee/architecture-document/latest/

Structura-X is a lighthouse within Gaia-X,
focusing on the infrastructure

_O_
‘ ‘ :I: :.: :I: :I: Eos o> o E
©
X b B B b [ [ QI
FooSystems  Sammmem S Swmeew
PaaS / Saa$ _ _ _ _ EcoSvstems PaaS$ / Saa$
Application Lighthouse Lighthouse  Lighthouse Lighthouse y EcoSystems EcoSystems Application
Providers Providers
r————"—"=—"—"=—"=—"=—"=—"=—====-= 1T T T T T T T T T T T T s s s s T T T T s - === === r————"—"=—"—"=—"=—"=—"=—"=—====-= 1
Others EU Service Providers Hyper Scalers

I Iy
I :l
|

% Structura-X ¥
|

I : Federation of Gaia-X Compliant Service Providers : :
11 |

Service Provider 1 _| I Service Provider n

I
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1 / SCS \ 1 1 / SCS \ 1
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I 1 1 1
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National PoC on cloud blt
federation intermax4p

Proof of the pudding is in the eating it...

_[nfofupport

Solid Innovator W
4

amsix

amsterdam internet exchange

Structura-X == Hub Netherlands




National Cloud Federation testbed

STRUCTURA-X PoC - Next steps IONOS =

-~

9 2
Peering sessions with a Liqo Broker DE CIX N ° i ili' i»

» Experimenting with multi-CSP cloud federation

kubernetes

» Use Ligo open source technology

. Each Ligo endpoint establishes a tOp . |X

 Foundation for technical cloud federation use R et Wi & ot

Liqo Broker/Catalog®.

C a S eS . This session is used to scan

available resources and join the z
federation

) Gain praCticaI experience . On this session information about

shared resources are sent

» Contribute to open source development ey o

» Extend to cross border setup with Italy and Spain ke i

simple Catalog, can extend its functionality
and operate on the Control Plane (i.e
manage/orchestrate clusters) and the Data
Plane (i.e. aggregate fragmented clusters and
act as a traffic peer) too

| arobaltt

Computing Without Borders: The Way N .
Towards Liquid Computing topP~.ix l’

WE DO CONNECTIONS DE clx
Marco lorio, Fulvio Risso, Alex Palesandro, Leonardo Camiciotti, and Antonio Manzalini

Abstract—Despite the de-facto technological uniformity fostered by the cloud and edge i di f i 0 ' 0 N 0 S h M
across isolated clusters hinders the d ism in icati | it, leading to suboptil performance and operational complexity. @ r @ 0 ey

~— Liqo peening sessons
— TOP-IX/DE-CIX L2

ENABLE DYNAMIC AND SEAMLESS KUBERNETES
MULTI-CLUSTER TOPOLOGIES

N
(" 4

Building upon and ding these di we a novel app! a parent i of and ENGINEERING
services on top of the underlying fragmented infrastructure, called liquid Fully I multi ip d and
You intent-driven, it enables an i b ion for imp I ion, while at the same time opening up for new
scenarios, including resource sharing and brokering. Following the above vision, we present figo, an open-source project that materializes
this approach through the creation of ic and Kubernetes multi-clust . Extensive experimental evaluations
have shown its effecti in different . both in terms of Kubernetes overhead and compared to other open-source alternatives.

—— = Index Terms—Computing Continuum, Cloud/Edge Computing, Task Offloading, Inter-Cluster Network Fabric, Liquid Computing ; STRUCTU RA-X Poc

| — | +




Started with NL PoC

intermax<p

* Experiment with Liqo, based on serval
Kubernets clusters

* Expand CSP resources by combining CSP-
capabilities

e  Move workloads from CSP to CSP

" InfoSupport =
_Info uppor t Monitoring

Solid Innovator
OpenShift
SURF  SURF ‘
DIt

amsix@

amsterdam internet exchange
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LIQO Proof-of-Concept NL-Setup

intermax<{p

* 3 x Kubernetes (K8S) cluster (SURF, BIT, Intermax)

e 1 x Federation monitoring (InfoSupport)

* 1x Private L2 VLAN (AMS-IX)

* Heterogeneous technology stacks for Kubernetes
clusters (OpenShift, Rancher, K3S)

* Federation with LIQO

 VNode: CSP-cluster is Virtuele node in other
CSP-cluster m

* VNode: aggregated CPS resources

Technical use case : . InfoSupport

- - _InfO’Up,DOfT Monitoring ||

*  Workload movement with GDPR-requirements soliimorater :
OpensShift

SURF "SURF

amsix@

aaaaaa dam internet exchange
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Demo Application: mirco services webshop

e Google’s microservice demo
Checkout j Frontend
* Digital storefront Currency [Recommend
Payment jProductC.
sx-demo-all-2
sx-demo-all - -
C—= Shipping | Ads
7 ;
[ i \ topology. region: Email Cart

gaia-x.compliancy: gaia-x.compliancy:
high

e Runtime constraints

mid
gaia-x.gdpr-approved:

true
infrastructure.provider:

gaia-x.gdpr-approved:
false

infrastructure.provider:
K3S

OpenStack

TNO i
for life




Scenario 1: CSP move, anything goes

sx-demo-all

Node
Email - » Email

B> cavment
» ProductC.
Shipping '« » Shipping

BIT
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Scenario 2: Offloading to clusters with a certain
labels (this case GDPR-approved)

gdpr-compliant

Node
Email
Frontend

Payment
ProductC.

Shipping

SURF




Structura-X | TNO

Scenario 3: Multiple constraints

gdpr-approved: topology.region:
true center

ProductCatalog

Shipping

gdpr-approved: may-run-on-vnode: gaia-x.compliancy:
true false high
Payment

Email Frontend

sx-demo-all-2
/sx-demo-all
/ gdpr-compliant

topology.region:

sx-demo-all-2

b

north
gaia-x.compliancy:

mid
gaia-x.gdpr-approved:

true
infrastructure.provider:

OpenStack

topology.region:
center
gaia-x.compliancy:
high
gaia-x.gdpr-approved:
false
infrastructure.provider:
K3S

Node
Email

Frontend

Shipping

Payment

ProductC. ¢

Node
p» Payment

P ProductC.

Y

m innovation
for life



Scenario 3b: move front end close to users geo-
loctions

sx-demo-all-2

Node Node
Email Payment » Payment

Frontend ProductC. ‘¢ » ProductC.

Shipping » Frontend




Federation infrastructure view

Structura-X Backend connected ast foderation state update: 13:04:3

Network view Cluster view [l Node view R A
Network view

. bitkube intermax-1-ligo
. bitkube

Timeline view of Pods Starttime ins 2g
Timeline view of Pods

frontend-f5d67d87b—prns Start time: 18:30:41 End time: --:-~:--

O

m innovation
for life




Questions?

Please reach out if you’re interested in participating in (future)
projects on cloud-edge federation

contact: erik.langius@tno.nl
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