
SOC of the future 



 

 

 

 

 

 





Contents 



1 Introduction 

 

• 

• 

• 

 



 

 

 

 

 

 

• 

• 

• 

• 

• 

 





2 Current state of the SOC 

 



https://www.first.org/standards/frameworks/csirts/team-type


• 

• 

 

 

 

 

 

 

• 

• 

• 

 

https://www.oasis-open.org/
https://www.soc-cmm.com/
https://opencsirt.org/csirt-maturity/sim3-and-references/


• 

 

 

• 

 

 

https://www.first.org/standards/frameworks/csirts/team-type


 

 

• 

 

 

 

 

• 

 

 

 

• 

• 



3 Relevant developments 
between 2024-2030 

 



 

 

 

 

 

 



 



 

 

 

 

 



 

 

 

 

 

 

 



 

 





4 Vision on the SOC in 2030 

 

 

• 

• 

• 

• 

• 

• 



 

 



 

 

 



 

 

 

 



 

 

 



 

 

 



5 Recommendations 

https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity


 

 

 

 

 

 

 



References 



 



Appendix A - List of 
interviewees 

 



Appendix B – Glossary and 
terminology 

https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity
https://digital-strategy.ec.europa.eu/en/policies/cyber-solidarity


.

https://en.wikipedia.org/wiki/Internet_of_things
https://www.gartner.com/en/information-technology/glossary/operational-technology-ot


Distribution list 


