
Binding Type 
Implementations 



 

 

 

 

 

 







Summary 



0 Terminology 



Contents 



1 Introduction 
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2 Binding  Property Specification 

 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “accessToEmail”, 
 “emailaddress”: “someEmailAddress” 
} ], 
 

• someEmailAd-
dress

• someEmailAddress

someEmailAddress

 



 

 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “knowledgeOfPrivKey”, 
 “pubkey”: “somePubKey” 
} ], 
 

 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “show_passport”, 
 “number”: “1345208jvdsakouh9e431” 
} ], 
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“binding”: [ { 
 “id”: [“someID”], 



 “type”: “show_nationality”, 
 “nationality”: “Dutch” 
} ], 
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• 

nationality

 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “show_fingerprint”, 

 “program”: “fingerprintComparer”, 
 “fingerprint”: “j489ois46nioghzg6568…” 
} ], 
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fingerprint
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fingerprint finger-
printComparer



 

 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “DIDAuthenticationKey”, 
 “did”: “did:example:j489ois46nioghzg6568” 
} ], 
 

did

did 



3 Implementation of Knowledge of 
Private Key Binding Type 

 

 

{..., 
“binding”: [ { 
 “id”: [“someID”], 
 “type”: “knowledgeOfPrivKey”, 
 “pubkey”: “somePubKey” 
} ], 
...} 

 

somePubKey



 

somePubKey

somePubKey

import "ecc/edwardsAdd.code" as add 

import "ecc/edwardsScalarMult.code" as multiply 

import "utils/pack/unpack256.code" as unpack256 

def main(field[2] pubkey, private field seckey, field[10] curveparam) -> 

(field): 

field[2] G = [curveparam[4], curveparam[5]] 

field[256] seckeybits = unpack256(seckey) 

field[2] ptExp = multiply(seckeybits, G, curveparam) 

field output = if ptExp[0] == pk[0] && ptExp[1] == pk[1] then 1 else 0 

fi 

return output 

 

zokrates compile -i <program_name>.zok 

 

zokrates setup 

 

zokrates export-verifier 

 

https://gist.github.com/JacobEberhardt/12044c90249740ffe163db34d6f9c314


zokrates compute-witness -a <pubkey> <seckey> <curveparam> 

 

zokrates generate-proof 

https://zokrates.github.io/introduction.html
https://zokrates.github.io/examples/sha256example.html
https://medium.com/zokrates/building-identity-linked-zksnarks-with-zokrates-a36085cdd40


4 Binding Types as an Answer to 
Question 2 

 

 

 



5 Conclusion 
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