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Abstract

This deliverable documents the design of the final version of the TRESSPASS flyer based on its
initial version (D10.2) that comes as output from the evaluation (pilot) activities of the project.
The project flyer aims to reflect the innovative TRESSPASS BCP concept through an integrated
system methodology and architecture, establishing it as a key component in the TRESSPASS
Dissemination and Communication strategy since it ensures that the project is properly
publicized and its results are visible. It is comprised of five sections: Introduction to
TRESSPASS, Concept and Methodology, System Architecture, Field Test Demonstrations,
Project and Contact information.
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1 PROJECT OVERVIEW

Risk-based border management is about using border crossing points (BCPs) as a risk
management measure that supports flow, border and national security. As such, border
management is an essential element in a toolbox for mitigating a wide range of risks. Risk-
based approaches are typically used to select risk measures that are more proportional to the
actual threat, while maintaining or even reducing the remaining risk: relaxed if possible, more
stringent when needed. This implies that for individuals that pose no significant threat,
invasive checks at border crossing points can be limited. This should lead to less and shorter
interruptions in the flow of people and goods, more freedom for passengers and less
additional personal data (w.r.t. data already collected before arriving at the border crossing
point) that must be transferred at those points. It is expected that this holds for the vast
majority of people and goods.

With regards to innovation for risk-based border management, the selection of the scope is a
fundamental and far-reaching decision. Most risk-based border management concepts so far
have opted for a limited scope in terms of threat (e.g. only irregular immigration), modality
(e.g. only air) or tiers (e.g. only border control). However, threats have evolved to be more
adaptive and flexible in their modi operandi because adversaries have demonstrated that they
choose, what they perceive at that moment as, the easiest path that with the highest
probability leads to the best (for them) outcome. Due to e.g. radicalization and a growing
understanding of the links between terrorism, international organized crime and other types
of crime, the perception of a threat that a single passenger may pose to the security of EU
member states and their inhabitants can also vary over time. Therefore, a new approach is
required that links these existing risk-based approaches into a multi-threat, multi-modality
and four tier risk-based border management system-of-systems. This creates the four-
dimensional space in which risk-based border management organisations operate today, and
in which the scope of this proposal is defined.

TRESSPASS includes all four tiers of the EU’s Integrated Border Management access control
model: (1) measures undertaken in, or jointly with third countries or service providers; (2)
cooperation with neighbouring countries; (3) border control and counter smuggling measures,
and (4) control measures within the area of free movement.

TRESSPASS will leverage the results and concepts implemented and tested for airport security
within the H2020 FLYSEC and FP7 XP-DITE projects and for land border control in H2020
iBorderCtrl project, and expand them into a multimodal border crossing risk-based security
solution within a strong legal and ethics framework. The TRESSPASS Consortium has been the
Coordinator of all XP-DITE, iBorderCtrl and FLYSEC projects, and includes technical partners
that bring on board an extensive experience in complex security projects and a roster of end
users representing all three BCP modalities: air, sea and land, including customs. The
TRESSPASS solution will be tested “in-vitro” with extensive simulations and was tested “in-
vivo” in three carefully designed pilot scenarios and field tests.

TRESSPASS:
(1) Develops a single cohesive risk-based border management concept.
(2) Applies an ethics and data protection “by design” approach.

(3) Includes passenger trust in risk management model and performs sensitivity analysis and
optimization.

(4) Develops three pivoting pilot demonstrators.
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(5) Demonstrates the validity of the single cohesive risk-based border management concept
by using red teaming and simulations.

(6) Prepares for the further development of this concept beyond this project by linking to
other known risk-based border management projects (in and outside the EU, within EU
research frameworks and on national levels), and describe how their results contribute to a
single cohesive risk-based border management concept.
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2 INTRODUCTION TO THE TRESSPASS FLYER

The project flyer aims to reflect the innovative TRESSPASS BCP concept through an integrated
system methodology and architecture, establishing it as a key component in the TRESSPASS
Dissemination and Communication strategy since it ensures that the project is properly
publicized and its results are visible.

Beginning with a consistent strategy to properly communicate the TRESSPASS project
objectives and finally to accurately disseminate its results and impact to society, the outcome
is a clear and cohesive format with a reader friendly design complimentary to the TRESSPASS
brand and style.

The flyer will be communicated through four dissemination channels: a) special platforms, b)
online and electronic dissemination, c) non electronic dissemination and d) interactive and
new media. It will be used for project purposes (workshops, presentations) and distributed at
informative and networking events (conferences, exhibitions) since it details key facts and
information of TRESSPASS, its objectives and its results for both consortium partners and the
public.

The flyer is available on the TRESSPASS project Web portal for free download here.

The flyer, apart from the English version, it will be translated to the languages of other
participating countries, in order to reach even more the respective audiences. An example is
given in Annex A.
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3 LAYOUT AND FORMAT

The flyer dimension is A5 folded and has a clear and cohesive format throughout with a reader
friendly design complimentary to the TRESSPASS brand and style. It is comprised of five
sections: Introduction to TRESSPASS, Concept and Methodology, System Architecture, Field
Test Demonstrations, Project and Contact information.

The cover page (Figure 1) contains a brief introduction to the project and the TRESSPASS
consortium by describing the proposed Risk Based Security screening concept at BCPs that can
be implemented across all 4 tiers of EU Integrated Border Management through the 3
modalities of land, air and maritime.

robus T Risk basEd Screening and alert System for PASSengers and luggage

TRESSPASS is a 42 month Innovation Action starting in June 2018 and el
November 202 |, with 22 partners from across Europe forming a strong cons
market-leading companies, innovative and highly specialised SMEs, renowne
research institutes and a substantial cluster of operations experts and End

The TRESSPASS (robusT Risk basEd Screening and alert System for PAS
luggage) project includes air maritime and land border crossing points (BCP
routes that combine different modalities by applying the idea of “Risk b
checks and proposing an analytic framework for modelling risk as well 2
approach of quantifying risk, based on a set of indicators that are taken fi
tiers of the EU Integrated Border Management:

@ measures undertaken in, or jointly with third countries or service p

€ cooperation with neighbouring countries;

€ border control and counter-smuggling measures;

€ control measures within the area of free movement.

[ » CONSORTIUM
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FIGURE 1 TRESSPASS FLYER COVER PAGE
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The cover page also includes the logos of the 22 TRESSPASS partners and the EU logo with
acknowledgement for project funding (Figure 2), which can also be found in the back cover.

FIGURE 2 TRESSPASS FLYER EU ACKNOWLEDGMENT

The interior of the flyer accurately describes the TRESSPASS concept in regards to the 3
modalities of air, maritime and land, which takes into account different travel routes (combing
modalities), travel phases, and various threats such as smuggling, terrorism etc. The
TRESSPASS scope of modernizing how security checks at BCPs are implemented is
incorporated through the project objectives which are integrated into the methodology to be
applied via the 3 field tests (Figure 3).

pecifically
modalities.

Concerning  threats, this
irregular immigration, ¢
terrorism, It excludes other thr
by state-actors, and it excludes

FIGURE 3 TRESSPASS FLYER INTERIOR 1/4
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The second page of the interior describes the breakdown of the TRESSPASS system
architecture, while taking into account the Information Exchange Network for the 3 Field
Tests, therefore resulting in the TRESSPASS integrated system solution. The TRESSPASS system
will allow for an integrated architecture of Information Exchange and Alerting services as to
enable international cooperation, which leads to a modernized way security checks at border
crossing points (BCPs) are held out (Figure 4).

FIGURE 4 TRESSPASS FLYER INTERIOR 2/4

The next two interior pages of the flyer present the outcome from all TRESSPASS pilots (Figure
5 and Figure 6). Specifically:
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The Air BCP pilot, demonstrated risk based border crossing with the involvement of the
Amsterdam Schiphol International Airport and Lelystad Airport, focusing on shaping risk based
border control with available in advance information and information regarding behaviour at
the airport.

The Land BCP pilot, demonstrated land border risk based screening within Nadbuzanski
regional unit of polish border guard, aiming to introduce innovative concepts for detection of
cross border smuggling of goods, illegal migration and document forgeries.

The Sea BCP pilot, demonstrated cruise travelers screening at Piraeus cruise port aiming to
introduce a maritime PNR to be integrated and inter-operated with airlines PNR as to provide
a common operating picture based on risk based screening among all competent authorities.

Field Tests & Demonstrations Description and Outcome:

@ Air pilot:
In the Dutch
acting as incomin
screened digitally
the counter to en:
effective and efficient
where 40 border officers participat-
ed in the test, Everyone was particu-
larly enthusiastic about the vanant in
which the system serves as back-up
to the border officers,

The pilot was carried out jointly by
TNO and RNM, while Schiphol and Lelystad Airport were also involved as partners in the realiza-
tion and execution of the pilot, The first experiment took place at Lelystad Airport in November
2020, where subjects acting as passengers at an airport were tested, The gathered data provided
input for the TRESSPASS Video Tracking System and TRESSPASS Real Time Behaviour Analytics
component, The second experiment took place at the Maxima Barracks (Badhoevedorp) and at
TNO location Waalsdorp in April 202 | resembling all travel phases and using all major compo-
nents of TRESSPASS system for risk based border management.

Currently, the border officers need to check all travellers on a number of aspects, which means
that all travellers pass by their counter and they conduct so-called “Purpose Duration and Means”
interview. In the future, border officers ideally only receive suspicious travellers at their counters.
This enables them to pay more time and be more thorough in retrieving the intentions of the
traveller; which they can do based on more information compared to the current situation, The
proposed change may raise the need for legal reform allowing such checks,

The project started up before the COVID-|9 outbreak, in a time when the number of passen-
gers was still increasing To enable proper receipt of these passengers at the border, the RNM
needs to continue developing. Increasing the number of border officers is not enough. The
technology also needs to keep up with the times,

@ Land pilot:

The Land Pilot was hosted at BCP
in Terespol on 24-28 May, 202|.
Terespol land BCP is one of the
biggest in Poland - an average of
4,000 cars and buses cross the road
border every day, which involves the
checking of approximately |0,000
persons within  each 24-hour
period, The tests were organized
jointly by Border Guards officers
both from Headquarters and
Terespol BCP as well asby technical partners from Military University of Technology.

The aim of the pilot was to demonstrate how joint use of web intelligence, behavioural analysis,
information from third countries, and data from various sources (legacy data bases and open
source from web and social media) may provide additional data for risk-based screenings not
only at the BCP check point but before travellers arrive at the BCP. The objective and expecta-
tion from the deployed TRESSPASS system were to increase the speed of the flow of lorries
and trucks as they approach and cross the border at the BCP by supporting the cooperation by
between border guards and customs allowing a reduction of the number of checks.

FIGURE 5 TRESSPASS FLYER INTERIOR 3/4
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scneentngs and cheds using the
border check procedures would be

d-users provided valuable feedback for future i |mp
and their usability.

require some adjustments to the current setup of pi
ethical and legal considerations should not be overlook
sing required for the risk-based approach,

FIGURE 6 TRESSPASS FLYER INTERIOR 4/4

The back cover (Figure 7) includes TRESSPASS Project Coordinator information and the EU
project information. The TRESSPASS contact email and social media links are also evident,
with hyperlinks to the relevant accounts. There is also a link to the F.A.Q. (Frequently Asked
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Questions) addressing major ethical and legal concerns for the scope of the project. It also
includes the EU logo with acknowledgement for project funding.

National Centre for Scientific
Institute of Informatics & Telecommunications
Integrated Systems Laboratory

® Contact TRESSPASS

ia email: communications@tresspass.eu

) Folov TRESSPASS: ]

@TRESSPASS_H2020
hteps:/iwwwlinkedin.com/in/tresspassh2020/
hteps:/iwww.tresspass.eulfags

TRESSPASS H2020
hteps://vimeo.com/tresspass
@tresspass.h2020

.. 00—
Grant Agreement N°: 787120
Research category: Innovation Action
Total Cost: 9,299,359 1.25
EU Contribution: 7,301 470.75
Starting Date: | June 2018
Duration: 42 months
EndDWBQ November 202

OF<H N:E>5)

TRESS 7Reswiss i findad by the Horieon 2000 & Ao of the Etpean Linon G fesarrch -

. PASS and oownon GA numben 57120

FIGURE 7 TRESSPASS FLYER BACK COVER

Finally, the back cover also includes the regulations compliance notice (Figure 8)

TRESSPASS system is fully in line with EU regulations in terms of data protection

and privacy to increase the acceptance of the new technology:

FIGURE 8 TRESSPASS REGULATIONS COMPLIANCE NOTICE
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ANNEX A
FLYER (ENGLISH VERSION) — print mode

«3‘ TRESS
PASS

- " e
— Kl = e

robus T| Risk basEd Screening and alert System for PASSengers and luggage

Concerning  threats,
irregular immigration, cro
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Field Tests & Demonstrations Description and Outcome:

irent control and operational
i /Mm of imegular behaviours, increased data, speed of

- 2 g 3 and increased importance of human behavioural facm) Negardmthe

which the system 9ervsasbad(vq> - - < q:p!ication ofﬁeRB&Mconuptofm project to current Border Management

to the border officers, £ systems, the mostly in - th ept can be applied but it must be

The pilot was camied out jointly by -mg-ﬂedmouunmnbmdercmmsyﬂam

TNO and RNM, while Schiphol and LelystedAu'portwerealso involved as, in the overall approval of the

tion and execution of the pilot. The first experiment took place at i mcmmmmmmlwumwcmymmmecmpm

2020, where subjects acting as mwammnmmmmm provided

input for the TRESSPASS Video Tracking System and TRESSPASS Real Time Behaviour Analytics. © Sea plot:

component, The second experiment took place at the Maxima Barracks (Badhoevedorp) and at 4 - —

TNO location Waalsdorp in April 2021 resembling all travel phases and using all major compo- The Greek Sea- Pilot, was realized in :

nents of TRESSPASS system for risk based border management. |

Currently, the border officers need to check all travellers on a number of aspects, which means rity i« | o . !

that all travellers pass by their counter and they conduct so-called *Purpose Duration and Means”
interview, In the future, border officers ideally only receive suspicious travellers at their counters.
This enables them to pay more time and be more thorough in retrieving the intentions of the
uavdlecwhndntheynndobasedmmo@infomuﬁm compared to the current situation, The
proposed change may raise the need for legal reform allowing such
The project started up: Wcowo—wmmummmmd% el ob ; A
gers was still increasing To e le proper receipt of pnswtgusatmebordwh % ;edwewastompe— [ 2
needs to continue dgebpmg Increasing the number of border officers is not enough. The ment the TRESSPASS system to —:-‘-f' 5‘5
technology also needs to keep up with the times. maselrmmngammer
screenings and checks at all travel stages in order to inc
passenger flows while providing Border Authorities the ability to identify high-risk.
@ Lond pilot: 2 2 | on dynamic risk assessment, apply focused checks and make proactively informe:
The Land Pilot was hosted at Y 1 The actors (r badergar\ismlaﬁdemdbonaﬁdetraders)pm
mTa'espdonM—lBMaxZOZl 2 > - consisted of Police ers, Border Guards, Customs Officers and Cadets frof
respol land BCP s one of the Polrceﬁaden\ybmngmepllotﬁemm m was tested through
in Pol of scenarios, one for Arrivals and one for Departures with the inclusion of malafide
scenarios focused on illegal smuggling and illegal EU entries.
The evaluation feedback from the participants was mostly positive, as they found
PASS concept innovative, the designed scenarios realistic and probable, while the
the pilot were reached, Regarding border guard operational aspects, Police Officers hi
that the TRESSPASS system in general could result into increased passenger flows (for
travelers) due to the automation of screenings, the dynamic risk assessment, the preregistration
of passengers, and the targeted screenings and checks using the TRESSPASS components, More-
over; it was pointed out that border check procedures would be conducted more efficiently. and
the system would enable them to be proactive. As far the individual TRESSPASS
are concemed, the end-users provided valuable feedback for future improvements regarding the
information they provide and their usability:
On another note, the participants highlighted that the risk-based screenings introduced by
would require some adjustments to the cumrent setup of procedures f they were
10 be applied, while ethical and legal considerations should not be overlooked in terms of data
gathering and processing required for the risk-based approach,

FLYER (INDICATIVE TRANSLATED GREEK VERSION) — print mode
WWW.tresspass.eu - p ASS
=

# Enikorvavia TRESSPASS: L

& email: communications@tresspass.eu
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