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OPSEC on the Dark Web
 An increase in the value of traded commodities or  trading platforms 

itself results in an increased urgency to implement OPSEC measures.

 Due to successful law enforcement operations on one hand and threats 
from cyber criminals on the other hand, security measures are important 
to protect the assets of the Dark Web service providers and end 
users. This is no different from the open internet!

 Operations Security (OPSEC) becomes increasingly important on the 
Dark Web. This study provide insights into the following question:

Research Question 
How have the Onion Mirror Guidelines (OMG) as an OPSEC measure 

been developed and implemented since its launch in 2019?



OPSEC Background
 OPSEC is the systematic and proven process by which potential adversaries can be denied 

information about capabilities and intentions by identifying, controlling, and protecting 
generally unclassified evidence of the planning and execution of sensitive activities. 

 The process involves five steps: identification of critical information, analysis of threats, analysis 
of vulnerabilities, assessment of risks, and application of appropriate countermeasures.1

 OPSEC measures are relevant for several dark web actors like financial service providers, market 
owners, single-vendor shop owners, end users or clients and the relation between these entities.

 The relevance of OPSEC measures taken by cybercriminals is addressed in various studies, such 
as Europols IOCTA2 and the National Risk Assessment for the Netherlands3.  

 The Onion Mirror Guidelines standard is a measure which can be implemented to increase 
OPSEC on the dark web. It is rather simple to implement and we have access to data to analyse its 
adoption. 

1. https://csrc.nist.gov/glossary/term/operations_security
2. https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
3. https://www.nctv.nl/documenten/publicaties/2022/09/26/themarapportages-cyberdreigingen-2022

https://csrc.nist.gov/glossary/term/operations_security
https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.nctv.nl/documenten/publicaties/2022/09/26/themarapportages-cyberdreigingen-2022


OMG Introduction
Dark.fail , a site which is used to check whether dark web domains are online, proposed
the Onion Mirror Guidelines (OMG) in 20194. 

The objectives: 
1. Reduce the impact of phishing;
2. Ease automatic PGP verification of mirrors.

4. https://dark.fail/spec/omg.txt

https://dark.fail/
https://dark.fail/spec/omg.txt


How does the OMG standard work?
By implementing the OMG standard, site admins show that they are in control of their domains. The 
following three text files must be hosted on all of the admins’ onion services to fully implement the
standard:4

 /pgp.txt  A list of all PGP Public keys allowed to announce the official mirrors. It may contain
multiple PGP keys. All keys must be ASCII armored.

 /mirrors.txt  A PGP signed list of all official mirrors of the site. Mirrors must be signed by a 
PGP key that is mentioned in the pgp.txt hosted at all of the URLs.

 /canary.txt  a PGP signed message that must be updated every 14 days. The message must 
contain the latest Bitcoin block hash and the current date in YYYY-MM-DD format, with the
string ‘I am in control of my PGP key’. It must also include the string ‘I will update this canary
within 14 days’.

4. https://dark.fail/spec/omg.txt

https://dark.fail/spec/omg.txt


Example per .txt file 

pgp.txt mirrors.txt canary.txt



Who has to use it?
 Admins of onion services have to implement these guidelines to show a 

commitment to user safety by proving ownership of all URL’s associated 
with their site and by committing to regularly prove control of their PGP 
key.

 Admins that do not implement this guideline will be marked as 
“unverified” on dark.fail and listed below all other sites.

 In practice, several implementations have been observed:
 Compliant domains that share all three files correctly

 Partially compliant domains that share one or two of the envisioned files, for example by only 
uploading pgp.txt



Trend of OMG adoption
 Dataset used from Dark Web Monitor (DWM): https://cflw.com/dwm

 DWM is an Open-Source Intelligence (OSINT) repository that provides insights into criminal and 
fraudulent activities facilitated by dark web and virtual assets.

 DWM aims to monitor all active onion services in the Tor Network. ~100k active domains were 
included in the monitor when this study was conducted.

 For each dark web domain, the monitor checks whether the OMG files are uploaded. See the next 
slide for how those files can be found in the DWM.

 For each file is checked whether it is a valid format, see Annex I for details about the issue with 
invalid formats. 

 On 4 October 2022, a total number of 1946 domains with valid OMG files have been identified. 

 For an active domain, DWM downloads the OMG files at least every 6 six weeks.

https://cflw.com/dwm


The function ‘interesting paths’ show OMG 
files in DWM

OMG files discover in domain: http://questxwvkwvsw2qgeeljz4fbv6cq2kbmapo7tw5heu4nng2ufgykapid.onion



Adoption of OMG
The OMG adoption 
within the 1946 
domains developed as 
follows since Jan 2019.

The manifestations of 
OMG files is mapped to 
week level.

Interpolation 
methodology is 
explained in Annex II.



Service category distribution
Market – 43.22%
Shop – 19.64%
Others – 37.14%

Total domains 
adopted OMG
= 1946 domains

Fully compliant : 
Have all three OMG 
files
= 724 domains

Partially compliant: 
Have one or two 
OMG files
= 1222 domains



Analysis of the OMG standard use in 
practice
 Apart from the general statistics, it is relevant to check whether 

marketplaces and other service providers have (correctly) implemented 
the standard.

 Have well known marketplaces implemented OMG correctly?



Case 1: Quest Market



Pgp.txt

Mirrors.txt

Canary.txt

Examining Quest Market shows that they have fully implemented the standard. Quest also refers to DarkDotNet.com 
on their landing page for a list of their verified onions. This list corresponds with the mirrors.txt file (see next slide for 
the comparison). However, the canary.txt has not been updated since May 2022.



Quest market refers to DarkDotNet.com for a list of their verified .onions, along with their PGP key, to ensure users 
they can safely use the site. This is an extra trust measure in addition to the implementation of the OMG standard. 
Perhaps it is also a more directly visible one, since it is shown on their landing page.



Case 2: ASAP market



3. The .onion adress does not match any of the adresses in the
mirror.txt file. Conclusion: according to the standard, this may be a 
phishing website! The other possibility is that the market admins did
not update their mirror.txt file.

2. However: a different .onion is found in the Dark Web Monitor, this one is 
not listed on Dark.fail.

1. Dark.fail shows the .onions for ASAP market



2. However, there are no mirror.txt or pgp.txt file. Conclusion: the
implementation of the standard is incomplete on this market

Case 3: TOR market

1. The canary.txt is implemented



Implications for Law Enforcement
 OPSEC measures are important to monitor, because markets and service providers have a lot to lose 

and therefore have an interest in properly implementing OPSEC measures.

 In addition to security, this guideline demonstrates to end-users the intention to be a reliable and 
trustworthy market or service provider.

 We argue that the level of OPSEC indicates how significant the market or service provider is on the 
Dark Web, as these domains have more exposure and assets to protect.

 Adoption of OMG has grown significantly since January 2019 but has not (yet) been fully adopted and 
implemented. At least it shows that many markets and service providers are experimenting and finding 
better ways to secure their assets.

 It is not only market places that adopt OMG, more than 50% of domains who implemented the 
standard are not market places.

 The exploration of OMG practices shows that many complications are being discovered and that it is 
either not easy to correctly implement the standard correctly and keep it up-to-date, or that is does not 
have the highest priority for site admins. 



Future Research and Development
 Get a better understanding of the full landscape of OPSEC measures 

used in the Dark Web.

 Develop technologies to automatically identify implemented OPSEC 
measures, this could be used as an indicator for determining the 
significance of a market or service provider.

 Develop Dark Web typologies which can be used as input for proper 
impact and risk assessment of specific dark web activities, for example to 
quantify the difference between a major marketplace and a “Hello world” 
domain that was just launched.

 Conduct size and nature analysis on the full Dark Web space using these 
technologies and typologies. This provides law enforcement with data-
driven guidance to select the most impactful interventions.



Colophon
For any question about this Case Study 

OPSEC Measures by Dark Web Markets and Service Providers – OMG, 
cybercriminals have their security guidelines too!

For example, on how we retrieved the data, or how we obtained the 
analytical insights from Dark Web Monitor.

Feel free to contact 

support@cflw.com

mailto:support@cflw.com


Annexes



Annex I. Cause invalid OMG formats
 Dark Web Monitor checks whether the OMG 

files are uploaded. 

 Many servers are configured to give a default 
response (404) including an HTML page if a 
request is made to a file that does not exist. 

 Those default responses cause OMG files with 
invalid format.

 The invalid formats are obtained comparable 
to making a request to the none existing page 
/abc: https://cflw.com/abc

Default response by CFLW.com on none existent page



Annex II. Interpolation of OMG file 
manifestations 
Interpolation technique was required since Dark Web Monitor crawls a Dark Web domain at least every 6 
weeks. 

In the case a domain is online in a particular week and it was also found online within 6 weeks later, it is 
assumed that it was online in the weeks in between. By interpolation, it gives a more accurate result for 
the adoption overview.
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