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OPSEC on the Dark Web

= Anincrease in the value of traded commodities or trading platforms
itself results in an increased urgency to implement OPSEC measures.

= Due to successful law enforcement operations on one hand and threats
from cyber criminals on the other hand, security measures are important
to protect the assets of the Dark Web service providers and end
users. This is no different from the open internet!

= QOperations Security (OPSEC) becomes increasingly important on the
Dark Web. This study provide insights into the following question:

Research Question

How have the Onion Mirror Guidelines (OMG) as an OPSEC measure
been developed and implemented since its launch in 2019?



OPSEC Background

W DN =

OPSEC is the systematic and proven process by which potential adversaries can be denied
information about capabilities and intentions by identifying, controlling, and protecting
generally unclassified evidence of the planning and execution of sensitive activities.

The process involves five steps: identification of critical information, analysis of threats, analysis
of vulnerabilities, assessment of risks, and application of appropriate countermeasures.!

OPSEC measures are relevant for several dark web actors like financial service providers, market
owners, single-vendor shop owners, end users or clients and the relation between these entities.

The relevance of OPSEC measures taken by cybercriminals is addressed in various studies, such
as Europols IOCTA? and the National Risk Assessment for the Netherlands3.

The Onion Mirror Guidelines standard is a measure which can be implemented to increase
OPSEC on the dark web. It is rather simple to implement and we have access to data to analyse its
adoption.

https://csrc.nist.gov/glossary/term/operations_security

https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised crime_threat assessment iocta 2021.pdf

https://www.nctv.nl/documenten/publicaties/2022/09/26/themarapportages-cyberdreigingen-2022



https://csrc.nist.gov/glossary/term/operations_security
https://www.europol.europa.eu/cms/sites/default/files/documents/internet_organised_crime_threat_assessment_iocta_2021.pdf
https://www.nctv.nl/documenten/publicaties/2022/09/26/themarapportages-cyberdreigingen-2022

OMG Introduction

Dark.fail , a site which is used to check whether dark web domains are online, proposed
the Onion Mirror Guidelines (OMG) in 20194

————— BEGIN PGP SIGMNED MESSAGE-----
Hash: SHA256

The objectives: Adnins
1. Reduce the impact Of phishing; To reduce the impact of phishing and to ease automatic PGP verifica?ion :,
“omMa™

of mirrors, dark.fail is now defining the Onion Mirror Guidelines.

2- Ease aUtomatlc PGP Verlflcatlon Of mirrors. Admins that implement this standard show a commitment to user safety
by proving ownership of all URLs associated with their site, and by
committing to regularly prove control of their PGP key.

Sites which do not implement these guidelines by Dec 1, 2819 will be
marked as "unverified” on dark.fail and listed below all other sites.

DarkDotFail

dark.fail: Is a .onion site online? Updated Fr, 30 Sep 2022 07:38:16 UTC

You are on the clearnet. It is not recommended to view our site here. Domain names are not as secure as
Tor hidden services. Install Tor Browser and visit us at our .onion instead:

4. https://dark.fail/spec/ome.txt



https://dark.fail/
https://dark.fail/spec/omg.txt

How does the OMG standard work?

By implementing the OMG standard, site admins show that they are in control of their domains. The

following three text files must be hosted on all of the admins’ onion services to fully implement the
standard:*

=  /pgp-txt > A list of all PGP Public keys allowed to announce the official mirrors. It may contain
multiple PGP keys. All keys must be ASCII armored.

= /mirrors.txt > A PGP signed list of all official mirrors of the site. Mirrors must be signed by a
PGP key that is mentioned in the pgp.txt hosted at all of the URLs.

= /canary.txt - a PGP signed message that must be updated every 14 days. The message must
contain the latest Bitcoin block hash and the current date in YYYY-MM-DD format, with the
string ‘T am in control of my PGP key’. It must also include the string ‘T will update this canary
within 14 days’.

4. https://dark.fail/spec/omg.txt



https://dark.fail/spec/omg.txt

Example per .txt file

Version: OpenPGP v2.09.8

xsFNBF8GsSEsBEADEkogYT1Rt369av51BulCSVYGovm3w7SYXdNL1Gotnk]jSaq3R
2aiYF9z5f3Ptin9ySpvLhc1JolQleUwjZvHZNYgudz /4uOyyhbqoQYCucBC@Uoud
k3KY2bnzbuWrZl8tgUp095m1+VKaSpWRoyMr9cNQhHz8vAlKRWMELT g5yx01JHFY
hiZu2gRGtshTSnVZdbQ5wfRpGDEhvr5k3Pi/ulakGiQFfIsYhgXTrENSVrRxipEly
ZtYR6zUmjy1liSAtuGPnUOtFSEiloCqnN+V80GpYXSkIGBCLEZyf3WEKSoSnLj4T1
Pec2QhVrhqdDOmVBCL2bZLb/ §qf69QHMHgg32AZ IsRMtiS7Kg2FvK+kdSKVa158Q
siZUBXYWQ3Bukq/C/vWD7sYp51TvXYoaqub4CnNPoqtflswlZE8Rg4XBOSMUb25G
NtmrLRCZ4AYRS50AXyE3f9uqUBGOA+UEYO0ZeHrQylKecvNvGeRIFSxgaYbuedZ20S
MocGGwobrntTcgXMVFBVTDmgLLESYNTBPWhF+L3H9empsF /R4uDsupklKhTTKzUV
9V+XACBSpotZIDAT7bHXkypvNkdPSFLHAWt1NnojMZ 3WHMIaMOVG8z3STjiXAESgl
udEXv1zgXC/1Ci5yiil3seb7yuCjbxiP3xMQ/skXH5vsQmgWdznlEdxNzQARAQAB
zQ1kZWVwc 2VhbWFya2Vews FwBBMBCgAaBQJfBrBLAhsvAws IBwMVCggCHgECF4AC
GQEACgkQFZUUY+d8tDiClg//eadjObyujNueFGI8NH/gxejL71aDNEMOWHiTOULy
UdtQOBEI2mVin6uCOCFd4IPT1Rgma+TUdDRIPtV4A0AIR1bIaC@GEZNAVVQNmM/ rb5
UaG6IRLDMQC8V2y3NEW7HFR8/vOwlGsn@4d/0OKdBAAd32Y88wfOTMkogjx4vbod7
vxgNEgPzagjeRSefIpMattvimtLAtIzzwN3M+LUfvtgkyNSEw/1LFeYG5tLoE]jB
h1G8mTNVvhl2weHAGAFd8cMz31/e565TDu31p21x1WEnFxvEa6NhVKzKS5puyvZKT
YT/IEbZGxwNRD12/Cb8usMX+XTamxgbbR50zsKsSikdywgUnahrXngkDS0qq/a03
MXK6h8AjWKsUZ+s1161YZDnPNgZAyvBeG5Eil /GBv/x7VRWFA2IcPVqD/ueOgAFs
2¥ryfKJ1dhcqsopZ3dAt9moSHyDErXfBvadKitsB6T95071BHalT85z816]7wEtcp
ds7+1buG4hg3zqbSmgPBcPex+xLEGEXg2ZAnjLWBQSdvXPyFTKbE2SEiS+yiF940
LE1fALoLAepCKctA7DuUGNSILG40IswaKOT1E3gzqftvmpug+CsSsaGpZoCAe+wPI
rcVlemtu6Iu/XIsnDRSQcnMropRVib/aWW7gleL1hUE /RHDDe6mM2cy6yrXhl5z4
oLLOWEREXwawSWEIAN2IrSENLdfwmq@WviOsYISUcIBIFq2qp3@W9EvV+/PqTFLBk
xHc3p46LGA155d852Fude/HI9vhoI2dPXNdAGG8cGpvAOOZd2wT8rzsLgrYESLxDWh
BNmGgNxr+YLX90hYjGqgpFVIsHwkEGlzb/7Uyjzo2UYSuQigaFATjYGalOudqjDPR
/Pgis7InpQVZSbxURupd8GFRRru70xCSSBoEZny 2HyVFOaK/I310IvPqev8EbZba
KxpjBpsyZlFzFKU+xw9MIASDwFkUGYyRA1Epaqe7@0IodHt943yFcfeapWwVYt+5fZ
@irP31Qlg+mEgD1dBLc7e4LekXaCOvOjHGT/AARAEQEAAC LChAQYAQoADWUC Xwaw
SwUIDwmcAAIbLgEpCRAVIRRFS3y@0MBd IAQZAQoABgUCXwawSwAKCRBUknfIeXey

AT ACAL Lt A LT AT 1 i JA A AL T e TAT . C e T S

pgp.txt

Hash: SHA512

http://w6ad7tienfk6vycx.onion/
http://rxxruvb6jufh3emqi7tfahxff2kabajgfbgqh5lztgx4mkcldnk6q7ad.onion/
http://srrcdgdpia3ngx34wjczerdggjmlbftetgzl57rdbh6cygecmrpaayoyd.onion/

iQEzBAEBCgAdFiEEaDt5FCneiiuxEOM6VII3yX13sjwFA18ah04ACgkQVII3yX13
sjwBEQT+InwoprCpuSjnSv4H4EJEHYNdcBd1LV8D+M5VDj1dx5xNucSeXj7uIKCn
nfZmZozMRvT+G1l1lFuazz5UVMFPLS9X@08gFszy+zuqlIk9z5UmKhgEs7rrkinngj
vIiBUPWZVb8QWRaYyAkfONi4WnEVNL1I1sHXAW7Qe8Exbx6MW852pCuRUPzncdhd
zFf7J0+vfGXcWFmGL61FOZ1fLyAdXZvOILX/nfcvaVN3wzxF+pZWB5bC3gfpHLYo
anFEN1gs6g3PTW21/D1V2tcpTWMQBg2WobL+Ft/wAUWKEITbOQpXCgfpESrVTQ27
mhhR3Ufrk4BUzbZiGHa8u2ZE7AKkaQ==

=1r@j

mirrors.txt

Hash: SHA256

I am the admin of Abysse Market.

I am in control of my PGP key.

I will update this canary within 14 days.
Today is 2021-83-02

Latest bitcoin block hash:
00000000000000000009Td9446949c24103acdRe2at860f249fffad8118bal

iQIzBAEBCAAAFiEEuATv/fB8sz8twTEGHIKFvQrtoWoFAmAsVESACgkQHIKFvQrt
oWriShAAmJaYA9qdzq@zQHY+5RviUJohbH71hAUAM7 TId1On0rbZF+1e9ixI0kxm
GjNDBNuAle3woCLI8cm@qIEACksxNAJTIWJZXBLiUGqjyIDPzq7bHxaf7+PVnl4]
VAYHNySrGUvMiYeETO5cEL /WNh75k33Y6bsBRO1IHLoOYPDBDgkdI+ZIDNKTV6USE
toxBbTS+mDVFCnTsKU6trq+bwluUSmH4ncqVtF /Rv9YoQU3fsD//IYjvUsDHc5u
8irfOIYFCCeMIHi/rINzLZIHyCCxpq5focMfyZ/IWPZbsPX1PLwUATUDINthH38G
aJuWt8plUuYUmlcnUbUzmaczFGgRs+vIEbi+BUW@EVUceqUdB+rYZankZONS5t9P6
Axi®1zAdqYG3THUv1yws9dDTunFlcKrSR1jEy5bz0uTqlgUvlzibPzujGC8x9fd5
V7VirfduWUS8TkCPIkmd8DgkbUxGSCwntbpo7dIWOUGDAUVL/1jwDc+hqvIIvIEBC
AXMrvFfDG/Uxaj4VHcZ8T IOxWGOmbKHSAFmEY cbCSQOZOiPNL2fN6ccFicG@+Rmn
y1aAJ/©12680Bh3TGFPoCmbVdkXDIwdpubzGUNvzrofsHYGk/8S1K/Sx/zk5qDvh
wvXTCubifqMoy8d3TkMkZmBbHTTseGZWOs29F zMyhbVUsSg7gfU=

=3jDvd

canary.txt



Who has to use it?

= Admins of onion services have to implement these guidelines to show a
commitment to user safety by proving ownership of all URL’s associated

with their site and by committing to regularly prove control of their PGP
key.

=  Admins that do not implement this guideline will be marked as
“unverified” on dark.fail and listed below all other sites.

= In practice, several implementations have been observed:
= Compliant domains that share all three files correctly

= Partially compliant domains that share one or two of the envisioned files, for example by only
uploading pgp.txt



v

Trend of OMG adoption ‘.7, DARK WES MONITOR

= Dataset used from Dark Web Monitor (DWM): https://cflw.com/dwm

= DWM is an Open-Source Intelligence (OSINT) repository that provides insights into criminal and
fraudulent activities facilitated by dark web and virtual assets.

= DWM aims to monitor all active onion services in the Tor Network. ~100k active domains were
included in the monitor when this study was conducted.

=  For each dark web domain, the monitor checks whether the OMG files are uploaded. See the next
slide for how those files can be found in the DWM.

» For each file is checked whether it is a valid format, see Annex I for details about the issue with
invalid formats.

= On4 October 2022, a total number of 1946 domains with valid OMG files have been identified.

= For an active domain, DWM downloads the OMG files at least every 6 six weeks.


https://cflw.com/dwm

The function ‘interesting paths’ show OMG

files in DWM

Ldal WIseheU P INUY SUZL, U 82 Ul

Search within Domain

Statistics
Duplicates 0 Clearmnet Qut
Darknet In 303 Subdomains
Darknet Out 10 Pages
Domains - - Entities ~ Credentials (0)
Path = Title

/mirrors.txt Mo title found

lcanary txt No title found
{ htaccess £ No tifle found
frobots. txt & No title found
flogini & Quest - Sign In
/pgp.tt & No title found

HTTP Status Code

(=]

Source

Cached

Cached

Cached

Cached

Cached

Cached

Interesting Paths

]

Screenshots

Uptime

Page Source
Page Source
Page Source
Page Source
Page Source

Page Source

HTTP Header

HTTP Header

HTTP Header

HTTP Header

HTTP Header

HTTP Header

Snapshots =
50
49
48
49
10

49

39

553 (89%)

Language =
Welsh
English
English
Ereton
English

Welsh



Online domains with valid /mirrors.txt, /canary.txt, /pgp.txt since Jan 2019

Canary
— PGP

—— Mirrors

Adoption of OMG

The OMG adoption
within the 1946

200 4

domains developed as
follows since Jan 2019.

1504

OMG files is mapped to

The manifestations of
week level.
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explained in Annex II.

Interpolation
methodology is
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Service category distribution
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Shop

Messaging Service

f

Index Service Provider  File Sharing
Service Category

B Partially compliant{only PGP)
mmm Partially compliant
mm Fully compliant

Market - 43.22%
Shop - 19.64%
Others - 37.14%

Total domains
adopted OMG
= 1946 domains

Fully compliant :
Have all three OMG
files

= 724 domains

Partially compliant:
Have one or two
OMG files

= 1222 domains

Exchange Search Engine




Analysis of the OMG standard use in
practlce

Apart from the general statistics, it is relevant to check whether

marketplaces and other service providers have (correctly) implemented
the standard.

= Have well known marketplaces implemented OMG correctly?



Case 1: Quest Market

mapo7twSheudnng id.onion

QUEST

Market

Important! Always double check our onions on DarkDotNet so you don't get phished. See our verified onions

Login Page
Username

Password

Enter Captcha

Login Now [E

Want to reset your password?

Reset password now

Mot registered yet?

Never disclose any login or registration information to third parties, keep your account safe.



Examining Quest Market shows that they have fully implemented the standard. Quest also refers to DarkDotNet.com
on their landing page for a list of their verified onions. This list corresponds with the mirrors.txt file (see next slide for
the comparison). However, the canary.txt has not been updated since May 2022.

© questanvkwsw2qgeelz4fbvbeq2kbmapo7twSheudnng2ufgykapid.onio C © quesbawvkwvsw2qgeelizafbveecqZkbmapo7twSheudnng2ufgykapid.onion/i

Quest Market PGP Key:

Hash: SHAS512

————— BEGIN PGE PUBLIC KEY BLOCK--——- Hash: SHAS512
mQINBGFWIUEBEADQDeRLEHFL T TcgLECSLalYWk58CnnXi8GIUzKB96509hB4EQS Canary update May 1 2022.
H1zHPUWSccZul¥CHooyQZrdedulFwiTzZ3051gDge5IrsPdosbll/10XRTYk3a0y1 questxwvkwvaswlggeeljz4fbvecg2kbmapo7twbheudnngZufgykapid. onion All Quest servers are stable uncompromised and in control of Quest staff.

13exUQEC4McOD] /XvPTI1DETsazW] BGPVBNLGoteTLaHG+66t 9PbJ/Ebaw

0wiavIZCPROPbod rTTLARKZEMSU1E1131122 a8 dHOKZ Lnnxvdd 6ruyCHEY questx5olhiv3slrydysglkéxbdzexlrepggic/jlzisugyurgtitfad. onion The latest bitcoin hash is:
r0ixT0Fgbkpr kEVnl S HqW1x3FPdewnl i +p6bghnOZ VM SEPebLNFrEgo2 TalL questxdprdwytknsodzsraxwajkseonfbu2lc74pnmy74tok31lnuhmad.onion 00000000000000000001924980c40123e49b8a6314Ff26d66eabe2d748dbeaddl
mIyBExvEExX4 1o 3FVybarNElrz/ThinlhéatlkusWkvne/ ITEEN/ AdIYSus I 1xF questxpskfwwxcjlroigyedybmZcedtcuueriwdszt3wychgszukj2gd.onion | ———- BEGIN PGP SIGNATURE--——-—
ifiéfgi:g‘zféggﬁétgj :;Ei;;g’:g:;;g;‘E;izz;ﬁ;g:’“ﬁ;E:E?i??ffggf questx7deerotyvnoejnTomvsx2éménvzsxebt42dgps2zxwSpeqeégd. onion ] ]
07148577 1uz67 THRXANT Z FRRY g% IV ZZ ZENpUEOZWZA/ nOBE/ 6+ L20KCapd10anIND questxidtp34ibdivowukénjgeTbibxlggziwzTrwbtidcki23j4imgd. onion iQTzBAEBCgAdFiEEwWUYrlgd4d+0aYqvVs9k08dWISQITFAMIu0sQACgkQIk08dWIS

QJKSHQ/+Ky7JFD0BzHBry5ShxSJcSuQLFCaxTolhlNptypKiRDFEZAFhgvsalgWdC
B+vwZLRZ2JW2cKTwMPVoI6NmndrFzEOseUK63DtQZDPgHzinwdb SxpmUDJEWUUNL7
8vLOESvh3nVuFxPvN4pNZ5cZHcZnLIvG4t4cKaK8 /xDnQGeCVCynIWzXrkiWto3jy

0Jw2 IVFIJZWUViPGIYFnpRplnrd0DépdoéGz zU3phdMBULgUGECLlatb2 jm
SHFEJ6vIWLH+I+Z4rlWeGoall) §7RCMTOhLx+iWweLLUJWxR1CaMXng
tCFRAWVzdCBNYXJr ZXQgPHF1

HGW questxrbeu2f2mésgobh3bxfsycbpfvesdingwde3g2x2zhntbjtéagd.onion
ARRQRB questxnwyufgbzufn2h2hezifkty3feipyijbj73e7Tr3abg2bvy4ikgd.onion

7IoHRYGP+ 1ubuZQaka CYTROAPAUCYVE100TEAWUL COuRASYVCakICHIEF G TEAQT e questx24eprwsvoilphdrdpihcfsxzabaeje3xdmlifuge2zelx2zmid.onion NRAR6YATAKMTLYVqnBnUWE Y 4955m0aGo w7 /B /bDi HnTODwq T+20B2 FHVMDS 1pl,
AQIXgRARCRAaAaGYIKOdPAKLEACEHvEOnLwyu0CtxyILE/ 9AtmEOUMIiB6HalgkQ questxkgz7yhkdvweTedkeidtIvooi22cevtuyfib5bzyobaudfagbxad.onion g29ytFI1gpLa8i308nWxSEGBT/Wiylne TES01xGGxmsKdz +VpxVEwQ+zLFt Fn0Bu
rgg¥E4rglHEJGN6X115ECXC0 JewaCi TNO4eDykFvRE 1 kDAVZH1 1 ASHAMY + q | 1 _____ BEGIN PGP STGNATURE-———— ; .
Jc3MeoBm+J2 X2 6XHS49A3SuyntHegPIZEVEL3g3gPnNKo IKCEDrnlbX A /eusT eSedxhduesdmiNaW/hk3ETcRDyVDLleuFf10/h6I6FupcpnzCdéwnIiRMHJpECeJE
Enp/oUaHKb32vzY11sbz0lcZ PRI pAYVAKGEKTWTZIfEsDgUxI0KE+UCKaKiMz2TF tAabCkIBztEJ40gFbrtE3ear6UTkILSehmLAtBdidboQKDAhFITVVYvyZ0kNXsOT
71Q3piJ1pT1t3REK5Sal8ZNEXp,/ SNLVrnvdGZawe] JAuyE3yVThai 3072 6M2Jv0OT 1QIzBAEBCgAdFiEEfeyKROch]/thm/mUGgGhmCStHTWFAmMFaZyQACgkRGgGhmC St KGxraOwQ6Hbh80vEZoeJvqFmiNgGOUnNQ/w3uCnPJITQgRe/PrYg71zf1BOCRPYYx
13QdxSzcHTzpER/hETn1ml 1qdQ7bU2nRQT 3wygqFbnc3teZ6/Hn/ a3F43brxlag HTylgw//XM4YYMexZywlkNImaX50Ymx96FLjoDLk262+jTSsULZEEGUTsgkOKREN PEhpSn9vNdOYC41Ib3zKTJUPhS8112Gw0%aZjInhDEDvIYT7QBluoY/OFhVEV+10wm
JEFRwWZNYUkDE 4pVeQwul GHUEbR4ENKADwRI zWs Bwd L1VTiCo3PZZ2WdzBiJBYC Lz ;e . . .
:rr.s9rY:-I3'_:1:;'_10152;3;:;::-1'\'%[)1Si:i:wachT;Ez?{/q;l}\cs;k;r;é;c-}izT;TCQJ}; £/1E/Pzql4gHpv4Rr1x98NA1Dyb2WQZ6ghxHSBYCIAT P TF8en/ IMmnwnCJeNIIE ¥b62336CRCRSLCIYTEZRNLESS+iJT kVEJho1BBSREVIAL [LwTRIMALEIORVELYEF
BWZ1Ekkpl3375158C2 6XCWC1oYHQiDy/ 0vE4THE S SEM0BZh ey RCKDZNVa0RT £ 04w fmwH+1yMOPLYn1r1 RWXW6hSzz0cVx0x06T1bgDVAWAFmK+Ren fOrKrps 0mQTHLGY B1ZCBlpIMEpNNPXfIpg ThACUfUTKITLOJA12Y 9k0aHnwpFKE 4 Aw=

BuO3aMxGez B/ TEH++Tpii¥v2++Ltbrl5Zanl Uot ZZMvV2YEDw(FbmOL4 YRGEQMC VNAEabANCT06PS32GHINygXLCVEXmE 2D/ k4sQZ6ZNEENOAx17 9YCpSZPxY faTDIM =+1¥p

+T2WM/nWXj 3cibtRovCrrmCepUTghTQLkZOJIKgKSt5cDBCpIakEsQx2UCndLAYE . . AT 2 Dan BOIMOVI A TT b ———— END PGP SIGNATURE—————
QAccobkCDRQRAVVVBARAAAEAENBhTdKjghgD7+u3Ldl 1l ntmQrH61dWoly/ ompAR3b lPBlle/blegAkj“ 8 72‘26S.pF/+f5XVkBtXZSmepbAj qubpS’SUBZTS?YDdyugEU

nZgiCplpHvasPeQw/ zsFaq3uCUes DY/ 4/ PS/Cru/ 1ZacByq03gXeNNbOAULTC/p 1Dzy+oumQFX7zIciwMJRd]KdUxS5Zaq7 TuBg0560+gBtxlNNkaWme sCQOjebNEL]GE

X0MvyaODrZ3E45s00nTwdeszdc+my/ 3K'fchH§Tirc72/ T9LArYuCUHXATCZQazR 5nNVchnodj85Y3ANaVMS5sCEUMVFa6YribwDexmBglvlEXINOh IMwXnrhQD1EBx

umoyPz FOCHET 1 B4XhVOBRphr T AhWWrmOkox0/ T6QO0NTLOLRMe 1 r+FUT 4 64mi 3 . -

Vet+¥gwlisinRIgYFATXAKIEIZ48905zcs, ONlAenTLOLgBqPOS SYRST4LIGvula zar4XlLudAo+ndCJVOTPx1.lotw96GZ/u27vBeBXKK4061Dm5+GXUq3rF4YE1EOCXb C t t

CeGQHIERFTUNVERENK2S / TH+KS 5221BCenTr 6vL2xllatV xunoJ2 292t 8T zo0m0 +D/Pnlzdz9992D1xsaNPWi/sVZME2Wp IMYATgMg+pE3nQwdh0SpNdbOfQfUSIJAVR anary. X

1bvwlzStOSEEoLGSNS kI JwCxOiIREMwz FIb3+DUIEATh40I kKX cACRUSvEV3+ux rlOYvZ1zOR+FVesI+EeCVi6SxPOwVdgPCnVAwWx21PoxlgB74jbJo+yUxopIdtfaVz

JweuCCmvphleirf2lcggCRo2pA62 v 6XEDRpVAOCBRAaZ4nUB8zho80dMre0i JeQTu —

gPEQEHEKOTSE 48WInEWKLimE 14 ZEmd 2t 6EguMaXFiM/ CA4RNYMvHFYAS /CTRI6p0 FbhéUz+(0e7p808 ThXwhuWmftqS 1HYXFKxurlsOnueRXStk/2£0

SalmxMTE62 J1pMewEmkh Y LE YYVHKCECELyk+ fmI 4RbANDoaFx 1 9pgi Qe dinDlj =+E00

HEFXGUEWAICk3PpK3wwR1Sr2EGTEmGOWpREK1ZhDLIUUaYA4BJPRIFUKT61HEMOR | | ————— END PGP SIGNATURE-—————

EQEAAYKCHgQYAQCATEYhEHI21kdHTY/ TWE5 1 BoBoZgkr ROBEQINVYVEARSMARS T

EBoBoZgkrRO8108QATqUTqHX atTFVABCI Lrjuk2+0ZkTIVETiAZn

yrvB+ci TFuwBQFOT FET] +Miweu2 Tk+cE1aB/015h3dgd 9u0lHg FXAS 2 1RII458 ]

J8kiGEM1hH/ 59sPUSydSXB+bnK2 L] tO0028H0zhe dRYDx 606 R2 rkRbT faSwsqs/J

ScTE/8T71lrnknEwTOX4SFgUFC/ el zfKawRTuhEGpwE+L/ xCVhvnhF45RarQVVSLe

hxzpuMfh2PbTbeCHd6gRLaKiGZxwuh55xz/36H/EQ61G]I ZPiuba3o+cB0unHTX9r .

3§ TENAN:iWzcMNiKOC2Ew3He+pebITHihVdhUMMecHr SbZHeMGZ QNCGCiP1e5GoT M

®TgEDeF/ 02 kmzXuwCZCmEkd6Bih61Nhs5eTay311zHkEBWNQIgScBTuvViidcUyry lrrors . tXt

£PY4FiicKRnnm+8w0T 2 ZANARRCHENrhaVEUIVAZWEY 2cPgullkG] 4akFEin6sCELia

Qb/4RIretd7EchKB+zHxDudWggGtwl2P14g9wS3dLQg2BVL/ rwsgpnXOEwGi0kag
XFh8ullfCZ2tD/4nQikzTD2P6L/COWXLVOWZ59RCciMEVSAYCDEE1DSUQ96IvRa/3
pJBohGLo/ TyxbVGM/ SKGKSyMTZYfEbBcGgiN1 ZnMUWXtz 1WT 8vbBo84£RITI2
=r/EX

————— END PGF PUBLIC KEY BLOCK-----

Pgp.txt



est. 2021

QUEST

Market

Important! Always double check our onions on DarkDotNet so you don't get phished.Fee our verified onions

Quest Market Onions

O GUIG L R RO R TR a TG ER TR G A N .~ | — BEGIN PGP SIGNED MESSAGE-————
Hash: SHAS512

,;;estxkaWVSWqueeljz4fbv60q2kbmap07tw5heu4nng2ufgykapid.onio;‘\
questxbolhiv3blrydySglkéex6dzexlrepggic7jlzi3ugyurgtltfad.onion
questxzdpxdwytknsodzsraxwajkseonfbu2lc74pnmy74tok31nuhmad.onion
questxpskfwwzcjlroigyedyém2cedtcuubriwdSzt3wychgszukj2gd.onion
questxdeerotyvnoejnTomvsx2éménvxsxzeb6d2dgps2zxwbpegeégd.onion
questxidtp34jbdivowukéniqcibiéxlggziwz7rwbtjdckj23jdjmgd.onion
questxrbeu2f2mésqobh3bxfsycSpfvesdfngwde3g2x2zhntbijtéagd.onion
questxnwyufgbzufn2h2hezifkty3feipyijbij73e77r3abg2bvydikgd.onion
questxZdeprwsvoilphdrdpihcfsxzabaeje3xdmlifuge2zclx2zmid.onion
uestxqu?vhkdee7e4k614t7v06122ccvtuyf7b5Zyobaudfaquad.oniog,)

1iQIzBAEBCgAdFiEEfeyKROchj/tbm7mUGgGhmCStHTWEFAMF a2 yQACgkQGgGhmCSt
HTylgw//EKM4YYMexZywlkNIlmaX5oYmx96FLjoDLk262+]TSsULZZEGU T sgkOKRED
£/LE/PzqldgHpv4dRrl1x98Nd1Dyb2WQZ6eghxHS8YCIA] P 7F8em/ I1MmnwnCJeNITE
fmwH+1yMOPLYn1r1RWXWEhSZzz0cV20x06J1bgDVAWAFMK+REeN£OrKrps 0mQTHLGY
vnAEab4ANCEO06P932GHENYygXLCvXEMEzD/k4sQZ6EN6HNO4x]179YCpSZPxYfa 7DIM
1PBlylJ/bi3x9AkiBTZ22eSpF/+£5xvkBtxZsfBmpbA] 9Hgbps3u32TSYYDdyugEU
1Dzy+oumQFX7zIciwMJIRdjKdUxSZaqg7 TuBgO560+gBtxNNkaWme sCQOjebNEL]GE
- 5nNVcbnojj85Y3AWaVMSSsCIUMVgFacYribwDexmBglvlEKINOhIMwXnrhQDIEBx
P u bll C PG P Key zar4X1LudRho+ndCIVOTPxuotwS 662 /u2 TvBeBXKK4061iDm5+GXUG3rFAYELiEOCKD
+D/Pnlzdz9992D1xsaNPWi/sVZME2Wp IMYATgMg+pE3nQwdh0SpNdbOfQfUSIAVR
r10YvZ1zOR+EVEsI+EeCVi6SxPOWVAgPCnVAWR21Pox1gB74ibJo+yUx6pIJdfavVz
_____ BEGIN PGP PUBLIC KEY BLOCK----- FbhtUz+Q0eTp808ThEwhuWmf tgSIHYXFKxurlsOnueRX9fk/Zf0=
=+EQO

mQINBGFWIUEBEADQDeRL 8HFtTKY cgl EcSL al Ywk 58CnnXi 8GTUzKB96509hB4EQS

Quest market refers to DarkDotNet.com for a list of their verified .onions, along with their PGP key, to ensure users
they can safely use the site. This is an extra trust measure in addition to the implementation of the OMG standard.
Perhaps it is also a more directly visible one, since it is shown on their landing page.




Case 2: ASAP market

CcC @ asapdugsmdujtbehoktmxogdaypfmucznnerdggfgbolSvzrtwodboid.onion/home
Login Register

Menu

PGP

Mirrors

Introduction Featured listings
FAQ

Rules

x 1 y-

DNSTATS.NET DAKR.FAIL PHISHING Y
ALERT! q\ .

Categories

Stimulants

RCs €3

Cannabis & hashish
Drug paraphernalia

Steroids €22

Barbiturates @ Requires FE White Trufflez - Exotic ($180/0Z NEEDLE KETAMINE 91% | UK | Requires FE
Fraud GEB - $2875/LB) Europe | United States ... M
Lab Chemicals €& Vendor: prettypacks (1641) Vendor; cokingupbritain (1)
Weight loss Category” LSD
Ecstasy €3I Amount: Price: 32.20 USD

Price: 171.15 USD Category: MDMA
Ships from® France Ounce (0OZ) - 180.90 USD Ships from: United Kingdom Amount 1g- 3520 USD

Prescription Ships to- European Union Ships from: United States Ships to: Worldwide Ships from: United States
Tobacco @ p— P Ships fo: United States Positive Negative (1 Ships to: United States
Opioids Positive Negative |

Counterfeits €gg)

Dissociatives

Digital goods GIg®

Benzos (CE

Psychedelics EEED

KETAMINI

Coking Lp Britain

25x LSD
Vendor: frenchdealer (115)

MA 84% Champagne PURE |
: USA 2 USA
Category: Buds & flowers Category: Ketamine Vendor xxMarlborOxx (2298)

Drug Precursors @

Positive 1! Negative

Links

ASAP Primary Link . X . P i ' e 4

Dark.fail T ' : = & -

Dread Sub - Rre )t 5 ““. . “..
= 5 —




1. Dark.fail shows the .onions for ASAP market

5 darkfail

Is ASAP Market online on Tor?

Return to

Yes.

Check your URL! Make sure you are on our official domain, don't get phished. There is always a dot between dark and fail.
No com, no live, the TLD is .fail.

All online links
Prove you are not a bet to

ASAP Market's Top Onion Links

http:/Jasap2udgplnkzl7ecled5wajojnftjadsSwvovl3jrvhangeyq67ziid.onion

Darknet Domain

A asapdugsmdujtbehoktmxogda * ol

&~ C asap4ugsmdujtbehoktmxogdaypfmucznnerdggfgbol Svzrtwodéoid.onion/mirrors.txt

————— BEGIN PGP SIGNED MESSAGE-——--—-

Hash: SHAS1Z
nttp:f/asapZudpvplnkzlTecledSwajojnftijad4swvovlijrvhangeygeTziid. onion/
nttp: ] /asap4uzinpunfdsumméspmado3mt3lendiu3fbxs5bTwi Snb3xpamwkad. onion/
nttp:j/asapduTrqptyakfSgdahmi2c77blwcdnoxnsppp51lz1hk7x34x2e22yd. onion/
————— exld G GHATURE-——-——

iQIzZBA ARAFIEEFVH4D]1J3257T1VEMIqui4 6zt PFWFAMIs+s0ACokQMIqui4es

u7RCEfuj6709¥oUzLoZRa2vyouulesYiFEsGYVTmRoS32zTNICOE+W54

zC1YLZpEVob+1IjkdNv+00 WouZDEMGldhmpiCCEfihduuc4lvlg9l Y IUiwMXUR
ZRIwRR31tx35+6Zr6vgekObTsL3HIOCSkcBiDG+ENiQQrImKSmD4P9iJI4d/ Jwge
SWsFEImHge4dpQe 3RYEigh02adYYildXxUIDg3yMEYHGeeChaGLES i viN1gZRio
BOKY3m7ablBHAogERakox4FNYVEsm46eCogl0itvUCGEiRpdeI6hE/BuFs4QlIkca
edVTp3iEUCiM/Ef 34v1tylWoRRnxMil4ceNmt 20TvdMYphLCPRECHAN/ vpYhX542 fu
GtTGINy13g+44// /HebREf1HTmucMghdpT+e6CymZiLfOD/EkFxrf+elxZJ3a+¥bYo
fV1sCo0JZlw/ oY /mEeTGLETnr8vUxH4s9dHET4J0WRdpgrJECIZ9vwlbYNaG3Rec
1vQHNDLHWESmEZ cPL 6 ZGGCaRREUP fIMmFMvwXE0m0ts5k0AvIRE1 6 DVIbWTaCJ1V51l
WwE380WaTwx5DeL+XO0mypt 6HEgqecNEEFEMT J0IogyUwS5CdZ22710=

=Sbey

————— END PGP SIGNATURE-----

3. The .onion adress does not match any of the adresses in the
mirror.txt file. Conclusion: according to the standard, this may be a
phishing website! The other possibility is that the market admins did
not update their mirror.txt file.

Title Home S§EAP Mar
Diomain hitpy/asapdugsndujtéehoktm=ogdaypfmucznnerdggfgbolbvzriwodGoid.onion &7
Tags Market (16,224) ASAP Market (1,508) Drugs / Narcotics (13,042)

Discoverad 20 Jan 2022, 06:22 UTC

Last Seen Online 29 Sep 2022 1731 UTC

Last Checked 29 Sep 2022 1731 UTC

2. However: a different .onion is found in the Dark Web Monitor, this one is
not listed on Dark.fail.

English {511,649)



woSqve2kijt2q55717z4te7fsvhbid.onion

Case 3: TOR market

L JOIR
MARK T

Hash: SHAL1Z

Thi=s is the Tormarket canary message generated 2022-09-20 00:00 UTC.
It will be replaced every two weeks.

Bitocoin block number: 754859
block hash: 000000000000000000066ckeb034T7desb20f226823522803718fc20bed 734423

If this file remains unchanged after 2022-10-05 00:00 UIC then
those in control of the infrastructure may be incapacitated
and,/or the public =systems may have been taksn over / seized.

The key used to =sign this message is kept isoclated from the
public market systems =g even i1f they are compromized, the
key will not be accessikble.

1. The canary.txt is implemented

Product sample selection

(UK Domestic) Arctic Wolf Heroin

Vendor: tescoexpress

Ships: UK [7] UK

This Listing is for orders within the United Kingdom and Ireland only.

Please check other listings for international orders.

- High guality heroin from Afghanistan

Very nice clean high and runs good on the foil.

TescoExpress approved, tried and tested!

Product details

(Domestic UK) Special Peruvian Cocaine (off the brick)
vendor: tescoexpress

Ships: UK [7] UK

This Listing is for all orders within the UK and Ireland

-First Hand Pervuian Cocaine

-Pure / Uncut (91%)

-AAA+ Quality

-Good Taste

Product details

COCAINE Peruvian 89% FISHSCALE 0.5g-28g
Vendor: NextGen
Ships: UK [7] EU

Login

05g

19
17g
35g

79
14g
289
864Q

05g
19
359
749
14g
28g
569
112g

05g
19
29

Register Help

25.00 GBP
45.00 GBP
80.00 GBP
130.00 GBP
210.00 GBP
400.00 GBP
750.00 GBP
1.400.00 GBP

40.00 GBP
75.00 GBP
180.00 GBP
360.00 GBP
730.00 GBP
1,350.00 GBP
2,600.00 GBP
5,000.00 GBP

32.00 GBP
57.00 GBP
112.00 GBP

rrim2f2 2lpggfhyydgkeeavesnwosqvc2krjt2q55 7T z4 te7 fsvhbid.onion

404 route not found

rrim2f2 2lpggfhyydgkeozvbsnwoSqvc2 krjt2g55 717 z4teT fsvhbid.onion

404 route not found

2. However, there are no mirror.txt or pgp.txt file. Conclusion: the
implementation of the standard is incomplete on this market




Implications for Law Enforcement

=  OPSEC measures are important to monitor, because markets and service providers have a lot to lose
and therefore have an interest in properly implementing OPSEC measures.

= In addition to security, this guideline demonstrates to end-users the intention to be a reliable and
trustworthy market or service provider.

=  We argue that the level of OPSEC indicates how significant the market or service provider is on the
Dark Web, as these domains have more exposure and assets to protect.

=  Adoption of OMG has grown significantly since January 2019 but has not (yet) been fully adopted and
implemented. At least it shows that many markets and service providers are experimenting and finding
better ways to secure their assets.

= It is not only market places that adopt OMG, more than 50% of domains who implemented the
standard are not market places.

= The exploration of OMG practices shows that many complications are being discovered and that it is
either not easy to correctly implement the standard correctly and keep it up-to-date, or that is does not
have the highest priority for site admins.



Future Research and Development

Get a better understanding of the full landscape of OPSEC measures
used in the Dark Web.

Develop technologies to automatically identify implemented OPSEC
measures, this could be used as an indicator for determining the
significance of a market or service provider.

Develop Dark Web typologies which can be used as input for proper
impact and risk assessment of specific dark web activities, for example to
quantify the difference between a major marketplace and a “Hello world”
domain that was just launched.

Conduct size and nature analysis on the full Dark Web space using these
technologies and typologies. This provides law enforcement with data-
driven guidance to select the most impactful interventions.



Colophon

For any question about this Case Study

OPSEC Measures by Dark Web Markets and Service Providers - OMG,
cybercriminals have their security guidelines too!

For example, on how we retrieved the data, or how we obtained the

analytical insights from Dark Web Monitor.

Feel free to contact

support@cflw.com

% 4
P
5 A

DARK WEB MONITOR

Strategic Insights, Operational Perspectives



mailto:support@cflw.com

Annexes



Annex |. Cause invalid OMG formats

=  Dark Web Monitor checks whether the OMG
files are uploaded.

= Many servers are configured to give a default
response (404) including an HTML page if a
request is made to a file that does not exist.

= Those default responses cause OMG files with
invalid format.

: : . ~
= The invalid formats are obtained comparable & LW
to making a request to the none existing page
/abc: https://cflw.com/abc = S




Annex ll. Interpolation of OMG file
manifestations

Interpolation technique was required since Dark Web Monitor crawls a Dark Web domain at least every 6
weeks.

In the case a domain is online in a particular week and it was also found online within 6 weeks later, it is
assumed that it was online in the weeks in between. By interpolation, it gives a more accurate result for
the adoption overview.

a -/pgp.txt of Domain A found in a specific week
+1 - interpolated occurrence given if next /pgp.txt found within & weeks

After
Interpolation

Interpolation

Before 3 0 0 1 0 0 1 1
Interpolation

Y

Weeks | | | | | | | |

f a = 6 weeks > a
-FQP-U‘“ ) ————— Jweeks ———»
of diff. domain

Cc = T weeks »
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