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) ORCHESTRATING INNOVATION

* Increasingly innovation and

entrepreneurship transcend the

boundaries of individual o

organizations sk
* They take place in so-called

business ecosystems consisting of
local communities, SMEs, large
corporations, NGOs, and
governments.
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ORCHESTRATING INNOVATION

* Orchestrating Innovation is the

m way of working that is applied to
m start, shape manage and expand

Innovation in an ecosystem.

* The ultimate goal is to create value

for the actors involved and society
at large.

* https://orchestratinginnovation.nl/

The Partnership for Cyber Security Innovation - PCSl is an example
of such an ecosystem, focussing on cyber security innovation

PCSl is a collaboration of
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https://orchestratinginnovation.nl/

PCSI predecessor: Shared Research Program Cyber Security (2014-2020)

Sharing data
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Shared funding

PCSl is a collaboration of

Research lines ‘ 2018 2019 2020
2014-2017 umm—t

Detection.of targeted attacks 3 Email Ninja Convessation nodeiieig fogspesl
phishing detection
CRIMSON 2

Advanced security Advanced security

architectures Architectures 2

Use of monitoring information to quantify risks Quantifying risks made usable

Correlates of missed cyber security incidents in
human operators

Adaptive immune system PoC

Self Healing security Self Healing

Security governance of suppliers Sec. governance of suppliers - validation

Criminal IBC PSD2

Solidification CTl Framework Threat landscaping methodology Threat actor profiling

Predictive analysis of attacks

Decision Support System For Cyber

Threat Managers

Personalised behavioural interventions for
Cyber security end-user behaviour financials
Security perception

Shared Research Program cyber security
2014 - 2020 (and possible extension)
Yearly 1 million euro to innovate on cyber security

vABN'AMRO \% ING & °"""°°° devolksbank  "FINNQ fangration

Rabobank

https://www.tno.nl/srpcybersecurity
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application of
results by
partners and
increase
resilience
society by
publications,
presentations,
spin-offs etc.




‘ Our mission

With a volatile threat landscape developing at an alarming pace, we have partnered up to
join forces and create a holistic cyber security approach with a focus on innovation

Shared workload

Shared learnings

Shared funding

Isolated protection Shared innovation

de volksbanic

lack of innovation | isolated efforts focus on innovation | joint effort
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Craftmanship development

Collaborative
workforce that speeds

up craftmanship
development

Working collaboratively on an innovation with peer experts

Opportunity to deepen existing knowledge by working in innovative projects

Cooperation between operational oriented people and scientific oriented people (TNO)
leads to interesting results

Knowledge transfer from TNO to PCSI partners (presentations, webinars)
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Step out of the day-to-
day, build new

» Stepping out of the daily operational job to work on innovative ideas [Sapabltiesand
- High energy creative sessions to Ideate from selected trend to project pitch snosgement
« Competence development (brainstorming, Dragon’s Den pitching, etc.)
« Opportunity to present results to the cyber security community (webinars,
events, articles, website)

Building networks of experts

Develop cool and .
innovative cyber

solutions in collaborative
PCSI projects =~

With this exclusive invitation, you are welcome to

attend one of the PCSI Ideation workshops. Seize this
opportunity to join up with your PCSI peers and make a
valuable contribution to the further development of cyber

security for our companies and society.

The goal of the Ideation workshop Use the combined knowledge of the team

The PCSI innovation process is facilitated
T e e oo | DY professional coaches

idea for a project to impress the critical CISOs

project. During the workshop you will work and

of the PCSI steering committee in a dragon’s
brainstorm in small teams and cooperate with ) y : 9

& RN 2 :
PCSI is a collaboration of PCSI peers. Hot topics in cyber security will den. AL wmmr:g If‘egs ey bu?gef, “T“e
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Our ambition (1) Roadmap to impact

e Bruce Schneier on PCSI: “This is a great example of the much
g ey e A needed cyber security innovation and collaboration”. [illustrative]

Ministerie van Veiligheid en Justitie

ﬂﬂ S * Yo QOASISOPEN

A Like E Comment &S

National Institute of
Standards and Technology

.S. Department of

Ps ahhaER U.S. Department of Commerce
Security

CI Forum ]s

PCSI Self-Healing

f d 9" ATT&CK’ hackaton event 2022 @

|~ 101,601 views of your post in the feed

FINANCIAL
TIMES

2020 2021 2022 Yy
-
- >
s
dutch
digital
CYBERSECURITY GEBASEERD OP HET MENSELIJK IMMUUNSYSTEEM delta
Karlijn Meinders / donderdag 29 oktober 2020, 17:1( ° connect and create
. 5 = ® Nederlandse
F)nderzoekers heb?en zich Ia.ten inspireren door he? .mens'eluke Vereniging vanBanken
immuunsysteem bij het ontwikkelen van beter beveiligde ict-systemen.

Cyber [ 1
O Fs-ISAC pug 5y CSRE- g™
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‘ oltigelylelidLNPANN Building the cybersecurity innovation ecosystem

Closely informed on progress & results
Provide feedback and suggestions

beneficial
Some in-kind contribution

Current:
Connect2Trust
Gemeente Amsterdam-
CTO innovation team
Crowdstrike
Security academy
Ordina
ONVZ
Rabobank
Securify
Orange Cyber defense
Niagara networks
Cybertrap
DTACT

PCSl is a collaboration of

Steering Strategic direction
Participating in projects
Pilot experience

Occasional involvement in projects when mutual Profiting from all results

Full learning experience
High visibility to outside world
Financial & in-kind contribution

Current:
ABN AMRO
Achmea
ASML
IN[€]

_ _ TNO
Security public De Volksbank
Potential:

e  Dutch tax services

_ — _ - Ahold
» Access to information via website, «  Shell

webinars and social media .

@ABNAMRO achmea [ ASML ING £ TNO devolksbank



Our brand
Automated REINDER WOLTHUIS
Threat Actor

Profiling

pcsi.nl website

PCSI | Partnership for Cyber Security Innovation 25 MAY-2021, 10:0
CSI plays a prominent role in the protection of Dutch society against tomorrow's cyber-attacks

tion Tech:

See 1 employee on LinkedIn Richard Kerkdik Lolt Bhokuni

Home About Posts  Jobs Pe JOIN OUR WEBINAR

Cyber Security Radar:
m Imag® v - foundation for agile security
innovation

Growing use of Al

H H PCSI | Partnership for 2
applications ' tip 7
Cyber Security
Artificial Intelligence (Al) is the ability of Innovation Webinar Alert! Our PCSI partner TNO is organizing an interesting webinar focusing
: - ’ ) ; on the key question "what concrete things can you do as an organization to apply Al (‘J Bt —
dizplay (human) intelligent behavior with auto 296 followers i FesponsIblE. ManREre s —

ey

¥ -
e =

The European Commission has drawn up new regulations on Al, which raises
questions for many organizations. Do you want to know which concrete actions
you can do as an organization to apply #Al in a responsible manner? J ...see more

F Bart Gijsen - v ﬂ

d by Self-Healing for CyberSecurity (SHACS)

Tweakers Developers Summit 2021 (digital) | June 2,3,4,5

MakeITResl  Sposkers  Progam  Parners  TacksROates  Tickets  Ariles  Codeol Conduct

Al can be used to outomatically fin:

The somware was developed &
Innovation), that are curently IvesYgating deployment cases for the SHACS sofware in the fight against

sporation wih PCSI partners (Partnerstip for Cyber Securty

responsibility must however always

account. cyber atacks
Sevco & Conmaer Mowe v LY e Y
Only throug -
oo R Zelfhelende software maakt Dutch researchers build security

van hackers

snvnse W 1000

PurpleAl

Storted in April 2021

Hackers uit Rusland en China azen op onze d|
tegen te beschermen ontwikkelde TNO nieuw

principes van ons immuunsysteem. Zullen we

Al for perpetual improvement of Red Tean
Blue Team activities.

eens cen stap voorblijven?

Cyber Security
Innovation

The Cybertalk
Sessions

\ \)
\\_; e \?) Partnership for

Objectives




How we work

Collaborative ‘orchestrating innovation’ way of working

Top 10 most relevant trends

(Highest average score for impact and fit with PCSI)

s

Growing dependency on third parties

Growing need for security automation in cyber defense
Growing willingness to join forces (inter)nationally
Growing use of Al applications

Growing importance of identity and access management
Increasing use of agile software development

Growing interest in zero-trust initiatives

Maturing of quantum technology

Increase of malicious uses and abuses of Al

Growing need for impactful awareness campaigns and
behavioral change programs

Be:e68666 -

2021 2022 o 2023 2024+

PCSI Cyber Security Radar identifies threats and
opportunities in terms of urgency and impact
Specifically developed for the PCSI with expert
input from all partners.

PCSl is a collaboration of

) AENAMRO achmea [ ASML ING 0 TNO devolksbank

/m

Roadmap

v/

Theme
Selection

Staged
innovation

Validated idea

Our security radar identifies themes and trends that are relevant to our partners, after which
we cooperatively decide which themes are selected for ideation & staged innovation

Ideation
workshop

DROGAT)SI DEN

Prototype Validated MVP

Proof of
concept

\

Minimum Viable Product

Handover to 3 party



Example of projects & results
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: Prototype
Staged @)
innovation~~L-
Experiment and validate
Every 4 months Validated idea inis

Ty

Early warning system insider attacks

Trend 15: Growing number of insider attacks

Employees are increasingly getting involved in data leaks
intentionally or unintentionally due to social as well as technical
reasons. A growing market has emerged for confidential data on
the Dark Web. As a result, on the social side, data is increasingly
being stolen and sold by malicious employees or used in other
kinds of ways. There are different forms of intentional insider
attack threats; e.g. an employee radicalizes, is extorted or has
been premeditated to work in an organization. Also due to
technical reasons (access without official permission) attacks
(can) take place.

See the previous presentation & table outside (Ellen van
Bergen & Krista van Kan)

PCSl is a collaboration of
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Selected results
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PCSl is a collaboration of

@ Prototype Validated MVP
staged @) /‘\ /\
innovation™~L- G
Experiment and validate

Every 4 months Validated idea

Minimum Viable Product Handover to 3" party

Automated data labeling for unstructured data

Trend 8: Stricter rules and enforcement on information sharing

The DNB ('toezichthouder') is paying more attention to privacy,
as expressed in the GDPR, and other regulations. For example it
becomes more important to demonstrate compliance with
privacy regulation at every step taken in capturing or modifying
data.

FABN'AMRO achmea [ ASML ING &0 TNO devolksbank

Selected results



Selected results

Staged @)
innovation~~L-
Experiment and validaf
Every 4 months

Ty

PurpleAl

Trend 28: Growing use of Al applications
Artificial Intelligence (Al) is the ability of systems to display (human) intelligent behavior
with automatic decisions or decision support as a result. Smart algorithms offer new
possibilities for linking different data sources. The use of counter Al and reinforced learning
for detection could be a possible way to make cyber security more effective. Al is
increasingly used by defenders and attackers both, Al can be used to automatically find
vulnerabilities, automatically patch, and automatically generate exploits. Explainability and
responsibility must however always be taken into account.
&
Trend 30: Increase of malicious uses and abuses of Al
Artificial Intelligence (Al) is the ability of systems to display (human) intelligent behavior
with automatic decisions or decision support as a result. Smart algorithms offer new
possibilities for linking different data sources. The use of counter Al and reinforced learning
for detection could be a possible way to make cyber security more effective. Al is
increasingly used by defenders and attackers both, e.g. red teaming can experience
significant improvements as traditional penetration testing outpaced by today’s
complexity. Al can be used to automatically find vulnerabilities, automatically patch, and
automatically generate exploits. Explainability and responsibility must however always be
taken into account.

| PCSl is a collaboration of
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PurpleAl

PurpleAl is a research project focusing on studying
and showcasing the potential value of Artificial
Intelligence for security control assessment.

PCSl is a collaboration of

achmea [ ASML ING &0 TNO




PurpleAl use-cases

Red team use-case

Goal:
Learn a machine learning model to perform

red team actions such as reconnaissance,
privilege escalation and lateral movement
starting from an employee laptop while
blending in with normal user behavior

Business value:

* Improving infrastructural resilience

* Knowledge about optimal attack paths for the

P . 2
ST PCSl is a collaboration of
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Blue team use-case:

Goal:

Optimize tripwire placement using a
reinforcement learning algorithm, both
before and during ongoing incidents

Business value:
* Improve infrastructural resilience

e Optimize tripwire placement




For more info:
* Mark Buningh, PCSI business development — mark.buningh@tno.nl
* Reinder Wolthuis, PCSI program manager — reinder.wolthuis@tno.nl

PCSIl is a collaboration of

TNO devolksbank

www.pcsi.nl §

'ABN’AMRO achmea [©) ASML

follow us m

This project is co-funded by Holland High Tech with a PPP Grant for Research and Innovation in Top Sector HTSM
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