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AUTOMATED VULNERABILITY RESEARCH (AVR)

current cyber security practice:

protect own IT against
software vulnerabilities that have been 

published and patched

AVR:

discovering and patching
unknown/unpublished vulnerabilities

using smart automation to make it scalable



LOG4J

Bron: nu.nl
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APPLICATION SECURITY TESTING

Industry focus on uniform, agile development (DevOps)

“shift-left security”: move security to early lifecycle stages

AVR to complement current application testing practices

SECURING APPLICATION PROGRAMMING INTERFACES (API)

Crucial in modern cloud/microservices architectures

External attack surface

Securing APIs is an important first line of defence

KEY AVR APPLICATIONS



COLLABORATIONS

Academic Application

NBV



Addition to unit and integration testing

SAST tooling already widely used, and can be combined with fuzzing

Fuzzing technology is maturing, but not widely applied yet

TECHNOLOGY FOCUS: FUZZING



FUZZING

Fuzzer
Program-Under-

Test

(semi-)random input

Result

• Fuzzer sends (semi-) random data to program-under-test.

• Fuzzer tests how the program responds.



Different approaches

BLACKBOX – GREYBOX – WHITEBOX

Black box
• No source code
• Only binary file

Grey box:
• No source code
• Instrumented binary

White box:
• Source code



• Open source tools available
• CATS
• RESTler

• Blackbox approach (based on OpenAPI spec)

WEB-API FUZZING – STATE OF THE ART

Fuzzer Web-server

(semi-)random HTTP-request

HTTP-response



WEB-API FUZZING – CURRENT RESEARCH



FUZZING IN CI/CD CHAIN

 Early in the development proces, bugs are easy to fix

 CI/CD tooling already have extensive test environment

 Fuzzing takes place at pre-defined moments:

• Each commit

• Every day

• Every weekend



New research project on applying fuzzing technology. (TKI)

Aim: make fuzzing technology applicable in:

CI/CD chains

Grey-box web API’s

Aim: 5 industry partners

Timeline: Start Q3/Q4 2022

RESEARCH PROJECT
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