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Abstract

Organizations increasingly collaborate in digital ecosystems, whilst being aware that data
is becoming a key asset. They require improved data control capabilities that prevent their
shared data from being misused. Currently, such capabilities are typically realized as
situation-specific closed ecosystem solutions in a ‘hub-model’ approach. This, however,
hinders adoption of inter-organizational data sharing as end-users are faced with potential
customer lock-in and major integration efforts to manage data sovereignty, trust and
security over multiple data sharing relationships. As alternative, an open ‘network-model’
approach provides end-users a single entry-point for simultaneously controlling data
sharing over multiple relationships with clear operational advantages in user-friendliness,
complexity, efficiency and costs. However, it poses strong interoperability requirements on
the legal concepts of data sharing agreements and usage contracts (terms-of-use). This
paper contributes to the development of the network-model by identifying and assessing
architectural options for realizing interoperability on the legal concepts for controlled data
sharing.

Keywords: Data Sharing; Control; Sovereignty; Trust; Security; Hub-Model; Network-

Model; User-Centric; Legal; Data Sharing Agreement; Usage Contract; Terms-of-Use;
Access Policies; Usage Policies; Interoperability; Semantics; Governance.
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Introduction

Changing market dynamics, brought about by increasing digital connectivity, force organizations to
take strategic actions. A shift from optimizing internal business processes into a more collaborative
optimization across business ecosystems is becoming more common (Loebbecke et al. 2015). This leads
to organizations shifting from a strategy of competitiveness to a more collaborative strategy:
organizations are collaborating to serve customers through mutually dependent and co-operative supply
chains, both within business ecosystems and across industry sectors.

Nevertheless, despite their advantages, agile and flexible digital supply chain collaborations also pose
real challenges, both from an organizational and a technical/IT perspective (Luftman et al. 2017), as
organizations are becoming ever more aware that data is one of their most valuable assets and should
be managed and controlled as such (Grover et al. 2018). Data control capabilities for data sovereignty,
trust and security are necessary to prevent the misuse of shared data and are, as such, the sine qua non
conditions for organizations to be prepared to share potentially competitive and sensitive information
(Mannhardt et al, 2019). Enabling data control is a evermore considered as key prerequisite for data
owners to adopt data sharing for interorganizational and supply chain IS applications.

Data sovereignty is a natural person’s or organization’s capability of being entirely self-determined with
regard to its data (Otto et al. 2019), i.e. it allows a legal entity to exclusively decide about the usage of
its data as an economic asset. It requires organizations to be in control of the conditions under which
their data is shared and how it may be processed by other parties. Trust is the ability to rely that the
entities (persons, organizations or systems) with which data is shared are who they claim to be and that
they will act accordingly. Trust relies on adequate identification, authentication and certification
capabilities. Security is the capability to provide assurance that actual sharing of data is protected
against unauthorized mis-use of data through (malicious or accidental) security breaches. It includes
aspects such as encrypted data transport and storage and software certification and attestation.

These data control capabilities are mainly provided by IT vendors for closed sector-specific ecosystems,
each with its own specific solutions. However, this ‘hub-model’ approach (Liezenberg et al. 2019), or
hub-and-spoke model, poses major challenges for end-users and organizations that share data in
multiple ecosystems: they are faced with both a threat of vendor lock-in by their IT providers, and with
major integration efforts to define, manage and enforce data sovereignty, trust and security solutions
across multiple data sharing relationships (Zrenner et al. 2019).

An alternative to the closed ecosystem-specific hub-model approach is the open ‘network-model’
approach, providing a single entry point to the end-user with common and agreed upon protocols for
defining and enforcing data control capabilities across multiple data sharing relationships (Liezenberg
et al. 2019; Dalmolen et al. 2019; IDSA 2019). As such, a network-model approach with generic and
re-usable infrastructural capabilities for defining and enforcing data sovereignty, trust and security in
multi-lateral data sharing may offer significant advantages from the end-user perspective. As such, it
may be referred to as being more ‘user-centric’. Because of this, the network-model approach is
currently attracting industry attention in overcoming the challenges associated with the hub-model for
multilateral data sharing. Various initiatives are currently emerging, of which the International Data
Spaces (IDS) initiative has major international attention.

As will be described in this paper, a network-model approach will be implemented in a federated
manner, i.e. with multiple instances of (interacting) functions provided by independent organizations.
Therefore, the user-centric network-model approach for controlled data sharing poses various
interoperability challenges. Especially, it is highly interrelated to the topic of interoperability for the
legal concepts of data sharing agreements and usage contracts (also referred to a ‘terms-of-use’). As
such, this paper addresses the following research question: “How can an open model approach for data
sharing with interoperability of data sharing agreements and usage contracts be developed for wide
scale multi-organization adoption?". This research encompasses an assessment of the network-model
approach on the interoperability of legal data sharing aspect, i.e., data sharing agreements and usage
contracts. This extends beyond the capabilities of existing data sharing architectures based on the
network-model approach where data control mostly applies to security by means of encrypted data
transactions, sometimes augmented with end-user identification and authentication (Jarke et al. 2019).
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Interoperability in a federated data sharing environment: legal, organizational,
semantic and technical

Data sharing in a federated data sharing environment can be characterised as a system-of-systems, in
which a multitude of dedicated systems pool their resources and capabilities together to create a new,
overarching, system with value adding functionality and performance. In scientific research, various
frameworks have been developed from the perspective of realizing interoperability for such system-of-
systems architectures. An approach that is well accepted is the new European Interoperability
Framework as developed by the European Commission (EC 2017). It distinguishes four interoperability
levels that must be implemented, as depicted Figure 1: legal, organizational, semantic and technical
interoperability under an overarching integrated governance approach.

Interoperability Governance

Legal
Interoperability

— = =+ |To ensure that organisations under different legal frameworkscan work together.

8 Organizational S : ; s ;
g ... | === [To let organizations align business processes, responsibilities, expectations and goals.
-l Interoperability
=
g « ' requirements
= S ti
emantic : :
E ... | == * [To ensure that format and meaning of shared data is preserved and understood.
- Interoperability
Y]
] Technical : ! ; : by
= ... | = == |Covering applications, severices and infrastructures and secure communications.
=l Interoperability

__________ I E.o. on arrangements, organizational structures, agreements to ensure interoperability.

Figure 1. Interoperability Model as Defined in the New European Interoperability Framework.

The various levels of interoperability are further elaborated in the remainder of this paper from the
perspective of providing a user-centric approach in a federated network-model approach with
infrastructural data sovereignty, trust and security. As the figure indicates, the legal and organizational
aspects (as addressed in the following subsections) set the requirements on both technical
interoperability and semantic interoperability thereof. This provides a new contribution to the
development of a federated data sharing environment. Therefore, it is elaborated more in depth in the
subsequent sections.

Legal interoperability: frameworks for data sharing agreements and usage contracts

Over the complete data sharing life-cycle, a broad set of support processes for managing data sharing
agreements and data transactions is required, from publishing data sources up to the logging of data
transactions. As they determine their perception of the overarching data sharing processes, they form
the basis for the user-centric data sharing architecture approach as described in this paper.

In (Dalmolen et al. 2019), the main data sharing support processes have been categorized according to
the subsequent life-cycle stages in data sharing, together with the metadata artefacts they generate,
which contains potentially sensitive information from the data provider perspective. It described how
data sovereignty, trust and security of this metadata can be maintained in an open network-model
approach. This paper extends and builds upon this work by addressing the important aspects of a user-
centric architectural perspective on the legal concepts of data sharing agreements and usage contracts,
aimed at preventing misuse of the shared data. As described in the introduction, the network-model
approach with a single entry point will improve end-user friendliness in simultaneously managing data
control capabilities across multiple data sharing relationships. Such a user-centric single entry point
however, requires interoperability on these legal concepts over the multitude of data consumers with
which data is shared in the highly federated network-model approach.
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Hence, seamless interoperability on the legal concepts of data sharing agreements and the usage
contracts becomes highly intertwined with user-centricity. Both are catch-all terms encompassing
various specific elements, as listed and described in Table 1.

Data sharing agreement: Specifying the conditions under which specific data will be shared, consisting of the
contractual conditions and the usage contract.

Commercial conditions: Stating the commercial conditions under which the data will provided,
including the costs of the data and the invoicing and payment conditions.

Legal conditions: Stating the legal aspects required (to avoid) conflict resolution, e.g. the IPR-
conditions, the applicable law, ...

Service level: Stating the quality parameters of the data provided, including completeness, accuracy and
timeliness.

Usage contract: Combining the access control policies and usage control policies, expressing the data
provider’s internal (business) data sharing policies and the external (regulatory) policies.

Access control policy: Stating which individuals, roles or systems are allowed access to the data
provided.

Usage control policy: Stating how the data may be used or distributed after access has been given to
individuals, roles or systems.

Security profile policy: Stating the requirements on the security profile of the data consumer.

Table 1. Elaboration and Description of the Legal Artefacts of the Data Sharing Agreement and
the Usage Contract Metadata Artefacts.

Frameworks on (schemes for) data sharing agreements and usage contracts are currently emerging in
various sectors. An overview on such frameworks with comparison on supported features is for instance
provided in (MIN EACP 2018). As a prominent example, the Dutch iSHARE initiative is currently
being adopted in the Netherlands (NLIP 2019). It realizes a uniform set of agreements for identification,
authentication and authorization, such that organizations can share logistics data in a simple and
controlled way, including with (previously unknown) partners.

Organizational interoperability: federated and multilateral interoperability in a network-model
approach

As described in Figure 1, organizational interoperability refers to the way in which organizations align
their business processes to achieve common goals on improved collaboration. As such, organizational
interoperability can be considered from two perspectives, as depicted in Figure 2. Both perspectives are
addressed in the following paragraphs, subsequently.
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Figure 2. Organizational Interoperability Perspectives: The Multilateral Data Sharing
Perspective (I) and the Network-Model Perspective for Infrastructural Data Control (r).

Multilateral interoperability: vertical, horizontal and longitudinal

As shown in the left side of Figure 2, three types of organizational interoperability in multilateral data
sharing may be distinguished, referred to as vertical, horizontal and longitudinal interoperability.
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Vertical interoperability applies to the interoperability of the applications and processes with the
technical infrastructure within the same organization, i.e. ‘intra-organizational interoperability’.
Vertical interoperability can be achieved through exposing ‘generic’ capabilities of technical
infrastructure to be used by multiple applications and processes simultaneously by means of well-
defined Application Programming Interfaces (APIs). As such, the APIs must support both the legal
concepts on data sharing agreements and usage contracts and the data control functions on data
sovereignty, trust and security.

Horizontal interoperability applies to the interoperability between different organizations, i.e. ‘inter-
organizational interoperability’. For supporting the data control capabilities to manage and enforce data
sovereignty, trust and security over data provider and consumer, this implies that the data provider and
consumer are within the same trust domain at the technical level. Additionally, interoperability of
applications and processes enabling real-time engagement in business partnerships may be achieved
through agreed upon process (semantic interoperable) choreographies (Hofman et al. 2016). Again, this
must be supported by organizational interoperability on the legal concepts and the data control
functions.

Longitudinal interoperability applies to the interoperability between organizations that do not have a
direct / bilateral data sharing relationship, i.e. ‘supply chain interoperability’. Data is proliferated along
the supply chain, possibly in processed format, towards data consumers that don’t have a direct bilateral
(legal) data sharing agreement with the original data provider. Hence, proliferation of agreements in
combination with trust of the data provider in the supply chain partners becomes crucial, as the control
over sharing data to organizations along the supply chain can no longer be technically enforced directly
by the data provider. Using state-of-the-art data provenance concepts may give the data provider some
basic insight in how his data is handled and proliferated in the supply chain, providing him a basic level
of trust for sharing his sensitive data.

In summary: Vertical interoperability allows multiple applications and processes to use the multilateral
data sharing infrastructure simultaneously. Through horizontal interoperability, more organizations can
(seamlessly) share data over it. Longitudinal interoperability enables data to be shared with
organizations further along the supply chain. For each of these, organizational interoperability on the
legal concepts of data sharing agreements and usage contracts is required.

Network-model interoperability: peer-to-peer data sharing with federated intermediary roles

The transition from a solution specific hub-model approach towards an open network-model approach
for controlled data sharing with a single entry point is illustrated in Figure 3 (Liezenberg et al. 2019).
Its aim is to improve end-user centricity in simultaneously managing multiple data sharing relationships.

Peer-to-Peer Data
Da.ta Dt Entry Point Entry Point Data
Provider Consumer N Consumer

%% : . : =
AN Service Provider Service Provider
() . .
{9% %, % Data Sharing - Data Sharing
CNe Agreements Agreements
Shared
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Contract
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Operations Optimization
Data Analytics
Supply Chain Visibility
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Figure 3. Transition from a Hub-Model (1) to a Network-Model (r) Approach for Data Sharing.
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The right part of Figure 3 shows the leading architectural principles of the network-model approach:
e peer-to-peer data sharing, and
o federation of the supporting legal concept on data sharing agreements and usage contracts.

In the network-model approach, data sharing is done on a peer-to-peer basis. Nevertheless, this peer-to-
peer data sharing may be used to populate a centralized data lake to support value adding services. This
is depicted in the lower part of Figure 3, showing a multitude of specific value adding services that can
be supported, e.g. for operations optimization, data analytics and supply chain visibility. This may seem
contradictory and make the generic data sharing layer superfluous. It is noted however, that also in these
cases there is added value in the generic data control capabilities of the network-model approach: (1) in
the aligned and standardized mechanisms of communicating from data provider to service provider the
data sharing agreements and usage contracts under which the data is shared, (2) in the enforcement
thereof in the domain of the service provider, and (3) in the added value of providing supporting
functions for data sharing by external trusted roles as independent party.

The right part of Figure 3 shows the federated architecture for the network-model approach. Multiple
instances of the intermediary roles will coexist and are fulfilled by separate service providers. The data
provider and the data consumer will in general be subscribed to different service providers, which may
be considered as their ‘home’ intermediary roles. As the figure shows, this federated implementation
also applies for providing the supporting services on the legal concepts of data sharing agreements and
usage contracts. In (Dalmolen et al. 2019), it is described how this federation of intermediary roles may
be realized using a service-oriented architecture, whilst the data provider maintains sovereignty over
the associated metadata on the data transactions that is generated in these processes.

The International Data Spaces (IDS) initiative may be considered as an initial case study for the
network-model approach. It is currently gaining major international traction for multi-lateral data
sharing. The IDS reference architecture (Otto et al 2019) describes a network-model approach with
infrastructural data control capabilities for data sovereignty, trust and security. It builds upon the
interoperability principles as described in the previous subsections: peer-to-peer and federated data
sharing. Moreover, the IDS reference architecture can be considered an architectural elaboration of the
Trusted Multi-Tenant Infrastructure (Trusted Computing Group, 2013). Figure 4 depicts the IDS
enabling ecosystem with (trusted) intermediary roles as distinguished in the IDS reference architecture,
together with a high-level description of the functions they provide.

Authorization Authorizati Role and Functions
uthorization S~ . 5
Manager Clearing Manacer Broker Service Provider
< y

- Registration and publication of data sources and profiles
- Definition, negotiation and signing of data sharing agreements

register
and enforce
2010§uR pue

19)s1321

Broker Clearing House

Service . - Logging of data sharing agreements
Provider - Clearing and settlement of data transactions
- Auditing, reporting and conflict resolution

Authorization Manager
- Definition and registration of usage contracts
- Enforcement of usage contracts
D Core Participant = ~ Identity P,“’Vif'? r 5
. Intermediary Role N App Store | —: Primary Data Flow - Iv}ax»lage 1‘dent1‘n‘es of pam.cl.pams
Provider —— Metadata Flow - Validate identities of participants
D Implicit Functional Role App Store Provider
- Publication and provisioning of data apps

Identity
Provider

Figure 4. Roles in the IDS Reference Architecture (1)), together with a Functional Description
for the Intermediary Roles (r) (Otto et al. 2019).

The ‘Intermediary Roles’ in the IDS reference architecture as depicted in the figure act as trusted entities
and are assumed to be provided by trusted third parties (TTPs). The IDS intermediary role of identity
provider supports the trust function, together with an additional IDS-role for providing certification and
remote attestation functions (not depicted in the figure). The intermediary roles broker service provider
fulfils the functions for managing data sources and data agreements to the point that a formal data
sharing agreement has been agreed upon between data provider and consumer. The clearing house
fulfils the functions for managing data sharing after a mutual data sharing agreement has been made,
i.e. managing actual data sharing transactions in accordance with the data sharing agreements and
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logging and reporting thereof. A separate IDS intermediary role for registering authorizations as part of
the usage contracts is not identified in the IDS reference architecture. These are implicitly incorporated
in the role of the data provider and consumer as shown in the left side of Figure 4.

In (Dalmolen et al. 2019) it is described how the IDS run-time environment (based on standardized
security gateways, referred to as ‘IDS connectors’) can realize a service-oriented architecture
supporting the IDS intermediary roles. This is also applicable for the service provider for the legal
concepts of data sharing agreements and usage contracts, as will be shown in the following section. An
initial operational implementation is currently provided by the Smart Connected Supplier Network,
SCSN, (BIC 2020), a fieldlab initiative to enable improved supply chain cooperation behind large high-
tech companies in the Eindhoven, The Netherlands, area.

Technical interoperability: Interaction topologies for data sharing agreements and
usage contracts

In a federated network-model approach for multilateral data sharing as depicted in the right side of
Figure 3, seamless interoperability on the legal concepts of data sharing agreements and usage contracts
is key for enabling wide scale adoption. An overarching interoperability approach is required that on
the one hand is user-centric by minimizing implementation complexity and integration efforts, whilst
on the other hand serving the needs for the various (intermediary) roles in the network-model. Adequate
interaction topologies form the technical basis for the overarching technical interoperability. The
subsequent subsections describe their typology and evaluate the options. In addition, the International
Data Spaces (IDS) initiative is described that enables the suggested options.

Interaction topologies in a federated architecture

Various technical interaction topologies to support (interoperability of) the exchange of legal concepts
on data sharing agreements and usage contracts within a federated network-model for multilateral data
sharing can be distinguished. These are referred to as ‘Role Interaction Topologies’ (RITs) and are
illustrated in Figure 5.
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Figure 5. Four types of ‘Role Interaction Topology’ (RITs) for Legal Concepts in a Federated
Network-Model Approach for Multilateral Data Sharing.

The four types of RITs which are applicable in an open network-model as depicted in the figure, are:

(a): Peer-to-Peer RIT (P2P-RIT), in which the data provider and the data consumer share metadata
directly without involvement of intermediary roles. Not only can this apply to the primary data
flow, also the metadata on legal concepts may be shared on a peer-to-peer basis between the data
provider and the data consumer.

(b): Provider and Consumer Driven RIT (PD-RIT / CD-RIT), in which the data provider orchestrates
the sharing of metadata with the intermediary roles it has subscribed to. For these RITs, it is the
data provider’s consumer’s responsibility to subscribe to (trusted) intermediary roles that provide
adequate service options for the legal processes on data sharing agreements and usage contracts
that match the data provider’s and consumer*s business policies. For instance, for the data provider
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this applies to templates for (negotiation of) data sharing agreements and logging of data
transactions. For the data consumer, this may apply to data provenance, i.e. the (trustworthy)
logging and accounting of the handling, processing and proliferation of shared data along the supply
chain for conflict resolution and financial settlement

(¢): Intermediary-to-Intermediary RIT (I2I-RIT), in which the intermediary roles of the various data
providers and consumers that support the data sharing and agreements and usage contracts
orchestrate the sharing of metadata amongst themselves. Some functions on data sharing and
agreements and usage contracts may not only require interactions between the data provider or
consumer and their subscribed intermediary roles. Rather, they may require direct interaction
between intermediary roles. For instance, this may apply to metadata related to negatiation of data
sharing agreement elements and pricing.

(d): Service Broker RIT (SB-RIT), in which the interactions between the intermediary roles of the
various data providers and consumers are not handled on a bilateral basis but by means of an
intermediary broker orchestrating the sharing of metadata associated to data sharing agreements
and usage contracts.

For maintaining sovereignty over metadata in an open network-model, the four types of RITs for sharing
legal concepts on data sharing agreements and usage contracts (as listed in Table 1) are not equally
suitable and applicable. They can be evaluated on the following criteria:

e  Maintaining sovereignty over the legal concepts by the data provider and consumer.

Maintaining sovereignty over metadata and being in control over the proliferation chain thereof is
essential for data providers and consumers. This applies to legal metadata concepts on data sharing
agreements and usage contracts as well. Proliferation along a chain of interconnected intermediary
roles by means of I2I-RITs implies loss of such control and having to trust and rely on intermediary
roles that are potentially not even known to the data provider or consumer. Restricting proliferation
of the metadata to their ‘home’ intermediary roles that a data provider or data consumer has
subscribed to, will prevent such loss of control and will therefore increase the level of data
sovereignty.

o Complexity of the overarching interoperability architecture.

The widescale adoption of agreed-upon (and preferably standardized) role interaction protocols
strongly depends on the implementation complexity and number of standardized interfaces to be
realized between intermediary roles in in the highly federated infrastructure of the open network-
model approach. This applies to the interfaces between intermediary roles as denoted as (c) (121-
RIT) and (d) (SB-RIT) in Figure 5. It is to be noted that using the Service Broker RIT will on the
one hand reduce the number of direct Intermediary-to-Intermediary RITs, but on the other hand
leads to an additional layer of interfaces to be standardized, i.e. between multiple SB-RIT instances.

Having to implement and adhere to standardized interaction protocols for a multitude of types and
instances of intermediary-to-intermediary RITs may become (too) complex, both from the
development and deployment perspective. This complexity may be technically overcome as has
been demonstrated in the ‘old-school” world of pre-divestiture telecommunications at the end of the
previous millennium. In their regulated environment, a limited number of (mostly non-competitive)
major telco’s had a common interest in closely collaborating in developing standards for
interoperability to achieve globally interoperable services. In the current liberalized situation for
data services however, such a centrally governed development and deployment process is non-
existent. Hence, definition and adoption of agreed-upon intermediary-to-intermediary
interoperability protocols is a far less viable option.

On these criteria, the observation is that the PD-RIT and CD-RIT are to be preferred as the default-to-
be-used metadata interaction topologies over the I2I-RITs. Figure 6 illustrates how the resulting
interaction topologies in a federated, open, network-model approach are to be realized by means of the
PD-RIT and CD-RIT, whilst avoiding the necessity for realizing an I12I-RIT and SB-RIT interaction
topology.
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Figure 6. The Preferred ‘Role Interaction Topologies’ PD-RIT and CD-RIT for Legal Concepts
in a Federated Network-Model Approach for Multilateral Data Sharing.

The figure illustrates that with the preferred provider PD-RIT and consumer driven CD-RIT, all sharing
of metadata is through orchestration and under control of the data provider and the data consumer. This
gives them the required control and sovereignty over the metadata concepts on data sharing agreements
and usage contracts. No direct intermediary-to-intermediary metadata sharing beyond the direct control
of the data provider and data consumer is required, preventing them from having to rely on external
trusted third parties or requiring complex I12I-RIT and SB-RIT interface implementations.

Semantic interoperability: machine-readable and machine-executable data-
sharing agreements

As described in the previous section, PD-RIT and CD-RIT are the preferred interaction topologies for
organizational interoperability of legal concepts in a federated, network-model approach. These
interaction topologies are based on bilateral collaborations requiring agreement on and enforcement of
the terms and conditions between data provider and data consumer with intervening intermediary roles.
Therefore, a strong and formalized semantic fundament is essential to make sure that various
organizations operating in different sectors and jurisdictions unambiguously understand each other.

A machine-readable interpretation of the data sharing agreement and the usage contract is required, as
this enables automatic reasoning to be executed on the complex system of rules and obligations.

Making a semantic model of the data sharing agreements is difficult, as these contain norms that are
typically written in natural language. Data sharing agreements are embedded in jurisdiction specific as
well as general regulatory frameworks, such as the General Data Protection Regulation (GDPR) and
many others depending on the application domain. The complex set of norms that are stated in various
sources of norms, including those of the data sharing agreements, make it difficult to create a consistent
and comprehensible normative model, certainly if the collaborating parties operate in different
jurisdictions.

Researchers have developed various standards for structuring and modelling sources of norms. In order
to improve accessibility of legal documents, different meta-standards have been developed, that are
intended to improve searchability of these documents through annotations, such as Formex (EU 2019a),
European Legislation Identifier (EU 2019b), the European Case Law Identifier (ECLI), Metalex (CEN
2019) and its derived standards such as Akomo Ntoso (Akoma Ntoso 2019). These meta-data standards
and the refencing mechanisms they incorporate allow users to establish links between and across legal
documents. The EU sponsored Open Laws project has established a European wide consortium that
promotes interoperability between sources of norms (Open Laws 2019). Structuring and meta-dating
sources of norms was an enormous improvement allowing for better accessibility. Furthermore the
machine-readable form enabled the various services that require the presentation in appropriate formats
in all kind of use-contexts, e.g. explaining the argument of a decision in terms of the legal sources
applied to the case. Machine-readable however doesn’t make these source texts machine executable.

Machine executable norms are essential for more advanced services such as compliance checking, e.g.
checking certain data sharing agreements from different parties in different jurisdictions are compatible
to each other, or compliant to national and international law, etc.. Also case assessment (e.g. deciding
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if a certain data request can/should be fulfilled given a certain data sharing agreement), requires machine
executable norm representation and normative reasoning capabilities.

Researchers in the domain of normative systems study norm representation and normative reasoning
and develop formal languages and automated reasoners that are intended to support tasks such as
compliance checking, case assessment, legal planning and many other tasks. Their studies typically
focus on generic approaches that allow for normative reasoning in a very broad application context.
Consequently, they have developed formal representations for argumentation, essential in conflict
resolution (e.g. Prakken 2010, Bench-Capon and Dunne 2007), basing their work on the fundamental
legal concepts as introduced by Hohfeld (Hohfeld 2019; Doesburg et al. 2019).

The formal representation languages that are currently mostly used are certainly less expressive and
build upon practical considerations rather than sound theoretical ones. One could argue that for
managing usage contracts (expressing the access, usage and security profiles as listed in Table 1) one
could do with such limited languages, accepting the consequences thereof, including the disability to
express and resolve conflicts, the disability to accept that norms have meaning within a certain social
context where the actors may not comply with the norms, etc..

The Open Digital Right Language (ODRL) and the eXtensible Access Control Markup Language
(XACML) are two of the most used standards for expressing such usage contracts. These two languages
are similar to each other, except that XACML also defines the messages that are used to enforce policies.
ODRL consists out of four main constructs: permissions, prohibitions, duties, and actions. A policy
contains rules that permit or prohibit certain actions on resources. Duties indicate actions that should be
taken. In the ODRL standard, all of the constructs and the relations between them have been defined
and described in a formal, machine-interpretable, manner. Table 2 provides the mapping of the legal
artefacts in Table 1 on ODRL constructs.

Data Sharing Agreement Usage Contract
Commercial conditions Access control policy
Duties can describe the commercial conditions, e.g. the costs of Access control rules are permissions or prohibitions
the data, that have to be fulfilled. that can be enforced at the data provider.
Service level Usage control policy
The service level can be formalized by creating rules where the Usage control rules are predominantly duties, either
data provider has specific duties regarding its service level. generic duties or duties linked to permissions.
Legal conditions Security profile policy
Only certain aspects can already be formally described, e.g.: Security profiles would logically be modelled in
e IPR conditions in terms of Creative Commons licenses, duties, however, at this moment there are no
e.g. commercial use and distribution rights, exclusivity. constructs for stating security profiles in either
e Jurisdiction and the license document in the form of the ODRL or XACML. This means that extensions on
Dublin Core Metadata Initiative model. ODRL or XACML are needefi to incorporate
security profile aspects in the policy languages.

Table 2. Mapping of the Legal Artefacts in Table 1 on ODRL Constructs.

It must be mentioned here that the notions permissions, prohibitions and duties are the typical notions
widely used in deontic logic, and extremely problematic as pointed out in (Doesburg et al. 2019). But
even if one would limit oneself to these notions a reduction would be possible as prohibitions and duties
are correlated (the Duty to X is equal to the Prohibition to NOT X). The pre-Hohfeldian interpretation
that the Permission to do A is equal to NOT the Duty to do A, lacks the potentiality aspect connected
to permissions, which is exactly the reason for Hohfeld to introduce the concept Power, as well as
preferential notions often connected to permissions (Boer 2009). Within the context of this paper we
skip a more in-depth discussion of the essential deontic concepts required, and for now accept the
limitations of the deontic constituents of ODRL.

Integrated governance: development and deployment

The required basic technology for realizing the user-centric network-model approach for infrastructural
data control as presented in this paper is rapidly maturing, as exemplified by IDS-initiative case. Hence,
the successful introduction is clearly within reach from the technical perspective. Nevertheless, for its
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actual widescale operational realization, adequate governance of its development and deployment is a
prerequisite, which currently mainly seems to be lacking. The following subsections elaborate how
adequate governance of development and deployment can stimulate widescale adoption, respectively.

Development: design for scale, scope and reach

The federated and interoperable network-model approach to infrastructural data control for multi-lateral
data sharing as addressed in this paper, can be considered as a system-of-systems, in which multiple
and independent participants govern their own services and components. Enabling interoperability and
scalability requires the governance of development for a minimal rule set for the infrastructural data
control capabilities. As such, the main premises for the governance of development, include:

e Design for scale, scope and reach

The scope and reach of the infrastructure for multi-lateral data sharing can be optimized by enabling
the wvarious perspectives of multilateral interoperability: vertical (‘intra-organizational’)
interoperability to allow multiple applications and processes to use the multi-lateral data sharing
infrastructure, horizontal (‘inter-organizational’) interoperability to enable ‘global’ reach as more
organizations can (seamlessly) share data over it, and longitudinal (‘supply chain) interoperability
enabling data to be shared with organizations further along the supply chain.

o Openness for low barriers to participate

To lower the barriers to participate, the network-model approach should be ‘open’. It has to be noted
that for the various stakeholders in the federated infrastructure ‘openness’ has its specific meaning
(National Research Council 1994): open to end-users, open to solution providers and open to service
providers and to innovation. It does not force end-users into closed groups or deny access to any
sectors of society but permits universal connectivity. This is also referred to as creating a ‘level
playing field*. It allows any solution provider to meet the requirements to provide enabling
components in the federated infrastructure under competitive conditions. It provides an open and
accessible environment for service providers to join and for new applications and services to be
introduced. This applies to both the cost levels for participation and to the ease-of-access to the
(basic) resources for joining (onboarding), e.g. through by providing the (basic) resources as open
source.

o Standardization of interactions and interfaces

Standardization provides the means for openness to enable low barriers to participate. From a user-
centric perspective, the focus of standardization must be on accessibility of the functionality
provided by the intermediary organizations providing services on the legal concepts of data sharing
agreements and usage contracts. This includes both the protocols to support the preferred interaction
topologies (as described in the section on technical interoperability) and the semantics of the legal
data artefacts (as listed in Table 1 and elaborated in the previous section).

For widescale acceptance, standardization should follow an open standard design and maintenance
process. A plethora of varying definitions is available for characterizing an ‘open standard’. The
concept of ‘open standard’ is here meant in the sense of fulfilling the requirements as defined by the
European Union within its new European Interoperability Framework for Pan-European
eGovernment Services (EC 2017): The standard is developed, adopted and will be maintained by a
not-for-profit organization on the basis of an open decision-making procedure. The standard has
been published and the standard specification document is available either freely or at a nominal
charge. The intellectual property, i.e. possible patents of (parts of) the standard, is made irrevocably
available on a royalty-free basis. There are no constraints on the re-use of the standard. The road to
be followed may resemble the approach to the governance for the development of the Internet-related
standards. Existing models for governance of open standards (Folmer 2012) could be extended to
cover all governance aspects for such system-of-systems.
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Deployment: towards wide-scale adoption

This paper set out to assess the recent development of the network-model approach. The network-model
approach involves a federated ecosystem of data providers, data consumers and intermediary
organizations providing services on the legal concepts of data sharing agreements and usage contracts,
supporting legal, organizational, semantic and integrated governance interoperability. The required set
of technology developments is technically maturing and becoming. Nevertheless, its operational
realization has not (yet) been fulfilled. For the widescale adoption of this network-model approach to
be achieved, two important deployment governance challenges have to be solved.

First, adequate alternatives for closed ecosystems need to be provided for. This means that network-
model data sharing technologies are required that follow the principles of design for scale, scope and
reach and that adhere to standardization of both interactions and interfaces. For the IDS initiative we
conclude that these requirements are fulfilled, with the data sharing architecture and the ‘IDS connector’
currently being standardized under the terminology of ‘Security Gateway’ (DIN 2019). Nevertheless,
current data sharing ecosystems making use of the ‘hub-model’ approach have considerable market
penetration and significant investments have been made by users to join and collaborate in such
ecosystems. Hence, alternatives following the network-model approach will only succeed if they are
adequately attractive for both users and IT providers to support. For example, providers of responsible
data sharing solutions may see opportunities in offering higher level value added services, such as those
based on enhancing inter-organizational relationships, instead of merely enabling trusted data sharing.

A second governance challenge is that initial implementations with sufficient scale are required if they
are to attract sufficient investment and lead to the scaling-up of the network-model approach. The
introduction of the open network-model infrastructure for trusted data sharing requires initial
investments which may not be possible or attractive for individual organizations, specific ecosystems
or even industry sectors to make. The overarching benefits of such an open and interoperable data
sharing infrastructure to society as a whole may demand alternative public investment and deployment
strategies, reflecting the ambition and vision to position the data sharing infrastructure as a common
utility. A coordinated public-private development strategy, with several types of organizations each
having their own role to fulfil, may be the answer.

In this scenario, we see that the network-model approach with infrastructural data control capabilities
may be a natural extension of the service portfolio of felecommunication service providers.
Traditionally, these organizations operate across a wide range of industry sectors, they have extensive
knowledge and experience of large-scale operational support processes for intermediary roles and they
have considerable market power to stimulate adoption over various sectors. However, they will need to
integrate new capabilities into their core business; specifically, in order to fulfil the required
intermediary roles for providing the legal concepts of data sharing agreements and usage contracts as
well as support functions.

A second role in the coordinated public-private development strategy is that of early adopters, that may
include major companies and joint ventures or alliances, sometimes termed field labs. The introduction
of the open and federated network-model approach can be spurred through the involvement of such
early adopters as, on the one hand, this provides a learning trajectory for both the service providers and
the end-users and, on the other hand, it provides opportunities to demonstrate and promote its new
functionality with the potential to stimulate interest and adoption for new customers.

Finally, governmental organizations have the potential to fulfil several roles in stimulating adoption.
They can be an early adopter, as described above, as they have a major need for trusted data sharing
with numerous organizations. Hence, the adoption of network-model data sharing solutions by
governmental organizations may have major impact on the adoption by the organizations that are
sharing data with them. Additionally, they can drive the deployment by stimulating its usage in
subsidized innovation projects and by setting stringent requirements for data sovereignty, trust, security
and interoperability, including the interoperability of the legal concepts, in their procurement projects.
By defining its deployment as prerequisite for granting subsidies, both at the national and the
supranational level, the network-model of data sharing may become part of additional innovation
developments in various sectors of society that require trusted data sharing.
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Conclusion

A primary objective of this paper has been to describe the need and architecture for user-centric data
control based on an open, federated and interoperable network-model approach with infrastructural data
sovereignty, trust and security capabilities as prerequisite for data owners to adopt data sharing for
interorganizational and supply chain IS applications. It has shown that user-centricity is highly
intertwined with interoperability on the legal concepts of data sharing agreements and the usage
contracts. Hence, focus has been on interoperability of the legal concepts of data sharing agreements
and usage contracts. An elaboration has been provided based on the new European Interoperability
Framework, distinguishing legal, organizational, semantic and technical interoperability under an
overarching integrated governance approach. The concepts as described in this paper will provide data
providers with more user-centric options and flexibility in realizing their data control policy, in a world
in which data is seen as a valuable asset that needs to be protected. As such, with adequate governance
of the development and deployment of the network-model, it may lower the barriers for organizations
to share their data in the transition towards a data-centric global information society.
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