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often induced by game
(severe) incident changer
Traditional Monitoring & Threat intelligence Automated reasoning
prevention response construct capabilities & response
put up walls and detect (potential) attacks anticipate and take reduce dependency on
hope for the best and limit damage proactive precautions human operation
Security Decision Support workshop | 12 February 2020
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SECURITY AUTOMATION & ORCHESTRATION
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(Observe) Knowledge (Act)
Managed Resources
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SECURITY AUTOMATION & ORCHESTRATION

TNO’s view

Automated Security (MAPE-K control loop)

Trigger events:

1) attack detection
2) new threat/ CTI
3) new vulnerability
4) system or config

change (Security) Sensors Security Actuators

Managed Resources

Automated Security
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TNO’s view
1) automation to provide 7Y T . 2) automation to provide insight in
insight in state of security . ,%‘ o= the best Courses of Action (CoAs)
_ (situational awareness) . = , (option awareness)
1
|
AutomAted Security (MAPE-K control loop)
Analyse m —
-~ : :
= 3) automation to (semi)
p?ac))/ﬁoRotISglr?vSr: |' _____ ____u ' automatically respond to
: Monitor 7 S ' Execute attack or mitigate the
automation Knowledge threat / vulnerability
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o N . authorize
: @ response
@ SOC analyst (Security) Sensors Security Actuators b
@ system owner/
&P administrator Managed Resources
Automated Security
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Workshop scope _ _ _ _ _ _ _ _ _ _ _ _ _ A N
/ 1) automation to provide IV Ty }E) automation to provide insight in S
| security insight in state of security . Ried = . the best Courses of Action (CoAs) \
g (situational awareness) e (option awareness) | |
c \
. 1 - |
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automation Knowledge threat / vulnerability 1
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AGENDA
Security Decision Support
Automated Response
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SECURITY DECISION SUPPORT

Security Decision Support System
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New
security
event

simulate model of vulnerability
e.g. vulnerabilities, attacks infrastructure assessment
attacker TTPs, e.g. ADG

ongoing attacks

L

. — )

ICT Infrastructure

Automated Security

potential effect
of CTI event on the

ﬁ specific infrastructure

+
best course of action
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CORE FUNCTIONAL COMPONENTS
clients, servers, OS, applications,
firewalls, IDSs, routers...
: ICT Components Model the ICT systems, networks,
infrastructure . .
configurations, patch levels,
acces control policies, data
flows, ...
ICT Infrastructure
Automated Security -
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configurations, etc

ICT Components

Model the ICT
infrastructure
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Attacks
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- viable attack paths
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ADG ANALYSER

Attacks
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Model Attacker

Attack Defence Graphs

Time To Compromise
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ICT Components

A 4

Model the ICT
infrastructure
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Al & Cyber Security

ICT Infrastructure

Provides insight in level of
vulnerability of the whole
ICT infrastructure to attacks

@

Recommend Course of Action
(CoA) based on mitigating critical
attack steps used in attack graphs

STATE OF THE ART
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TNO’S SDS PROOF OF CONCEPT
. \ w
Attack Graph analysis Automatically
~20 ATT&CK techniques re-assess with
different CoAs
Attacks Model Attacker Attack Defghce Graphs
= 1 e To Conptonis solution 7 I
—_— (= = solution 2
{ o - e
add or e L'. solution n
e.g. vulnerability, mogify " = Ij 7 %\I
malware manifestation, [ attack o7 Components Mfictrctie I:E
attacker MO ] - 1 .
s 1E=
Automated model generation ... ﬁ &> best CoA
f current configuration —— \ /
— -
ICT Infrastructure
Automated Security
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Automated Response
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Attack CoA
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situational awareness option awareness

..... t ‘ ‘ 1 ‘ Selected CoA

Mitigation & Mitigation &
Monitoring Phase Analysis Phase Response Planning Response
Phase Execution Phase

1. Detect ongoing attack ) Collect & enrich security d) Collect/ generate CoAs g) Generate playbooks for
2. New threat intel. event information e) Assess CoAs effectiveness the selected CoA
3. New vulnerable asset(s) b) Perform ADG based f) Assess business trade-offs h) Execute the CoA
4. Asset config. changes threat analysis of the CoAs
5. New systems added c) Determine (potential)
Automated Security business impact
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AUTOMATIC PLAYBOOK GENERATION
Project concept

securicAD: - + Suggested Mitigations
SON * Missing Security Controls
Infrastructure model ‘
—a 5o
'-l ‘ <>
openstack. @ Playbook
pen Sourse ICT infrastructure Generator
MANO |
TNO P ‘,, i d
Research Cloud « ¢J/ Phantom Ef'w\-
Re-configure Playbook

Automated Security
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.5, securiCAD | ENTERPRISE aamn e A @ -
Suggested Mitigations
securiCAD® s -
e - - SUGGESTED MITIGATIONS
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) AP| cal! to fetch o g:ﬂ D | ENTERPRISE

simulation results in json

' gm Missing Objects
B E in: MISSING SECURITY CONTROLS
- R

} Suggested mitigations are high-level / abstract, not

all technical (e.g. train users to be security-aware)
Automated Security
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SECURICAD - RECOMMENDATIONS

Stage srv 2

- Defenses
» ASLR
~ AntiMalware
Probability 0 *  Default: 0.0

» DEP

» Hardened

» HostFirewall

» Patched

» ProperlyConfigured

» StaticARPTables

Automated Security
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PHANTOM PLAYBOOKS & OPERATION
) Python functions for each
of the operations in the
playbook
R } JSON specification of how
{ ' } the operations are arranged
and meta data for
JSON visualisation
! We are able to generate a playbook for a recommended CoA
! Phantom provides very limited API to load and run a playbooks.
Automated Security
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securiCAD®
ENTERPRISE

API calls

» upload model

Automated Security

« start simulation

» view simulation results

TNO Research Cloud

‘p Phanton

Playbook for:
» securiCAD &

playbook generation

AUTOMATIC PLAYBOOK GENERATION
Tool chain

y

y

Cp Phantom

* Tricked in running

automatically
generated playbook

Lﬁ Playbook

Generator
TNO

API call to run playbook
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securiCAD®

ENTERPRISE

AUTOMATIC PLAYBOOK GENERATION
Proof of Concept

<[>

API calls
» upload model

Automated Security

« start simulation

» view simulation results

TNO Research Cloud

‘p Phantonm

* Running

automatically
generated playbook

Playbook
Generator
TNO
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SOC & CSIRT Response to Attacks & Threats
based on attack defense graphs Evaluation Systems
Project details TNO "rovation Aws
; ; for life
Call type Innovation Action g
Call ID/Topic SU-ICT-01-2018 F-Secure. ¥
Start date  September 15t, 2019 VATTENFALI;'
EU funding €5M | GA 833481 M., MnEMonNIc
Coord-inator TNO, The Netherlands 'N’ ‘,g SHADOW
Website www.soccrates.eu eSS
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SOCCRATES Use Cases SSCCRATES .

Response on

Response on

Response on

Response on

Response on

Detected Discovery of Discovery of Deployment Reception of
Ongoing New System of New New Cyber
Attack Vulnerable Configuration Systems in Threat
Assets Change Infrastructure Intelligence
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Internet
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= g organisations’ ICT infrastructure

Maliciou&

infrastructure

18/03/2020
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P S&CCRATES -
internal SOC/CSIRT or MSSP CTI provider
* insight - — e - -
* advice Impact Analyser ADG Analyser & I other analysis 1
: W:eb ; & Response Planm\zﬂ;p5 CoA Generator : components 1 eie: forensic analyser
A ront-en i il it i
estration & Integration Engine
+++ - Threat data
collection
2 &
I Security
external
SOC & CSIRT | Monitoring Al based Infra- Business (Automated) Threat Cll=otircas A:hts;d
« events | Solutions I Attack structure Logic Recon- I Intelligence Prediction
- alerts | Detection Modelling Modelling figuration Platform
(e WP3 WP5 WP6 WP4
-1 T T Internet
organisations’ ICT infrastructure Malicious
infrastructure
Legend
SOCCRATES | | Existing 1~ 71 Componentnot » SOCCRATES o
- component 1 I component L _ | partofproject " RestAPI Existinginterface
18/03/2020,
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RATES Pil
Socc S Pilots S©CCRATES -
Pilot Description
Corporate SOC The Vattenfall SOC, located in Poland, is the central
security monitoring and response facility that services to
VATTENFALL ‘_, all Vattenfall business units and IT.
- The pilot will focus on SOCCRATES use cases 1 to 5.
MSSP - Mnemonic provides SOC and CSIRT services to a wide
range of different customers, covering all major verticals
m nemon IC and both the public and private sectors.
Securing your business. The pilot will focus on SOCCRATES use cases 1 to 5.
Threat Prediction Shadow Server investigates malicious Internet activity,
collecting and analysing large volumes of malware and
{ related data, and shares data with stakeholders at no
". SHABBW cost. The pilot will focus on SOCCRATES use case 2.
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Contacts S©@CCRATES -
Project Coordinator: Technical Coordinator:
TNO e TNO 05
Reinder Wolthuis Frank Fransen
+3165191 3379 +316 53724900
reinder.wolthuis@tno.nl frank.fransen@tno.nl
https://www.soccrates.eu/
Contact us if you want to join the stakeholder group
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