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ABSTRACT: Current security models in simulation environnsesépend on interconnected System High enclaves. A
secret and below interconnect (SABI) using a guaidght interconnect the various enclave classifaratievels.
Problem areas include: restricted "need-to-know'lv§ey/sensitivity) support, the dependence on esgpe or
capacity-limited link encryptors, the difficulty wear all personnel involved in a multi-nationatéor large exercise,
and the throughput limitations associated with @ized guard mechanisms.

In the joint Sensitive Simulation (SENSIM) proje@TRICOM, TNO-FEL and SPARTA Inc. researched the afse
application level Fortezza® end-to-end encryptiom imulti-level sensitive but unclassified (SBUgwed simulation
environment. The use of digital signatures to autibate and protect the integrity of simulation mgement
information has been studied as well. This papscudses the background of this new approach,ntieeniational
experiments using an ISDN link, the initial respitaprovements made, conclusions and recommendsatiorfurther
study. This project was sponsored jointly by tH& Army STRICOM and the Royal Netherlands Army (RNIA

solutions will be accredited under the demandiraqusty
1. Introduction agency process for at least the next few years.

To date, all USA and international efforts in séogr Within these System High environments, data flows
distributed interactive simulations (DIS and HLAjea unencrypted through the network. Under certain
targeted towards network level security services,, e Circumstances one wants to protect sensitive irdtion
data link encryption between multiple system highused in simulators within the System High environmesgit.
environments, the so-calledclaves. Examples include stealth plane simulators, capggsliof
advanced weapons systems and tactical doctrine.
Current DMSO plans for the security architecturethia
High Level Architecture for Simulations (HLA) relypon In order to meet the demands of simulation archites
system high environments and guards as sanitizixgd such as the DMSO HLA, security should be exercised
between networks at different classification le\jgls The  closer to the actual consumers and producers aitsen
reason is that multi-level security (MLS) in DIScaHLA  and potentially classified information. Eventualypport
environments is a complex technical and organimatio of multi-level simulations, that is a single sinmida
issue. From [2], it is not expected that these ML®perating on, and producing, information at moentbne
security level (classification, compartment, cayeaiil



require the simulation (or a simulation framewotk) exchanged among the parties as well as allowingegano
directly access or perform security services. restrict access of the other parties as needed.

The US National Security Agency’s (NSA) Multi-level The immediate problem is to provide a sensitivity
Information Systems Security Initiative (MISSI) @s  (privacy) protection mechanism, to US and non-Uiedl
Dutch equivalent, the Technisch Informatie Bevé@ilig simulation activities. This mechanism must providehe
Initiatief (TIBI), are producing technical securgglutions participants the ability to securely share inforiomat
which may be applied to the modeling and simulatiowhich may ultimately be classified information.
environment. Of particular interest is use of th& U
Fortezza® cryptocard and the accompanying Fortezza Current security approaches
cryptologic library to secure modeling and simuati
applications. For background information on Foréezee 31 System High and Dedicated
[5] and [6].

o Current practices within the defense modeling and
STRICOM, SPARTA and TNO-FEL jointly developed asjmylation community for protection of classified
new approach to the aforementioned security probleyn activities fall into three basic camps. The first the
introducing application level security in the syst@igh raditional defense isolation of the classified goration
simulation enclave environment. Our Sensitive Satiah  \ithin a physically secured enclave. The systefnsiore
(SENSIM)  project included joint experiments tOthan one is involved, are interconnected via stahda

demonstrate the approach in a multi-level sensitué networking technologies and they all operate iBgstem
unclassified (SBU) test environment. This environme pigh or “Dedicated” mode (see Figure 3.1).

comprised of one LAN at STRICOM in Orlando and one
LAN at TNO-FEL in the Netherlands, interconnected v R RR BR RE RN _RE _JBU _BE BB J9

ISDN, with ModSAF computer generated force l‘ \_
simulations using DIS protocols. i Protected Enclave |
The objective of this paper is to describe the nencept i SlSrrélgz:E[rA S('Smélcaéoé% |
and demonstration of multi-level secure encrypgorihe . ( ) i
application level supporting a multi-level secure | .
distributed simulation. Results achieved are preestand = |
discussed, leading to issues and directions fardéuork. " /'
‘I-I-I-I-I-I-I-I-I-l

The concept and intentions of the SENSIM projeateha

been presented earlier at the ITSEC'97 conferehte [
This paper extends [1] with results and observation Wide Area Network
UNCLASS

2. Statement of the problem
Figure 3.1: System High Protected Enclave Network

For some time, various security issues have limiteflhis approach requires that all participants inekercise
training and simulation exercises. These have G e cleared to the same level and are at one diggéion.
pedestrian concerns about the performance of péatic Fqf many activities this is not an issue, but farge

and  security accreditation mismatches  betweegyajition forces, the ability to clear all playenstime for
environments. Segregation and isolation of inforamat 5| information in the exercise may not exist.

among exercise participants is also a major concern

Segregation may be needed due to national poliE®$ The next approach basically extends the boundafite
US or NL ONLY restrictions) or proprietary concerns  «protected enclave” through the use of network gpigon

In discussions with SPARTA and TNO-FEL, STRICOMgevices on a point to point basis. In this casejracall
expressed a desire to provide a security solutidielw sjmylations operate at the same classification | léve
will allow US and allied simulation activities tox@cute  gijther a “System High” or “Dedicated” mode (seeuFig
cooperative exercises containing sensitive infoionat 3 2) This model can provide good performance for

over unprotected networks. In particular, STRICO8 igistributed simulations, but at the expense of chei
working with its British and Dutch counterparts amduld  telecommunications  circuits ~ between participating

like to provide a method of protecting information



enclaves. Note that a separate channel is reqb@®eeen The sanitizing job of the guard is difficult. Diffent views
each site with two encryptors on each link. of the "same" information depending on one's
classification level or need-to-know in a distribdt

simulation environment have to be presented. Sglthis

Protected Enclave Protected Encmve\ complex information problem in such a way that aegal
Soator Al Sir(nSLIJEIgg)IZLDB Sruiaiora] Smaeiors soI_utlon can be accredited by security agencies is

(SECRET) (SECRET) (SECRET) estimated to take several years. Note that thisirggc

architecture has a pre-requisite System High oicdéet]
| local and/or wide area network for each securityele
However, within one single security domain no dolut

N\ 7 . e
e m— Poinitopoirt for multiple segregated sensitivity compartments baen
Encryption Device Encryption Device presented.

st secrer
v

Figure 3.2: System High Interconnected Enclaves

-
----------------------- | HLA SECURITY GUARD FEDERATE - - ----- -~

The third security option is that employed e.g. thg

Defense Simulation Internet (DSInet). This appro&h
basically an extension of the second approach with
protected enclaves interconnected over networked

A
)
connections rather than point-to-point connections.
Theoretically this architecture provides the apilfor  UNCLASSIFIE
distributed simulations to interact with an arhigra Domain

number of protected enclaves through the use dafigies
network connection using multi-casting protocolsl an
Sing]e network encryption device. However, in aidditto Figure 3.3: HLA Secured Combined Federation Architee
the currently experienced performance problems thigh (Source: [2]).
encryption devices, this architecture still does provide
any protection beyond the “enclave” level. ] )
4. TheMulti-level Information Systems

3.2 HLA security architecture Security Initiative (MISSI)

A special security task force is targeted to dgveto NSA's Multilevel Information Systems Security Iative
security architecture for the High Level Architegu (MISSI) and the Dutch TIBI aim at providing secyrit
(HLA) for Simulation. Several projects were granteyl solutions to a wide variety of information systems
DMSO to develop a multi-level security HLA applications. Implementation of the security s@ng is
environment. Multi-level security in the HLA enviiment accomplished through the use of several “buildifupks
means that gecret and below interconnect (SABI) guard  security products.

between a high classification leveBystem High

environment, e.g. Secret, and a lower classificaléwel, PC Card (PCMCIA) format cryptographic devices which
e.g. Unclassified, secures the information flowwssin were used in our project provide data encryptiod an
both environments. decryption, data integrity, user identification and
Only allowed and sanitized traffic flows should pdbke authentication, and user non-repudiation functions
guard. Trusted Information Systems (TIS) is invdhia  (sign/verify, hash, time stamp). See Table 4.1.

the study and design. TIS presented the diagrafigume
3.3 at the 1997 Spring Simulation Interoperablllty_l_able 4.1: Overview of Fortezza functions and hil &ey
Workshop [2]. As shown the guard secures thf=engths

information flow between two classification levetsach

being a system high or dedicated environment. Nwé

the connection arrow near MRCI stands for a bulk

encrypted wide area data link solution.



Cryptocard Name |Description Standard

Function

Public Key KEA Key Exchange AlgorithrfFortezza

Exchange 160 bit private key Diffie-Helman

varian

Message SKIPJA [Type Il Algorithm NSA / FIPS 184

Encryption CK 80 bit key

Digital Signaturg DSA Digital Signature NIST FIPS 186
Algorithm

1024 bit modulus

Hashing SHA-1| Secure Hash AlgorithmNIST FIPS180-
Rev1l 160b 1

Timestamp N/A Uses Secure Hash FORTEZZA
Algorithm
Digital Signature
Algorithm (DSA)
160 bit

Password PIN 4-12 bytes Personal |FORTEZZA
Identification Number

Certificate N/A Fortezza 2820 bytes CCITT X.509

Table 4.2: The Fortezza Cryptologic Interface (Gbrary
functions (from [5])

Library Commands

Cl_lInitialize
Cl_Terminate

Management Commands

Cl_Close Cl_Lock Cl_Select
Cl_GetConfiguration Cl_Open Cl_Unlock
Cl_GetState Cl_Reset CI_FirmwareUpdate
Cryptologic
Commands
Cl_ChangePIN* Cl_GetHash Cl_Save
Cl_CheckPIN Cl_GetPersonalityList Cl_SetConfigurati
n
Cl_Decrypt Cl_GetStatus Cl_SetKey
Cl_DeleteCertificate ~ Cl_GetTime Cl_SetMode
Cl_DeleteKey Cl_Hash CI_SetPersonality
CI_Encrypt Cl_InitializeHash Cl_SetTime*
CI_ExtractX* Cl_InstallX Cl_Sign
Cl_GeneratelV CI_LoadCertificate Cl_TimeStamp

Cl_GenerateMEK

Cl_GenerateRa Cl_LoadInitValues*

Cl_GenerateRandom  CI_LoadlV
Cl_GenerateTEK Cl_LoadX
Cl_GenerateX CI_RelayX
Cl_GetCertificate Cl_Restore

Cl_LoadDSAParameters

Cl_UnwrapKey

CI_VerifySignature
CI_VerifyTimestam

p
Cl_WrapKey
Cl_Zeroize

* Site Security Officer only function

There are two basic versions: Fortezza® for use

sensitive but unclassified (SBU) environments ardr&
environments under certain circumstances; and Kngt
for all levels of classification, with implementati

restrictions.

A wide variety of applications have been enabledige

the Fortezza card, including: e-mail, file transfgtorage,
EDI/E-Commerce, search & retrieval, dbase access
authentication and WWW. All these applications make
use of a single software interface, the common toryp
graphic application program interface or CAPI. CGitle
platform that supports Fortezza the CAPI is supgubtiy

a cryptologic library, the CI_lib.

5. Application security, a new approach

Rather than securing an exercise at the commuoitsati
network level, and accepting the drawbacks emboufied
that approach, (performance bottleneck, singletleve
system high or dedicated exercises), we propose to
provide security at the simulation application leve
through the use of MISSI (or for the Netherland®IY
technology. The current MISSI approach is to migrat
security services from application independents(sach

as a communications network) to application depende
areas for systems on federations which are capdblar
require, identification and segregation of inforimat
Distributed combat simulation network could be sich
case.

The SENSIM project was drafted to explore the &dficy
and problems associated with providing securityises

at the simulation application to network interfagging
Fortezza technology. Figure 5.1 is an adaptatiora of
figure from [4], which depicts encryption/decryptiomf
information at the application interface by appiica
calls. Placing security at this level allows thedliation
host (and its applications) to segregate and pratata
based on simulation/exercise specific securityqgisi In
the current environments, such an architecture ey
used to isolate various categories of informatiorthe
same security level (i.e. caveats within SECRET).
Migration of the simulation host operating systemnat
trusted platform (such as a Compartmented Mode
Workstation) will allow segregation of informatioof
several security levels.

The intent is that the protected sensitive simuldto
federate) is able to acquire information of botbeimsitive
and (other) sensitive simulators. The sensitivaukitor is
able to keep in touch with sensitive cooperativeutators
by using security devices that belong to the samem
having the same key). At the same time, the sitoula

le to sanitize information (e.g. entity state§l anake
that available to all simulators.



KEY

Integration of Fortezza with the DIS Interface labyr is
[JEntity State PDU

Obetonation DU quite similar to other Fortezza integration effaxdsdate.
«Encrypted PDU In the DIS-case, the underlying UDP protocol being
Voice Data ctwork  Secured is “stateless” with each “package” being an
atomic event. This eases development since nospemsi
protocol state must be kept on each package as it i
transmitted, and all information required to detieerthe
security services is included in the package. @nater
hand, additional overhead is introduced which might
conflict with the near real-time performance requients.
The project investigated whether such drawbacks are
available or not.

QOutgoing PDUs

Incoming PDUs

Network Interface

\‘»“\\x\\\\ VAR RS
b r
imulation Host

WAN

The architecture of a Fortezza integrated simulasor

_ o ) _ shown in Figure 5.2. Most of the security composeare
_Flgure 5.1: Application-level secured simulatiometwork non-developmental items. The only development requi
interface is in the DIL/Security interface, which interfaceise
achieved by integrating Fortezza security serviosthe N the HLA environment. The scope of work for the
DIS Interface Library (DIL) or the HLA Run Time DIL/Security Interface entails designing the sedubdS
Interface (RTI). Integration at this level will W security PDU format, developing the interface mechanism/API
services to be applied directly from the simulatioP€tween the DIL and Fortezza subsystem, and devglop
(through an expanded security interface), on a loost the “security API” which may be exported to simidat

class basis. applications.
Simulation 6. Proof of concept and expectations
Application
/ \ 6.1 Demonstration setup

In order to examine issues surrounding this securit

architecture, SPARTA in conjunction with STRICOM

DIL/ (US) and TNO-FEL (Netherlands), used multiple

Security MODSAF semi-automated force generators in simple
multi-level secure scenarios.

DIL

FORTEZZA

Figure 6.1 shows one of these scenarios, using RED,
. BLUE and GOLD players. The system was set to allow
Operating N RED forces to interoperate and hide and protedairer
System etwork . .
Interface information from the BLUE forces andce versa. The
GOLD players were able to receive and interact with
sets of forces. Segregation of information was exefd by
selective distribution of cryptographic keys to fheaties.
Figure 5.2: Fortezza enabled DIL-interface In particular, the RED forces only exchanged keyth w
other RED forces and the GOLD players; similarlye t

. . ) BLUE forces exchanged keys with other BLUE forced a
Initially, in the SENSIM exploratory project, thgstem o coLD players.

performs security services on a per DIS PDU-typsisha
that is, all PDUs of a particular type being semit| be

. - The demonstration addressed several important Magel
protected in the same manner (e.g. encrypted). Whiis o,y jmylation issues. The first objective wasahalysis
allow further unmodified simulations (such as MOOJA 4 testing of the Fortezza system performance in

to exchange information through a Fortezza protecigyisyinyted simulation applications. Measurementthaf

channel. throughput, delay, and overhead characteristica BAS
PDU level security system was made. Secondly, the



project explored all issues related to the use wfhs bit Cipher Block Chaining (64 bit CBC) mode. Endigp
“multi-level” secure simulations. requires thus the data to be padded up to themaetiple
of 8 bytes.

From Appendix Figure Aone can see that the time per
encryption or decryption call for a block of infoation is
nearly the same if no additional calls are necgskar
,‘ T changing session keys (encrypt2/decrypt2 casesyr F

GOLD Player/Viewer

block sizes up to 4 Kbytes the time per call insemais
quite flat: a delay of 46.4 ms plus roughly 2 msfth

RED R . . .
RED | g " Just above 4 Kbytes, an unexplained increased diite/
g jump occurs. Note that there is an asymmetric effec

between encryption and decryption.

. 14

N o | 4

Uﬁ:é?iso Sn';'/e% In our demonstration, we used the Fortezza card to
External Attributes‘ . encrypt and decrypt DIS IEEE 1278.1 protocol datésu

v’ e ~¢ ) (PDUSs). PDUs were required to fit into one UDP [Eie¢

4 A packet, limiting the PDU size to a maximum of 1500
BLUE <> bytes. The encryption and decryption speed for this
Tank "working range" was expected to be just over 46 as,
time mainly required by the cryptologic library terify
Figure 6.1: Multi-level Secure scenario the PCMCIA card status, to initialize it for
encryption/decryption as well as the SCSI driveefiface
overhead.

6.2 Fortezza speed expectations

SPARTA made a pre-demonstration assessment on Eslgpa_use_ of t_he relatively SIO.W Fortezza_1 Cl_lib dityr
performance of Fortezza® PCMCIA cards and achievela't'a“Zatlon time, the e_ncryptlon/decryptlon thighput
an average command time of 282 ms, zero byte mess ore or Iess.dou'ble.s W.'th the b_Ioc_k size (see thost
time was 51 ms and a throughput of 2.4 Mbps using raight logarithmic line |r1.\ppend|x Figure B. The speed
SUN workstation and an external SCSI PCMCIA-reade __oubles up to the block size of 9 Kbytes. For latgeck
The throughput was limited by the commercial PCMCIAI?€S @ slow down occurs, probably due to non-Epate
card interface not the Fortezza processor (whictdithz issues (e.g. memory management).

and 8 bits per clock cycle runs at 320 Mbps). Aarage

PDU generation rate of approximately 10-15 PDUs pé3 Fortezzaaware ModSAF

second for a pair of tanks during a ground engagéme .

was assumed based on prior observed DIS resuleseThRather than encrypting the content of all DIS peoto

figures were conservatively taken to be all entitate data units or PDUs, SENSIM tried to encrypt onlg th
PDUs of 1.528 kbit message length. information of stealth entities. Technically, anddinal

functionality has been added to ModSAF's low level

TNO-FEL also made some throughput measurements BPU-to-network interface. Both the encryption and
the Fortezza card using tlfigatest program supplied by decryption flows are depicted in Figure 6.2 respebt
SPARTA on a SGI Indigo2 with a SCSI PCMCIA cardFigure 6.3.

reader. Two different types of measurements werdema ) )

a) executing the encryption and the decryption @sees The curr_ent experimental code deterr_mnes the h_ixttan

in such a way that the Fortezza key managementiéimsc =SPDU s of the stealth type by looking at the sizéhe

are only called once per measurement, b) execue #rSPDU. In case an arriving ESPDU is larger than 200

Fortezza key management functions for eachytes, the PDU will follow the decryption path. As
encrypt/decrypt cycle. optional articulation parameters (N*16 bytes) mightise

The initialization  cryptographic  functions  are@n ESPDU to become larger than this discriminasiag,
Cl_DeleteKey, Cl_GenerateMEK (master encryption” future new encrypted versions of the PDU typesdhto
key), Cl_Setkey and Cl_GeneratelV (initializationP® defined.

vector). For obvious reasons process a) is thedasBy

the way the Cl_Encrypt and CI_Decrypt functionsyonl

act upon tuples of 64 bits (8 bytes) using the ddkf 64



Use
yes—p | Fortezza to
encrypt

Stealth 2

PDU to
network /™

v

Figure 6.2: Processing Fortezza enhanced outgdig $ream
and encrypting stealth entity information

ModSAF-D

ModSAF-U
Fortueszia " Figure 6.4: The "stealth" entity (e.g. plane) @ seen by
decrypt normal DIS-players (ModSAF-U)

At the encrypting side, the public key of the detoy is
required. This key had to be extracted from the
"personality” certificate loaded in the Fortezzedcaf the
decrypting side. In the same way, at the decrypsiidg
needed the public key from the encryptor to unpthek
session key. This required modifying a X.509 cedile

extraction program to extract the public KEA andPDS

With only minor problems being encountered, we
Figure 6.3: Processing Fortezza enhanced inconiig stream  connected these ModSAF variants across the North
and decrypting stealth entity information Atlantic using an ISDN-link. On the first attempa,
The layout of encrypted ESPDU is shown togetheh witdackdoor was discovered. ModSAF also issues Syathet
the standard IEEE 1278.1 ESPDUAppendix Figure C  Environment Persistent Object (PO)-database infooma
Because of UDP delivery is not guaranteed (PDUsmigOn the network, allowing the ModSAF-U to learn abou
not arrive) cryptographic information needs to Heed to  the existence of the sensitive entities. Turnirftioé PO-
the ESPDU. This includes the 128 bytes Ra, whidhés switch at the start of the ModSAF-E resulted in the
encryption random number necessary for the Ke{tended project result (see Figure 6.4).

Exchange Algorithm (KEA); the 24 bytes Initializai

Vector (IV), and 12 bytes Message Encryption Ke)e )

(MEK). In total, the stealth ESPDU is 164 bytesglr /- Resultsof the experiments

than a standard ESPDU. Froxppendix Figure Cone can

see that the ESPDU more than doubles in size whénl Stealthy performance

containing encrypted information.

Incoming
PDU type

TNO-FEL instrumented the encode and decode ModSAF
6.4 Proof of principle versions. At the relevant places in the code waltic

time calls were made. Analysis showed 116 ms etioryp
The first intent of the SENSIM experiments washiowg a  [nitialization time and 575 ms needed for encryptand
proof-of-principle of application based securityheT Key wrapping. This summed up to 692 ms on averaige.
Fortezza-aware ModSAF code was developed by Spap{gcodmg was only a little faster with 556 ms résglin
under contract to STRICOM. For reasons of simpfjcit 1-2 Seconds per transferred ESPDU. These results were
three different versions of ModSAF were built: Mgds ~ far from the expected results and in no way mateh t
E (encrypting), ModSAF-D (decrypting) and ModSAF-U,'EEE 1278.2 DIS maximum latency of 100 ms (tightly
was a "Fortezza unaware" version that had to disceg coupled) and 300 ms (loosely coupled). [7]
the encrypted ESPDUs that were longer in size.



7.2 Performance improvements 7.3 Packet loss and the cryptographic engine

In attempt to identify the cause, TNO-FEL extracted In working with the encryption and decryption prags,
essential code parts to avoid the lengthy recomgilé we simulated the drop of a UDP packet, and anasisee
linking time of ModSAF. Two programs were developedbecame apparent. As the standard Fortezza Skipjack
one doing the encryption and writing PDUs to a filed algorithm uses the encryption/ decryption outconfe o
another doing the decryption. Each Fortezza Clcéd previous blocks, no packet loss can be toleratdds T
was measured. Appendix figure D contains the result  contradicts the DIS type of exercises where UDFgiac
might be lost and simulators (federates) might gimny
Inspection showed that the Fortezza code encodeld edime.
ESPDU with anew "session key". The process, requiring
a new random number and IV is very time consumérsy, The only way to solve this in a non-reliable dai@am
can been seen in Appendix figure D. Unfortunatélye to environment is to use weaker cryptographic algorith
the stateless nature of the UDP protocol, an etedyp e.g. ECB, that can recover immediately or afterpgiog
session "stream" of packets, sending the sessign kenly one packet. Using such a weaker algorithm hewe
"envelope" only at the start, cannot be setup. &s pf might require more frequent changes of the random
each ESPDU, the public key of the recipient wrappedalues. This requires renewal of the algorithm
session key needs to be sent in each UDP packet. initialization values, meaning an interrupt P seconds
of the exercise.
Rather than generating it each time again, a sed®y
can be generated only once at the start of ModSAF-EZ4 Missing group key concept
Then add the (now) static 164 bytes (Ra, 1V, andKME
encryption session information need only to beuded in  The Fortezza® encryption library and key management
each encrypted ESPDU. The encryption routine woulslystem is designed for a secure one-to-one comatimic
encrypt only the "plain" entity state data. Expesimal path. In the Modeling and Simulation community, one
code showed that this saves about 650 ms per ESRDUnheeds to talk securely to groups of (stealthy) ktous.
the generator (encrypting) side.
Fortezza currently does not support a 'group kaytept.
In the recipient code, there is another problemnfse That means that each 'sender' and 'receiver' pei o
senders transmit encrypted ESPDUSs, the Ra, IV, MEKexchange public keys. Moreover, the number of ramdo
combination for each is different. Some numbeRaf values plus keys-sets that can be loaded into dhefza
IV, MEK sets can be cached at the receiving sitlew card is limited to eight. This limits the usabiligf this
or out-of-cache ESPDUs require the whole sequelfice solution at the present moment.
setting the proper encryption registers. Switchihg
decoder between different stealth senders can bedbaHowever, we were able to trick the Fortezza librang
upon the Ra, IV, MEK-combination and an accompagyinreloaded the saved initialization materials of hrotcard.
assigned Fortezza card register set with CI_SetKeyhat meant that multiple senders could encrypt tfar
Shortcuts in the code determine whether the kejfréady same receiver.
"on the hook" save nearly 500 ms in the decodinggss
for a stealth ESPDU. 7.5 Signatures

These code improvements lead to an encryption fietfe To avoid that one can spoof simulation management

ESPDU packet of 46.5 ms for the second and subsequinformation in a large exercise or the contentthio data

packets, unless the initialization and random \alueed packets, TNO-FEL investigated the idea of usingtalig

to be changed for cryptographic reasons. signatures and signature verification of for ins@IS
SIMAN PDU's as well. The current slowness of Fargez

The decoding process now requires 46.5 ms when thgital signature calculation (137 ms) and diggignature

received packet comes from the same stealth seiscie  verification (213 ms), apart from the time requirfmt

previous (encrypted) one. When another (known)ltsiea hashing the PDU data, currently does not makeideia

sender sent the packet, a context switch is reguifee worthwhile in a near real-time M&S environment.

decryption then takes 100 ms. In case a packetearri

from an unknown sender, 100350 ms is required.

The number n is the number of tries needed to fired

correct key in the public key ring of the currerégcise.



8. Conclusions

From our experiments, we conclude that:

The implementation of application level securityoirthe

HLA RTI requires a separate study. The overhead per

transferred packet might be even factors highen that

1. The principle of our new approach of applicatiorwithin the DIS environment. The use of reliable
based secured simulators and federates is valid. communication paths, however, might be beneficml i

2. The Fortezza card and library are designed for thespect to the encryption algorithms as an encdypte
secure transfer of single messages as Email (§&tep 'stream’' concept can be maintained.
is hardly noticed) and for data streams as filesfer
(high speed obtained after a slow initialization)10. References
Fortezza currently seents be poorly designed for
near real-time traffic with many short messages arﬁ] Muckenheim,C., Dey,A., Correa,H., Garnsey,M.:
switching cryptographic key information for each” ° «\, iti-Level Secure Encryption For Distributed
message. o Simulation - Application of Fortezza to DIS”, 19

3. Fortezzaacks a 'group key' concept which is ideal for I/ITSEC, Orlando (FL), USA, December 1-4, 1997.
the Modeling and Simulation community. We 51 iisinger, J., "HLA Security Guard Federatel'997
recommend NSA implement and document such @’ gping Simulation Interoperability Workshop, Paper
concept within the MISSI products. No: 97S-SIW-163

4. The maximum number of 8 active key sets in they) rjisinger, J., "A Security Engineering Procéssthe
Fortezza is far too low for large-scale M&S exegsis HLA.", 1997 Spring Simulation Interoperability

5. The security community should discuss which Works’hop Paper No: 97S-SIW-041
encryption algorithms are allowed to be used fer th[4] "DIS Visi(,)n" 13" Workshop for Standards of
type of security we tried to demonstrate. The probl Distributed Simulation, September 1995
of the recovery of 'lost packets' in the streamuihbe 51 \/ajyable public information on the Fortezzadtar
addressed. . _ _ (photo of inside) http://www.litronic.com/images/-

6. The Fortezza digital signature and signature  qqycts/fortezzal/stack.GIF: (documentation)
verification process is too slow for use in themeal- http:/Aww.rnbo.com/PROD/rmadillo/e/etoc.htm;
time M&S environments. _ http://Aww.armadillo.huntsville.al.us/Fortezza_decs

7. The security community should look into key

9. Suggested futurework

management requirements and the frequency of
initialization vector changes for these encryption

algorithms. A trade-off between algorithm speed and
the near real-time requirements of the Modeling and
Simulation community should be made. 6]

[7]

First of all, the Fortezza performance problems ban

expected to improve greatly when new versions ef th
Fortezza card become available having a high-speed Protocol
Cardbus™ interface. Whether the expectations athisit

version hold

in the near real-time Modeling and

index.html (e.g. the Fortezza Cryptologic Interface
Programmers Guide version 1.52, jan'96);
http://www.spyrus.com
http://mww.rnbo.com/mykoweb/index.htm
http://www.nsa.org:8080

See Missi and Fortezza conference articles at
Missilab, http://beta.missilab.com

IEEE 1278.1:1995 plus Annex:1997: Standard for
Distributed Interactive Simulation - Communication
Services and |IEEE 1278.2:1995: Standard for
Distributed Interactive Simulation - Application

Simulation community environment as well, has to bécknowledgments
validated.

This project was sponsored by the US Army STRICOM

Secondly, from [6] we understood that a softwanesios
of Fortezza is to appear. That might be faster ay
useful in the simulator environment. Experimenteudth
be conducted, e.g. using our test programs, as a®tmat
version becomes available.

and the Royal Netherlands Army (RNIA) and was
conducted under the umbrella of the Mutual Weapons
Development Master data Exchange Agreement between
the US AMC/STRICOM and the RNIA/DMKL
(DEA Annex A-94-TN-1529).

NSA needs to implement a group key concept for thithe authors like to thank Micha Bloem and Lex Beijk
Modeling and Simulation environment. (TNO-FEL) for their contributions to the project.
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Appendix Figure B:

Block size in bytes
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IP header 26 bytes IP header 26 bytes
+ checksum + checksum
UDP header 16 bytes UDP header 16 bytes
+ checksum + checksum
ESPDU Protocol 04 = DIS 2.0 ESPDU Protocol 1 byte (04 = DIS 2.0)
header Exercise id 1 byte header Exercise id 1 byte
(12 bytes) PDU type 01= (12 bytes) PDU type 0l=
entity state entity state
Protocol 0l=entity Protocol 0l=entity
family information family information
Time stamp 4 bytes Time stamp 4 bytes
Length 2 bytes Length 2 bytes
342 (0x156) 132 (0x090)
Padding 2 bytes Padding 2 bytes
Entity ID 6 bytes Entity ID 6 bytes
Encrypted Includes 2 Entity state Entity state
entity state padding bytes information information in
necessary for 126 bytes clear
126+2 bytes Fortezza
+ N*16 bytes Articulation N* 16 bytes
parameters (N=0..)
Ra Random Session key
128 bytes variable information
v Initialization
24 bytes vector
MEK Message
12 bytes encryption
key
Stealth 326 + N*16 Max. 104% ESPDU in 160 + N*16
ESPDU bytes excl. IP | overhead clear bytes excl. IP
header header
352 + N*16 Max. 89% 186 + N*16
bytes incl. IP overhead bytes incl. IP
header header

Appendix Figure C: Layout of encrypted ESPDU verthigsstandard ESPDU




Timing Used by Used by Used by
ModSAF ModSAF-E | ModSAF-D
main.c
Cl_Initialize (1) 78 ms X X X
Cl_GetConfiguration (2) 1330 m X X X
Cl_GetState 7 ms
Cl_Open (3) 33 m: X X X
Cl_CheckPin 505 m: X X X
Cl_GetPersonalityL ist 48.5 ms
Cl_SetMode 27 ms
Cl _Close 105 ms
Cl_Decrypt (4) 47.5 m: X
Cl DeleteKey 27 m: X X X
Cl_Encrypt (5) 46.5 ms X
Cl_Generatel V 34 ms X
Cl_GenerateM EK 27 ms X
Cl GenerateRa 100 ms X
Cl_GenerateTEK D 360 m: X
Cl_GenerateTEK E 350 m: X
Cl_LoadlV 27 m¢ X
Cl_SetKey 27 ms X X
Cl_SetPersonality 27 ms X X X
Cl_UnwrapKey 27 ms X
Cl WrapKey 33 m: X
Cl InitializeHash 27 m¢
Cl_Hash (6) 34 ms
Cl_GetHash 44 ms
Cl_Sign 131 ms
Cl _VerifySignature 238 ms

Notes:

(1) Varying times have been measured. Subsequent runs typically take 325-330 ms.
(2) Time during the first run of the program. Subsequent program starts take 4-5 ms.
(3) When already opened, subsequent calls to Cl_Open take 0.037 ms.

(4) CBC64 and ECB64 modes. OFB mode requires 0.5 - 1 ms more.

(5) CBC64 mode. ECB64 requires 1 ms more; OFB mode nearly 2 ms more.
(6) No significant difference was measured between in hashing 64 byte and 128 byte blocks.

Appendix D: Fortezza library call timings (SGI g2, SCSI PCMCIA reader)




