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1 rN QT.JEST OF QUATTTY

TNO Physics and Electronics labora_tory, in collaboration with the University of Umburg and the
Research Institute for Knowledge Systcms, workcd on a technology prdc^ct named:eUEST:
fuality of Expert Systems' [FEL90]. QUEST was carried out undei-co'm¡nission of the Dutch
MinisÇ of Defence.

A strong motivation for this research projcct is the fact that more and more conventional systems
contain intelligent modules, without the assurance that these modules satisf the same rigorous
quality measures as the conventional oncs,do. In comparison with conventional softwa¡e systems
the-quality of expert systems is viewed as being not vcry satisfactory. Some of thé more
problematical aspects are knowlcdge acquisition, testing, evaÍuation and the maintenance of the
knowledgebase. As yet there is not much unanimity with regard to the ways in which these

s, especially when you are dealing
efineries or nuclear power plants.
, Control, Communications and

se systems is that they consist of large databases
with which the deployment of men and material is coordinated.

It needs no argument that statements about quality of software can only be made when the
concept 'qualitY' has been defined and made measurable, Whether a piece of code has 'a good
quality' is difficult to establish. The absence of quality, on the other hand, is much more obvious.
The purpoe of this paper is to set up a framework in which the qualiry of expert systems can be
captured. There are three important aspects regarding the quality iontrol probiem: 

-

o Development process of an expert system;
o Analysis of an object system resulting in specifications;
o The expert system as a product.

The relation between these three aspects is reflected in the following formula [FEL90]:
PRODUCT = f (DEVE LOPMENT PROCESS(SPECIFICATIONS)1.

lnn]f"S the develoPment process on the specifications results in the product'expert system'.
Quality can be controlled in three ways:
o { structured development process;
o Validation and verification of the system specifications;
o Testing of the product.

Reliability and maintainability criteria should be emphasized.
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es the structure of the source code' The thought

der of their ascending demands:

o statement coverage: every statement must be executed during testing at least once;

o Decision couerulË' .*ry branch (the result of a decision) must be run through during

testing at least once;
o condition J;;;;, every ,condiiion' (term in a logical expression) must at least yield

one instance of true and one of false during testing
r Decision/Condition coverage: both decisiõn coverage as wcll as condition coverage must

be satisfied;
o Multiple condition coverage: during testing the tuple of 'conditions' of 'decision' must

run through every possible value at least once'

It is reasonable to assume that non-nested dccis

other. This is not true, however, in the case

would come down to a magnitude of about a mi

Myers concludes that cond-Ítions in nested dccisions do not influence each other or at lcast not

always.

4.2 Applicability of conventional testing methodologies

ns about the intricate flow of control, impairing
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the discussio; ;a rhe applicabiliry of the aforementioned white and

it is assumed that the shäil will contain no bugs (anymore).

Equivalence classes, the leading concept.in black box testing can only be uscful in a specification

that is either detaited or will be (almost) iáentically appto.Jh"d by different Peflns' In black box

ficatións ôf tn" boxes to be tested, is not too large'

alleviate the testing and maintainability proble

j'
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ges are allowed in the database; they derriÉ

with the help of ENIAM is conducted along the
words. Then, this description must be unwõund
elementary assertions are divided in facts and

4 TESTING AN EXPERT SYSTEM

4.1 Black and white box testing

Y".hdt to Suarantc€ the reliability of software can be suMivided into methods that ,'embcd'
( en t an cea i r:r i ;bil t,y ì; ;: il:ï lå i"l", r,i: i;:ä äi,i ;):'li''.':::', I:'li:l'ry (e.9. structurecl analysis, dcsign and implcmentation mcthods) and thoscthat test reliability afterwards' The ovcrlapping ñotions tcåting, evaluating, vaiidating andvalidating and
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the.interpreted program will react to certain testiases uringlh:, source code. As irn every form of
::*i9;,*_î.ry11des:red ouþut must be specified befãre acual testing. Inspection assumes

:::lî1î.^t:i::i:*bal paraphru:".gf the þrosramm., or *nri th;ñsr"íãães rusing thesource code) and running down a ctrect-list witñ lik"ely errors.

Testing through execution also consists of two types, i.e. black box and white box tests. The first

g themselves. Experience teaches that the value

values it cannot be determined objectively, what
an optimum state is always a balance-between enhancing the error-finding probability andIimiting the time involved iñ testing.



derivation and inference rules) in what is called E(xtended)NIAM' EMAM not only offers- the

possibility (as does NIAM) to define 'setoriented' constraints graphically, but also 'member-

oriented, ones. Exampilr ál.onttraints based on sets are unicity,txception, and totalify rules' A

member-Oriented constraint makes a stiatement about the occurrence or nonocculrence of a

member within a certain set. The extension is based upon'existential graphs' [sowa84]' a graphic

,"pr"s"ntution of togilat statements. A small number of symbols is used that have the same

expressive Power as first order predicate logic'

3.22 Conceptual modelling with ENIAM

Vital to NIAM (and ENIAM) is the principle of describing reality with- the hclp of a natural

language. ln the a"u"toprn.nt of knowicdge systems, usc is made of knowledge/information that

has been recorded in vwiting (e.g. manuaís) o'n the one hand, and on the othcr hand, knowledge

that is bascd more on tt u 
"ip"t"i.nce 

of an expert' The intcntion of knowlcdge acquisition is to

add a structure to this jumbleia conccPtual moäel of the knowledge domain must be designed'

Reality consists of a sct of obþcts that are

thesis, bascd on lWintraeckenS5l, implics

nothing morc than making a statemcnt or

the elementary assertion that establishes a

an elementary asscrtion is that it only con

broken down into elementary assertions'

ivided into lexical and non-lexical ones' Iæical
of letters, numbers and/or other symbols and

For a non-lexi
laassen is the
'emPloYee' as

reference is made by means of the name'

inary facts, i.c. facts in which two objects from

betwcen two ryPes of binary facts: bridgcs and

and a non-lexical obþct; it forms, as it were, a

that rclates to two nonlexical objects; the name

are 'discussed' without the lexical obþts that

determine them' The example in the last paragraph is a bridge'

cat and nonlexical) and factual types (idea and

comes possible to refer to a set or dass of

ly namés' is an example of the spc'cification of
yees' specifies a nonlexical object type'

EMAM is based on the assumption that knowlcdge can be_described with facts and rules. Facts

can be seen as knowledge concerning a certain-rcality that may change in time' Rules are



doeis not say anything about the order in which these sources of knowledge must be activated,
nor the conditions under which this happens.

The universal sFucture that KADS imposes on all conccptual models is a fourlayer organization.
The domain layer contains knowledge about objects (concepts) of the adual domain and their
mutual relationships. The inference layer specifies what inferences are possible. The task layer
specifies in what situation and order inferences must be executed. The strategy layer, finally,
contains the knowledge that is necessary to switch to another solution strategy if the present is
unsatisfactory. Breuker and Wielinga remark that this layer in reality is not often used
IBreukerSSa].

3.2 EMAM

3.21 Extended Nijssens Info¡mation Analysis Methodology

Niisscns Information Analysis Methodology (NIAM) is an example of a daba-oriented method
lWintraecken85l. NIAM uses thrc.e notions:
o Knowledge is everything someone knows about a certain subject;
o Information is knowledge that can bc transfcrred;
o Communication is the exchange or transfcr of information.

That part of the real or abstract world to which the information exchanged through
communication relates, is callcd 'reality' or 'Universc of Discoursc'. When we limit oursclves to
communicative processes that use an information processing system, then the information has to
be represented in the communication mcdium. Communication bctwcen humans using an
information processing system is only practical if the data for the information to be transferred is
predefined. These matters are described in a so<alled conceptual grammar. The information
analysis Process may now be seen as an activity'where-infor¡iation, exchanged during
communication processes, is analysed and a (conceptual) grammar for these communication
processes is formulated, based on this analysis IWintraeckenS5].

In this way, NIAM offers the possibilitics to define the specifications in a formal manner. The
analysis Phase yields a conceptual grammar that is transformed during the design and
implementation phase into a computer bascd information system. The conceptual grammar
describes tfu ee aspects:
o Communication, or information flows;
o Transformation, or functions that influcnce data elements;
o Logical data storage mcthod.

An important activity during knowledge system development is the definition of a conceptual
model. The conceptual model must be a consistent representation of the knowledge domain in
which, just like in database applications, a distinction is made between a knowledge scheme (the
definitions of all existing facts and relationships) and the actual knowledgebase. The advantage is
that now the knowledgebasc can be discussed in abstract terms. Consistency and completeness
can be controlled by means of constraints that are imposed upon the actual knowledgebase. A
conceptual model must be made using a method that explicitly defines the distinction betwecn
facts and their definition.

Meanwhile, collcagues of Nijssen, the developer of NIAM, have added extensíons to this method
[Creasy89]. The core of these is formed by thc possibility to formally represent conshaints (e.g.



activities such as refining redefining and restructuring. The Kerschberg method incorporates the
possibility to integrate the development of expert systems into a larger, comprehensive system.

3 KNOWLEDGEBASE SPECIFTCATION METHODOTOGIES

The purpose of this paragraph is the introduction of two methodologies to consistently and
completely specificy the knowledgebase of an expert system, KADS and EMAM. The manner in
which a certain knowledge domain of an expert system is specified does not really differ from the
way it is done in the development of a database system. This means that the knowledgebase,
being the central part of an expert system, is a replication of a knowledge domain in terms of a
model. The semantics of the knowledge contained in the knowledgebase must be specified
unambiguously. In other words: the conceptual model is a semantic definition of the knowledge
domain.

3.1 KADS

The adherents of KADS [BrcukerST] oppose the traditional AI approach to knowledge acquisition
prototyping. Breuker and Wielinga maintain that prototyping, because it forcibly imposes
abstraction,lelds a unstructured knowledgebase without the conceptual insights, nece*sary for
explanation and maintainabilig [Breuker88al. They claim that this holds true especially for
knowledge domains of non-trivial complcxi$ or sizc.

The innovative angle of KADS lies in .the fact that it promotes choosing an epistemological
framework (from a list of available frameworks used earlicr, or parts thercof) as a first step in
knowledge acquisition. Subsequently, onc tries to place the accumulated knowledge within the
framework. The framework choscn (in KADS this is called interpretation model) is a domain-
independent abstraction of domaindependent (but implementation-independent) conceptual
models. 

;

For this purpose, a typology of generic tasks has been established. A generic task is a (domain-
independent) abstraction of an inference process that may be sc.en as a conceptual entity. Clancy's
heuristic classification is an example of an elementary, generic task [Clancey85l. KADS task
typology sees heuristic classification as a form of singular diagnosis, that in its turn is a form of
diagnosis etc. An assumption of KADS therefore is that inference processes can be abstracted
within a specific domain (i.e. stripped from its domain-specific notions) that can still be described
clearly enough to recognize an equivalent as such in another domain. The'subjective impressions'
of those that have used KADS in practice, partially support this but there are no (more)
substantialindications[BreukerSSa]. i

Ideally, an interpretation model consists of an infercnce structure and a task structure. The first
defines what the 'primitive' inferences are (in tcrms of name, inputs, outputs and a very broad
derription). The task sEucture defines how these basic inferences should be linked together to
execute the task in question. Unfortunately, KADS has failed to work out the task structures of
interpretation models. The task structures used in actual applications appeared to be too diverse.
In point of fact this means that KADS interpretation models purely consist of inference struch¡res
with concise textual information added. Primarily, they have a declarative (non-procedural)
character. An interpretation model purely indicates what type of objects ('metadasses') function
as input or output of the appropriate types of primitive inferences (sources of knowledge) and

i
I



Holding on to limited multiple condition cover

4.3 Struch¡re and modularity

structured, when the modules possess a
ule is coherent from a functionai point of
other. The first aspect is called ,coipling,,

ates without taking into account the conceptual
involved. It cannot be determined whetheì the
or control-coupled. This depends on whether

e being stored.

In blackboard architectures with a single (not. d.ivided in panels) blackboard, the couplingbetween the separate knowledgebases isin principle a form oí'.o^^on enviror,ment, coupling.



Usually, blackboards are divided in panels and gebase it is
panels may be read and which may be written he coupling

äescribed ãs object-oriented. In both cases, this bas -coupling in
chanç in a knowledgebase produces no unwante( another kno

least"not if the desigã of the knowledgebases has not taken the functionality of those other

knowledgebases intõ consideration. Àn exception t9 this is changing .the -access 
rights

(read/wãte) of a knowledgebase on the various blackboard panels. Assuming that the acress

rights form a neatly a..ariged unit, this will not give any problems. Such a change dghç
hõwever, be considéred as ichange of the goal specification, something that would not occur in

regular maintenance. In a blackboãrd systcm such as Hearsay-Il, the various knowledgebases are

¿iãt¡nct from each other, not only procedurally but also conceptually. Therefore, no functional

cohesion is involved. Neither is module hierarchy in 'normal' blackboard systems. Distributed

blackboard systems possess a limited (twolayer) module hicrarchy IDurfee88].

5 KNOWLEDGEBASE INTEGRITY CONTROL

The integrity control of knowledgcbascs is mainly concerned with dctecting errors in 'exccutable

spccificaîons'. It is assumed hãre that the spccification of a knowlcdgedornain has bccn

"itublirh"d 
with the help of ENIAM. The resulting concePtual model can be transformed into a

formal representation in Prolog that can be executed on the comPuter. The rules form an

importanipart of the knowledgõ in a knowledgebase and rnay be çompgred to production rules.

fnà aiagnostic part of Shapiro'ãalgorithm can chcck the integrity of this Prolog codc [ShapiroS4].

Shapiro's algorithm was primarily aimcd at program dcbugging the location and conection of

"rroo 
in tñe program ôo¿e tHâmdan89l. These errors can have different causes, such as

inadequate functio-n¡ design or a failing system develo_pment method. According to Shapiro,

however, a more fundamenltal cause can be pointed out. He sees a Program as the epitomization

of a complex set of assumptions. The behaviour of a prograT i: t dprivation of these

assumptio'ns, which makes it difficult to predit its behaviour completely and exhaustively. The

considèradons were an incentive for Shapiro to develop a theory that must produce an answer to

two questions:
. How can an error be detected in a program that does not function properly?
o How can this error be corrected?

This theory has led to the construction of algorithms for each of these two problems. With the

help of a áiagnosis-algorithm, errors must be detected, aftcr which improvemelb can be made

using the 
"rrlor-.o*.õÌion 

algorithm. Thesc tow algorithms are both included in a so<alled

'Moãel Inference System' (MtB) tfrat takes a program that must be debugged for its input and a

list of input and ouçut examples, that partly determine the behaviour of the Program.

It is necessary that during the debugging process it is clear what the expected behaviour of the

re an 'instance' that can give an answer to the

the 'Universe of Discourse'. The answer can be

nother program. When, for instance, a properly
l, questions that are generated during debugging

can be 'answered' by the old version. It is even possible to build a (simple) 
Prograr-n 

from scratch

by starting with an-'empty' program. MIS as wèll as the programs to be debugged are written in

Prolog.



By applying Shapiro's algorithm on 'pure' Prolog programs, thrce types of errors can be detected;termination of a program with incorrect tesulti, tõrmination with missing results and non-
sible errors in programs: non-termination, incorrect

for the detection of incorrect solutions and
missing solution indicates where there is a mis

cr88; NgyuenS5l, this approach is very pragmatic,
rnflict has a slightly different definition. Shapiro's

use of the term correctness lends a more formal inte¡pretation io this problem.

Inference System', including automatic ,rcpair' 
o

this.

heory for the dcbugging process. The use
s a direct relationship betr,veen the syntax
makes it simples to diagnose and correct

welcome in the analysis of knowledgebase
seen as a formalisation of these specifications. So
m embodies a formalisation of knowledgebase

to shapiro lshapirog4] 
-fledged' prorog is very wet feasibre accórding

6 CONCLUSIONS

of 'conventional'components, that quality control can be achieved with well known methods and
tech.niques. Reliability and maintainabiliiy of the knowledgebase are recognized as the principal
quality criteria.

cannot easily be controlled. As opposed to

^is no accepted version for expert systems.
SKE and the Kerschberg-Weitzel modei could
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For the moment there is no suitable (and tested) method that can be used in making clear

nt of KADS qualifies as an incentive. EMAM
nowledgebases. Especiatly the way in which
model is guaranteed, makes ENIAM a far better

,like KADS.

Testing of expert systems is an underdeveloped field of.stu.dy..Often it is not possible to test the

adrrice"giu"" Uy tftu system against an objective standard. Methods focussed on a structured

generatíon of expert system test cases ate nôt yet available. This is why the use of 'conventional'

iest rræthodologies is advocated.
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