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Description

Field of the invention

[0001] The invention relates to securing communica-
tions within telecommunications systems and, in partic-
ular, though not exclusively, to a method and a system
for securing communication between two hardware com-
ponents of a mobile device.

Background of the invention

[0002] The new generation mobile devices, such as
smart phones, provide more and more enhanced com-
putational functionalities via open network connections.
Such mobile devices are e.g. capable of receiving e-mail,
share software with one another through short-range
connections, downloading and executing software from
the Internet, making automated calls and act under re-
mote control. Hence, similar to a personal computer, mo-
bile devices and in particular the software components
involved in the setting up of a connection between the
mobile device to the network, are vulnerable to attacks
of malicious code (malware). Typically malware attempts
to make misuse of mobile device or to simply disrupt le-
gitimate use of the mobile device.

[0003] One example of misuse includes a malware in-
itiating the calling of premium rate telephone numbers or
the sending of premium rate SMS messages without the
user of the mobile device noticing this. Such a misuse
can lead to unpleasant billing surprises for the user.
[0004] Another example of misuse includes making
calls on the victim’'s expenses, e.g. by stealing the au-
thentication data of the victim’s UMTS Subscriber Identity
Module (USIM) using malware on the victim’s device and
subsequently impersonating the victim’s device.

[0005] Such a misuse is possible via a specific type of
a man-in-the-middle attack, sometimes referred to as a
relay attack. In a relay attack, the malware installed on
the victim’'s device sets up a communication link to the
attacker’s device. The attacker can successfully imper-
sonate himself as the victim towards the mobile network
by relaying the received authentication challenge to-
wards the malware, which, in turn, requests the victim’s
Universal Subsctriber Identidy Module (USIM) to calcu-
late the corresponding response. Subsequently the mal-
ware sends the response to the attacker’s device, which
forwards it towards the network. This results in the net-
work granting access to the attacker after which the at-
tacker can use any service on the victim’s expenses.
[0006] Such an attack is schematically presented for
UMTS authentication and key agreement (AKA) in Fig.
1. As shown, in step one (different steps are illustrated
in Fig. 1 with arrows having corresponding numbers), an
attacker determines, via the data link that the malware
has set up with the victim’s mobile device or personal
computer, the victim’s International Mobile Subscriber
ldentity (IMSI). In step two, the attacker provides the IMSI

10

15

20

25

30

35

40

45

50

55

to a network from which it desires to obtain a particular
service (such a network is represented in Fig. 1 as a
"Base Station"). In step three, the attacker receives a
random value RAND from the network that it must re-
spond to by sending a response RESP in order to obtain
access to the network. The attacker also receives from
the network a value AUTN, which is an authentication
token sent by the UMTS network to the subscriber’s
USIM. In steps four and five, using the data link that the
malware has set up with the victim’s mobile device or
PC, the attacker relays RAND and AUTN values to the
USIM of the victim. The USIM then calculates the corre-
sponding response RESP. In step six, the malware on
the victim’s device transmits the response RESP to the
attacker who, in step 7, forwards this response to the
network. After successful authentication, the network
considers the attacker as the rightful subscriber allowing
the attacker to set up calls or obtain other services that
subsequently will be chargedto the (impersonated) right-
ful subscriber.

[0007] Currently, the UMTS network may make use of
a network authentication code (AUTN in Fig. 1) for the
purpose of preventing a so called "false base station at-
tack", which is an attack where a base station is intro-
duced that does not belong to the network, but success-
fully masquerades as one. While using an authentication
code successfully counters several attacks of this type,
itdoes not prevent an attack as described above because
the attacker can easily send the authentication code to
the rightful subscriber through a data link that is set up
by malware on the subscribers mobile device.

[0008] As the foregoing illustrates, what is needed in
the art is a technique for establishing a secure commu-
nication channel between at least the USIM and other
hardware components of the mobile device.

[0009] Known prior art solutions such as disclosed in
US 2006/0288209 suffer from the disadvantage that the
secure communication between two components of a de-
vice is limited to hardware components wherein the se-
curity key is loaded and fixed into the components prior
to the actual use of the components. This has a disad-
vantage that the hardware components which have been
provisioned with the same security key need to be dis-
tributed together. In the case of US2006/0288209 this is
easily done because itis meant for secure interprocessor
communication on portable electronic devices with two
processors. Hence, the components with the same se-
curity key are inherently together. However in a situation
where the hardware components are not distributed to-
gether, provisioning and maintaining the relation be-
tween the components becomes very complex. For in-
stance when the two hardware components are a mobile
phone and a USIM. In this situation the mobile phone
and the USIM are manufactured, distributed and sold by
different organisations and there is a need to be able to
create a security association between these two compo-
nents regardless. The present invention provides a so-
lution for this problem.
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[0010] The prior art solutions as disclosed in US
2009/0257590 and EP1662697 rely on a technique
wherein the secure communication channel between dif-
ferent components of a digital system are exchanged in
an encrypted format. These approaches have as a dis-
advantage that the key pairs which are generated can
also be generated by malware. Since the prior art as dis-
closed in US 2009/0257590 and EP 1662697 either don’t
provide authentication of the differentcomponents or rely
on pre-provisioned data the same problem arises as dis-
closed in the prior art of US2006/0288209. This means
that any entity can generate the keypairs and push a
public key to another hardware component in order to
set up a secure connection, including malware, and the
receiving hardware component can’t distinguish this.
Secondly asymmetric key operations are more complex
and require more power. On mobile devices this effect
is undesirable.

Summary of the invention

[0011] Itis an object of the invention to reduce or elim-
inate at least one of the drawbacks known in the prior art
and to provide in a first aspect of the invention a method
for securing communication between at least a first and
a second hardware components of a mobile device. The
method includes establishing a first shared secret be-
tween the first and the second hardware components
during an initialization of the mobile device and, following
the initialization of the mobile device, using the first
shared secret or a derivative thereof to secure the com-
munication between the first and the second hardware
components.

[0012] As used herein, the term "mobile device" refers
to a smart phone, a personal digital assistant (PDA), a
laptop or any other mobile communications device ca-
pable of providing services to a subscriber over one or
more networks.

[0013] The discloses method is implemented based
on allowing two hardware components, such as e.g. a
an identity module (USIM) and a radio card of the mobile
device, to agree on a shared secret during the initializa-
tion of the mobile device. Initialisation can mean that the
sharedsecretisagreedatafirstand possible subsequent
power-up sessions of the mobile device, also referred to
herein as a "Power On Initialisation Sequence" or "POIS"
mode, or during the first integration of the identitity mod-
ule in the mobile device and subsequent first (user) pow-
er-up of the mobile device. In the latter embodiment of
the invention, the shared secret can remain locked in the
mobile device such that the mobile device can only func-
tion with the first identity module integrated by the user
in the mobile device. This embodiment is advantageous
for example for Machine-to-Machine (M2M) applications
wherein the lock-in of the first identity module in the mo-
bile device allows for certainty that the mobile device is
thenonly usedforthe (cheap) M2M network subscription.
Since software applications, and, therefore, malware, are
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loaded after finishing the POIS mode, these applications
would notbe able to eavesdrop the POIS communication.
Thus, assuming that the shared secret cannot be ob-
tained from the hardware components (the first shared
secret may e.g. be randomly generated by either the first
orthe second hardware components and securely stored
in either or both of them), malware running on the device
would not have the knowledge of the shared secret. The
shared secret may be subsequently used in a Normal
Operation mode (NO mode) to secure at least a part of
the communication between the two hardware compo-
nents.

[0014] In one embodiment, the first shared secret or
the derivative thereof is used to modify at least part of
information communicated between the first and the sec-
ond hardware components. For example, to modify at
least part of the information communicated from the first
to the second hardware component, the first hardware
component may use a modification algorithm M that uses
the value of the first shared secret as a key. The second
hardware component may use a corresponding modifi-
cation algorithm M’ that also uses the value of the first
shared secret to retrieve desired information from the
modified information. In this manner, the communication
between the first and second hardware components is
secured because the information communicated by the
first hardware component may only be used by the sec-
ond hardware component and not by any other hardware
or software components, including malware.

[0015] In one advantageous embodiment, algorithms
M and M’ may be (symmetric) ciphers using the first
shared secret or a derivative thereof as an encryption
key. In other embodiments, algorithms M and M’ may
also be the bitwise XOR function, or (modular) addition
or subtraction.

[0016] However, the above-described mechanism
would also prevent the usage, within the mobile device,
of AKA methods based on legitimate software (e.g. IMS
agent software). Therefore, in one embodiment, the first
shared secret or an alternative secret key may be dis-
tributed from the first and/or the second hardware com-
ponents to other authorized hardware and/or software
components. Subsequently, the distributed secret could
be used to secure the communication between the other
authorized components and the first/second hardware
components.

[0017] Further, during the initialization of the mobile
device, the first and/or second hardware components
may establish other shared secrets with other compo-
nents, provided that the other components are activated
during the initialization of the mobile device and have the
possibility to store the shared secret and to use it during
the normal operation of the device. In this manner, a dif-
ferentshared secret may be established between various
pairs of components during the initialization of the mobile
device.

[0018] In various embodiments, the components par-
ticipating in establishing and using the shared secret may
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include an identity module (e.g. a USIM), a radio card, a
display hardware, and/or a keyboard hardware. Estab-
lishing and using a shared secret between e.g. the USIM
and the keyboard hardware would assure that the input
received by the USIM has been typed by a human user
and is not faked or modified by malware applications.
Similarly, establishing and using a shared secret be-
tween e.g. the USIM and the display hardware would
assure that the information is depicted on the display of
the mobile device as indicated by the USIM and not mod-
ified by the malware. In addition, establishing and using
a shared secret for enciphering the communication be-
tween e.g. the USIM and the keyboard hardware, would
assure that this communication, e.g. passwords, cannot
be eavesdropped by malware.

[0019] In an embodiment where the first hardware
componentcomprises an identify module and the second
hardware component comprises a radio card, the step
of using the first shared secret can include the radio card
modifying an authentication request providedto the iden-
tity module with the first shared secret and/or the identity
module modifying a response to the authentication re-
quest with the first shared secret or the derivative thereof.
In this manner, on one hand, the identity module could
identify the origin of incoming communications, such as
authentication requests and only provide response when
the authentication request is communicated by the radio
card. On the other hand, the response communicated by
the identity module could only be used by the radio card
and not by any other hardware or software components,
including malware.

[0020] Various mechanisms for establishing the first
shared secret are proposed. In one embodiment, the first
shared secret may be established by generating the first
shared secret at the first hardware component, commu-
nicating the first shared secret from the first hardware
component to the second hardware component, and re-
ceiving a confirmation at the first hardware component
that the second hardware component obtained the first
shared secret. In this embodiment, the first hardware
component could identify that the second hardware com-
ponentis not an authorized component if no confirmation
is received.

[0021] In another embodiment, the first shared secret
may be established by receiving a request from the sec-
ond hardware component to generate the first shared
secret, in response to the request, generating the first
shared secret at the first hardware component, and com-
municating the first shared secret from the first hardware
component to the second hardware component. In this
embodiment, the second hardware component could
identify that the first hardware component is not an au-
thorized component if no request for generating the first
shared secret is received.

[0022] Invarious embodiments, the first shared secret
may be randomly generated by the first hardware com-
ponent, by the second hardware component, or be par-
tially generated by the first hardware component and par-
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tially generated by the second hardware component.
[0023] In addition to establishing the first shared se-
cret, during the initialization of the mobile device, the first
and second hardware components may also negotiate
encryption algorithms, integrity algorithms, and/or times
for applying encryption and/or integrity algorithms to be
used between them.

[0024] In a further aspect, the invention relates to an
identity module, preferably a smart card, for securing
communication between the identity module and another
hardware component of a mobile device. The identity
module includes means for establishing a first shared
secret between the identity module and the other hard-
ware component during an initialization of the mobile de-
vice and means for, following the initialization of the mo-
bile device, using the first shared secret or a derivative
thereofto securethe communication between the identity
module and the other hardware component.

[0025] Inafurther aspectthe invention relates to a de-
vice, preferably amobile device, having at least two hard-
ware components and configured to secure communica-
tion between these hardware components. The device
includes means for establishing a first shared secret be-
tween the two hardware components during an initializa-
tion of the device and means for, following the initializa-
tion of the device, using the first shared secret or a de-
rivative thereof to secure the communication between
the two hardware components.

[0026] The invention also relatesto computer program
product comprising software code portions configured
for, when run inthe memory of a mobile device, executing
the method steps as described above.

[0027] The invention will be further illustrated with ref-
erence to the attached drawings, which schematically
will show embodiments according to the invention. It will
be understood that the invention is not in any way re-
stricted to these specific embodiments.

Brief description of the drawings

[0028]

Fig. 1 depicts a schematic representation of a relay
attack according to one embodiment of the invention.
Fig. 2 depicts a mobile device according to one em-
bodiment of the invention.

Fig. 3illustrates a schematic flow diagram of a meth-
od for securing communication between the two
hardware components of the mobile device accord-
ing to one embodiment of the invention.

Fig. 4a depicts a chip reference architecture of a
mobile device according to one embodiment of the
invention.

Fig. 4b depicts a chip reference architecture of a
mobile device according to another embodiment of
the invention.

Fig. 5a illustrates a mechanism for establishing a
shared secret between the first and second hard-
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ware components of the mobile device according to
one embodiment of the invention.

Fig. 5b illustrates a mechanism for establishing a
shared secret between the first and second hard-
ware components of the mobile device according to
another embodiment of the invention.

Detailed description

[0029] Fig. 2 depicts a mobile device 200 according
to one embodiment of the invention. The mobile device
200 may be e.g. a smart phone, a PDA, a laptop or any
other mobile communications device capable of provid-
ing services to a subscriber over one or more networks.
[0030] Asshown,the mobile device 200 includes afirst
hardware component 202 and a second hardware com-
ponent 204. The first hardware component 202 may be
e.g. an identity module, such as a USIM card or the like.
The second hardware component 204 may be e.g. a ra-
dio card providing radio contact with a base station of a
network serving the mobile device.

[0031] Optionally, the mobile device 200 may further
include additional components shown as a third hard-
ware component 206 (e.g. display or keyboard hardware)
and software 208 (e.g. IMS agent software).

[0032] The mobile device 200 may further comprise
one or more functional units 210 (either hardware, soft-
ware or a combination thereof) which include means for
establishing and using a shared secret for securing com-
munications between at least the first and second hard-
ware components. At least parts of the functional units
210 may be disposed within the first and/or second hard-
ware components. In the following discussions, state-
ments that the first and/or second hardware components
"establish" and/or "use" the shared secret imply that the
units 210 enable the such functionality of the first and
second hardware components.

[0033] Fig. 3illustrates a schematic flow diagram of a
method 300 for securingcommunication between the first
hardware component202 andthe second hardware com-
ponent 204 of the mobile device 200 according to one
embodiment of the invention.

[0034] The method 300 begins in step 302, where the
units 210 establish a first shared secret between the first
and second hardware components 202, 204. The first
shared secret is established when the device is booted,
or, in other words, atthe POIS mode of the mobile device
200. The POIS precedes the Normal Operation (NO)
mode of the mobile device 200. Because software appli-
cations, including malware, are loaded only after the
POIS mode is finished, these applications cannot partic-
ipate in the establishment of the first shared secret. As-
suming that the first shared secret is generated and
stored in such a manner that it cannot be obtained by the
malware after the POIS mode is finished, establishing
the first shared secret in POIS mode and subsequently
using the first shared secret in NO mode allows securing
communication between the first and second hardware
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components 202, 204.

[0035] In one embodiment, also during the POIS
mode, the first and second hardware components 202,
204 may negotiate encryption algorithms, integrity algo-
rithms, and/or when to apply encryption and/or integrity
algorithms.

[0036] The method then proceeds to step 304, where,
following the POIS mode (i.e., inthe NO mode), the units
210 enable the first and second hardware components
202, 204 to use the first shared secret to secure at least
part of communication between them.

[0037] Thefirstshared secretcanbe usedin NO mode
in various ways to secure the communication. To illus-
trate some examples of using the first shared secret, con-
sider that the first hardware component is an identity
module and the second hardware component is a radio
card. One type of a mobile device configured for illustrat-
ing this embodiment is depicted in Fig. 4a. As shown, a
mobile device 400a (which could be an example of the
mobile device 200) includes an identity module 402
(which could be an example of the first hardware com-
ponent 202) and a radio card 404 (which could be an
example of the second hardware component 204). The
mobile device 400a further includes an application proc-
essor406, a Bluetooth (BT) Chip 408 configured for com-
munication with other Bluetooth enabled devices and a
WiFi Chip 410 configured for accessing the Internet via
a WiFi hotspot. The application processor 406 includes
anumber of applications, shown as application programs
412 and 414, and an Operating System (OS) 416.
[0038] The identity module 402 may be a UICC (Uni-
versal Integrated Circuit Card) for use in mobile devices
suitable for 2G-type networks (GSM) or 3G-type net-
works (UMTS). To that end, the UICC may comptrise a
Subscriber Identity Module (SIM) application and/or a
USIM application. Further, the USIM (and the SIM) ap-
plication in the identity module 402 comprise an IMS| and
an authentication key Kiforidentifyingand authenticating
the USIM (or SIM) application to the network.

[0039] It is to be understood that the identity module
402 is not limited to SIM and/or USIM applications. In
other embodiments, the identity module 402 may be an
IP Multimedia Sub-system SIM (ISIM) for authenticating
and accessing IMS-based services according to a pre-
determined IMS-based AKA as e.g. described in ETSI
technical specification TS 33.203 or an extensible au-
thentication protocol (EAP) based SIM for authenticated
and accessing a network according to a predetermined
EAP-based AKA as described for instance in RFC4187.
[0040] The identity module 402 may include a proces-
sor, one or more memory components e.g. ROM, RAM
and/or EEPROM and 1/O circuits (not shown in Fig. 4a).
For authentication purposes, the UICC may comprise a
secret service-subscriber authentication key K and one
or more algorithms for calculating a response comprising
one or more authentication parameters upon the recep-
tion of a random challenge.

[0041] The radio card 404 may be a radio card provid-
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ing radio contact with a base station of a communications
network serving the mobile device 400a. In one embod-
iment, the network may be a 2G-type mobile network
(shown in Fig. 4a as GERAN 426), a 3G-type mobile
network (shown in Fig. 4a as UMTS 428), or a network
comprising 3GPP LTE or 3GPP SAE network elements
(shown in Fig. 4a as LTE 430).

[0042] The OS 416 of the mobile device 400a com-
prises a kernel 424 which manages the resources of the
mobile device e.g. the Central Processing Unit (CPU),
memory for storing program instructions and data and
Input/Output (I/O) devices such as the radio module. Fur-
ther, the OS comprises Application Programming Inter-
faces (APIs), such as e.g. BT API 418, a WiFi API 420,
and a Generic Bootstrapping Architecture (GBA) API
422, through which application programs 412 and 414
may access setrvices offered by the OS 416.

[0043] There are several legitimate ways to access the
identity module 402 and request an authentication re-
sponse. One way comprises accessing the identity mod-
ule 402 via radio card-initiated authentication requests,
e.g. for accessing GERAN, UMTS, LTE networks (i.e.
via the corresponding radio antenna attached to the mo-
bile device). Another way comprises accessing the iden-
tity module 402 via software-initiated authentication re-
quests, e.g. for accessing IMS, GPRS over WiFi (using
the WiFi Chip 410) or for using the GBA mechanisms to
access a web service. Inthese cases, the kernel 424 and
the identity module 402 communicate via the radiocard
404. Yet another way comprises accessing the identity
module 402 via BT-initiated authentication requests.
Here the Bluetooth chip in the mobile device initiates the
authentication request.

[0044] Note that, in the embodiment of Fig. 4a, not-
radio card-initiated authentication requests are trans-
ferred to the identity module 402 via the radio card 404.
In such an embodiment, the identity module 402 can use
the first shared secret to modify all or part of the outgoing
communication data, e.g. the response to an authentica-
tion request. The communication data would first be com-
puted as usual, after which the identity module 402 may
modify the data by means of a modification algorithm M
that uses the value of the first shared secret. The radio
card 404 then would use a corresponding modification
algorithm M’ that also uses the value of the first shared
secret to retrieve the data from the modified data. M and
M’ could be (symmetric) ciphers using the first shared
secret as the encryption key, butcould also be the bitwise
XOR function, or (modular) addition or subtraction. Inthis
manner, the identity module 402 can be assured that the
outgoing communication can only be used by the radio
card 404 and not by any other hardware or software com-
ponent, e.g. malware, because only the radio card 404
possesses the first shared secret for applying the corre-
sponding modification algorithm M’.

[0045] Fig. 4b illustrates a mobile device 400b. The
desctiption of the mobile device 400a applies to the mo-
bile device 400a, except that, in this embodiment, not-

10

15

20

25

30

35

40

45

50

55

radio card-initiated authentication requests are nottrans-
ferred to the identity module 402 via the radio card 404.
In the mobile device 400b, the method of using the first
shared secret in the NO mode described above for Fig.
4a may also be applied. Alternatively, the radio card 404
can modify all or part of the outgoing communication data
towards the identity module 402, e.g. an authentication
request. Inthis embodiment, a similar modification mech-
anism as described above could be applied. Alternative-
ly, a keyed hash using the first shared secret can be
added to the data. In this manner, the identity module
402 can be assured of the origin of incoming communi-
cations, e.g. authentication requests. This information
couldbe usedby the identity module 402 to decide wheth-
er or not to give a response or to first request additional
information, e.g. from the subscriber or the Trusted Plat-
form Module (TPM).

[0046] Persons skilled in the art will recognize that oth-
er chip architectures may be implemented in the mobile
devices, where e.g. the radio card 404 and the identity
module 402 are not directly connected, software appli-
cation access the identity module 402 not via the radio
card, etc. Further, acombination of the two embodiments
described above for using the first shared secret is also
possible.

[0047] The embodiments of using the shared secret
described above could allow the identity module to coun-
teract relay attacks by assuring that usable authentica-
tion responses can only be used by the radio card and
not by applications.

[0048] Of course, these embodiments would also pre-
vent the legitimate software (e.g. IMS agent software)
from using the authentication responses to implement
software based AKA methods. Therefore, returning back
to the method 300 of Fig. 3, in one embodiment, the
method 300 may include an optional step 306 where the
first and/or second hardware components distribute the
first shared secret to other authorized components (e.g.
other hardware components or authorized software com-
ponents such asthe IMS agent software). Subsequently,
the first shared secret may be used to secure the com-
munication between the first and/or second hardware
components and the other authorized components (e.g.
between the IMS agent software and the USIM). Relay
attacks via malware on the mobile device 200 may still
be counteracted if it is assured that malware applications
cannot determine the first shared secret distributed to
the other authorized components.

[0049] Using the described mechanisms, a shared se-
cret can be agreed between any two components of the
mobile device 200, provided that these components are
activated at POIS mode and have the possibility to se-
curely store the established shared secret and use it in
normal operations. Similarly, the firstand/orsecond hard-
ware components 202, 204 can establish and use (dif-
ferent) shared secrets with various other components of
the mobile device 200. For example, in one embodiment,
the identity module could establish, in the POIS mode,
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anduse, ina NOmode, a second shared secretto secure
(a part of) communication between the identity module
andthe keyboard hardware (i.e. hardware controlling the
keyboard). Such an embodiment would assure the iden-
tity module that the received input has been typed by a
human userandis not faked or modified or eavesdropped
by malware applications.

[0050] Alternatively, a shared secret established and
used between the identity module and the display hard-
ware (i.e. hardware controlling the display of the mobile
device 200) would assure the identity module that infor-
mation is depicted onthe display as indicated by the iden-
tity module.

[0051] In order to avoid that the shared secret can be
derived or guessed by malware applicatoins, the shared
secret may be randomly generated by either the first or
the second hardware components. Below, two scenarios
are described for establishing a shared secret between
the two hardware components. These exemplarary em-
bodiments assume that the component generating the
shared secret is the first hardware component, whereas
the component receiving the shared secret is the second
hardware component.

[0052] According to the first scenario, the first hard-
ware component may generate a new value for the
shared secret at each power up of the mobile device and
signal this to the second hardware component. In order
to deal with backwards compatability, the second hard-
ware component then needs to confirm the reception. In
that case, the first hardware component can determine
thatthe second hardware componentis notan authorized
component if no conformation message is received. An
example of such a scenariois illustrated in Fig. 5a, where
the first hardware component comprises an identity mod-
ule 502 (similar to the identidy module 402 described
above) and the second hardware component comprises
a radio card 504 (similar to the radio card 402 described
above). As shown in Fig. 5a, in the first step, the identity
module 502 generates and provides the shared secret
in the form of a random key N to the radio card 504. In
response, in step 2, the radio card 504 provides a con-
firmation to the identity module 502 that the random key
N has been received. As shown in Fig. 5a, steps 1 and
2take place duringthe POIS mode. Once the POIS mode
is finished, in the NO mode, in step 3, the radio card 504
may provide an authentication data request modified with
the random key N, shown as RAND1y, to the identity
module 502. Since the identity module 502 has the ran-
dom key N, it is able to obtain the unmodified authenti-
cation data request, RAND1, from the RAND1y. The
identity module 502 may then generate an authentication
data response (RESP,, KCy, Kl;), where KC and Kl are
the encryption and integrity keys, respectively, and, in
step 4, send the response, modified using the random
key N, shown as (RESP,, KC4, Kly)y, back to the radio
card 504. Since the radio card 504 has the random key
N as well, itis able to obtain the unmodified authentication
data response, (RESP,, KC4, Kly), from the (RESP,,
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KC,, Kly)n- Note that this requires that the first and sec-
ond hardware components can store the shared secret
and can support assosiated algorithms, e.g. symmetric
encryption algorithm, for applying the shared secret.
When, in step 5, a malware application 506 would also
send an authentication data request, RAND2, to the iden-
tity module 502, the identity module 502 would not pro-
vide a response to the malware 506 because the identity
module 502 has not received a confirmation from the
malware 506 about the receipt of the random key N and,
therefore, can determine that the malware 506 is not au-
thorized to receive the response. The order of steps 3,
4, and 5 is not relevant for implementing the embodi-
ments of the present invention. Thus, step 5 may take
place before or instead of steps 3 and/or 4.

[0053] Accordingtothe secondscenario, the firsthard-
ware component may only generate a new value for the
shared secret at power up of the mobile device if it is
requested by the second hardware component to do so.
The backwards compatibility issue can now be solved as
follows. The first hardware component can determine
thatthe second hardware componentis notan authorized
component if it does not receive a request to generate
the shared secret. On the other hand, the second hard-
ware component can determine that the first hardware
component is not an authorized component if it does not
receive an answer message containing the shared se-
cret. An example of such a scenario is illustrated in Fig.
5b, where, similar to Fig. 5a, the first hardware compo-
nent comprises the identity module 502 and the second
hardware component comprises the radio card 504. As
shown in Fig. 5b, in the first step, the radio card 504
sends a request to the identity module 502 to generate
a shared secret. In response, in step 2, the identity mod-
ule 502 generates and provides the shared secret the
radio card 504 in the form of a random key N. As shown
in Fig. 5b, steps 1 and 2 take place during the POIS
mode. Once the POIS mode is finished, in the NO mode,
steps 3, 4, and 5 may take place, similar to the corre-
sponding steps described in Fig. 5a.

[0054] One embodiment of the invention may be im-
plemented as a program product for use with a computer
system. The program(s) of the program product define
functions of the embodiments (including the methods de-
sctibed herein) and can be contained on a variety of com-
puter-readable storage media. lllustrative computer-
readable storage media include, but are not limited to: (i)
non-writable storage media (e.g., read-only memotry de-
vices within a computer such as CD-ROM disks readable
by a CD-ROM drive, flash memory, ROM chips or any
type of solid-state non-volatile semiconductor memory)
on which information is permanently stored; and (ii) wri-
table storage media (e.g., floppy disks within a diskette
drive or hard-disk drive or any type of solid-state random-
access semiconductor memory) on which alterable infor-
mation is stored.

[0055] It is to be understood that the invention may
also be used with the IMS AKA (3GPP TS 33.203), in
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Generic Bootstrapping (GBA) applications (see 3GPP
TS 33.220, 33.222, 33.223) or with the EAP AKA and/or
EAP SIM in WLAN interworking applications.

[0056] Further, it is to be understood that any feature
described in relationto any one embodimentmay be used
alone, or in combination with other features described,
and may also be used in combination with one or more
features of any other of the embodiments, or any com-
bination of any other of the embodiments. Furthermore,
equivalents and modifications not described above may
also be employed without departing from the scope of
the invention, which is defined in the accompanying
claims.

Claims

1. Method for securing communication between at
least a first and a second hardware component of a
mobile device, comprising:

- generating a first secret in at least one of the
first or second hardware hardware component
of the mobile device, the first hardware compo-
nent containing functionality of user identifica-
tion, the second hardware component contain-
ing functionality of wireless transmission ;

- establishing a first shared secret between the
first and the second hardware components dur-
ing an initialization of the mobile device ; and

- following the initialization of the mobile device,
usingthefirstshared secret or a derivative there-
of to secure the communication between the first
and the second hardware components.

2. Methodaccordingto claim 1, wherein the first shared
secret or the derivative thereof is used to modify at
least part of information communicated between the
first and the second hardware components.

3. Method according to claim 2, wherein the at least
part of information communicated between the first
and the second hardware components is modified
using atleast one of a cipher, a bitwise XOR function,
an addition, or a substraction.

4. Method according to any one of the preceding
claims, further comprising distributing the first
shared secret from the first and/or the second hard-
ware components to other authorized components.

5. Method according to any one of the preceding
claims, further comprising negotiating, during the in-
itialization of the mobile device, at least one of en-
cryption algorithms, integrity algorithms, and/or sit-
uations for applying encryption and/or integrity algo-
rithms to be used between the first and the second
hardware components.
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10.

11.

Method according to any one of the preceding
claims, wherein the first hardware component com-
prises an identity module and the second hardware
component comprises one of a radiocard, a display
hardware, a keyboard hardware, or a Bluetooth chip.

Method according to claim 6, wherein, when the sec-
ond hardware component comprises the radiocard,
the step of using the first shared secret or the deriv-
ative thereof comprises at least one of:

the radiocard modifying an authentication re-
quest provided to the identity module with the
first shared secret or the derivative thereof, or
the identity module modifying a response to the
authentication request with the first shared se-
cret or the derivative thereof.

Method according to any one of claims 1-7, wherein
the step of establishing the first shared secret be-
tweenthefirstandthe second hardware components
comprises:

- generating the first shared secret at the first
hardware component,

- communicating the first shared secret from the
first hardware component to the second hard-
ware component, and

- receiving a confirmation at the first hardware
component that the second hardware compo-
nent obtained the first shared secret.

Method according to any one of claims 1-7, wherein
the step of establishing the first shared secret be-
tweenthefirstandthe second hardware components
comprises:

- receiving a request from the second hardware
component to generate the first shared secret,
- in response to the request, generating the first
shared secret at the first hardware component,
and

- communicating the first shared secret from the
first hardware component to the second hard-
ware component.

Method according to any one of claims 1-7,
wherein the first shared secret is randomly generat-
ed by the first and/or the second hardware compo-
nents.

Method according to any one of the preceding
claims, further comprising:

- establishing a second shared secret between
the first hardware component and a third hard-
ware component of the mobile device during the
initialization of the mobile device; and
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- following the initialization of the mobile device,
using the second shared secret or a derivative
thereof to secure communication between the
first and the third hardware components.

12. Method according to claim 11, wherein the second
shared secret is different from the first shared secret.

13. An identity module, preferably a smartcard, for se-
curing communication between the identity module 70
and a hardware component for wireless transmis-
sion of a mobile device, comprising:

- means for generating a first secret in at least

one of the identity module or hardware compo- 15
nent for wireless transmission of the mobile
device ;

-means for establishing a first shared secret be-
tween the identity module and the hardware
component for wireless transmission during an 20
initialization of the mobile device; and

- means for, following the initialization of the mo-

bile device, using the first shared secret or a
derivative thereof to secure the communication
between the identity module and the hardware 25
component.

14. Aterminal, preferably a mobile device, comprising:

- a first hardware component for user 30
identification ;

- a second hardware component configured to
communicate with the first hardware component

and contaiing functionality for wireless
transmission ; 35
- means for establishing a first shared secret be-
tween the first and the second hardware com-
ponents during an initialization of the terminal;

and

- means for, following the initialization of the ter- 40
minal, using the first shared secret or a deriva-

tive thereof to secure the communication be-
tween the first and the second hardware com-

ponents.
45
15. A computer program product comprising software
code portions adapted for, when run in a mobile de-
vice, configuring the mobile device to execute the
method steps according to any of claims 1-12.
50
55
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