TNO-rapport [TNO report

Safety: a multidisciplinary approach

Inserting organisational aspects in the technical analysis of safety of

chemical plants as described by the protection layer concept

S,
'I_Ll..

Nederlandse Organisatie

voor toegepast-
natuurwetenschappelijk
onderzoek [ Netherlands
Organisation for Applied
Scientific Research



TNO Kwaliteit van Leven

TNO-rapport Arbeid
Polarisavenue 151
Postbus 718
2130 AS Hoofddorp

www.tno.nl/arbeid

- T 023 554 93 93
Safety: a multidisciplinary approach F 023 554 93 94

Inserting organisational aspects in the technical analysis of safety of

chemical plants as described by the protection layer concept

Datum 3 november 2005

Auleurs D.T. Richheimer

Alle rechten voorbehouden. Niets uit dit rapport mag worden vermenigvuldigd en/of openbaar gemaakt door
middel van druk, fotokopie, microfilm of op welke andere wijze dan ook, zonder voorafgaande schrifielijke
toestemming van TNO.

Indien dit rapport in opdracht werd uitgebracht, wordt voor de rechten en verplichtingen van opdrachtgever en
opdrachtnemer verwezen naar de Algemene Voorwaarden voor Onderzoeks- opdrachten aan TNO, dan wel de
betreffende terzake tussen partijen gesloten overeenkomst. Het ter inzage geven van het TNO-rapport aan direct
belanghebbenden is toegestaan.

© 2005 TNO



















































































































































































































































Development

In the assignment of the PFD it is assumed that the PFD is chosen based on proper
treatment of the equipment (IPL) involved. If a company treats the equipment in a proper
manner, no correction will be needed. If the company performs above the set standards, the
PFD even decreases, because the chances of defects have been minimised by the (overly)
strict supervision and maintenance schedules. If the company scores below the set
standard, the PFD increases as a result of bad practices. An implicit assumption here is that
if a company does everything wrong, nothing would work, because the PFD would rise to
1. This is not an unlikely assumption, especially if the company has lasted long enough for
maintenance to become important.

As a result of the inherent differences between the IPLs, a different PFD correction factor
needs to be determined per IPL.

The definition of “proper handling” is an important issue in the determination of the
correction factors for PFD and initiating events (IE) frequencies. This definition is different
per SQF assessment tool, because they cover different areas and are measured in different
ways. For Tripod the maximum score is 100% control over a BRF. However, 100% control is
a higher score than “acceptable”, so an acceptable score is set to 80% of the maximum score.
This choice is substantiated by the fact that in Tripod nomenclature a score above 90% is a
relative strength and a score below 70% is a relative weakness (Source: internal report TNO,
2003). OHSAS uses so-called “performance indicators”, which indicate the extent to which
each element of the norm has been implemented. The mark ranges from 1 to 5, and a mark
of 4 or higher signifies an adequate implementation (Source: internal report TNO, 2003).
Following the standard set by Tripod and OHSAS, a score of 4 on the SCQS questionnaire is
taken as a standard for “acceptable behaviour”.

Because the focus of this thesis is the operational phase, the interfaces that are used for the
IPL Process Design are also limited to the operational phase. This means that only the
average of the influence data of the units 1.4.3 (Operation, technical), 1.4.4 (Operation,
organisational), 1.4.5 (Maintenance), and 1.4.6 (Modifications) is used for the IPL Process
Design.

There are three further aspects that need to be considered in the calculation of the PFD and
IE frequency correction factors. The influence profiles between the SQF assessment tools
and LOPA and the scores of the company on the SQF assessment tools are the most obvious
aspects. A large interface signifies a large influence between the SQF assessment tool and

LOPA, which increases the influence on the PFD and IE frequency correction factors.

The calculation of the correction factor will be explained below in a few steps.
Multiply the company data with the influence data per IPL per BRF and per OHSAS norm

element and per SCQS problem area.

This yields 11 (BRFs) *5 (IPLs) + 17 (norm elements)*5 + 10 (problem areas) * 5 = 190 numbers.

This is done because they form the basis of the correction factor.

P=

Divide these numbers by the percentage of “proper treatment”
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Development

This means that the numbers for Tripod are divided by 80% and the numbers for OHSAS are
divided by 4.

3. Sum these numbers per IPL.

This summation yields a number that is not equal to 1 if all numbers are 80% and 4,
respectively. This is caused by the fact that the interaction data do not add to 1. Therefore a
correction needs to be made to normalise the numbers. This is done in step 4 and 5.

4. Sum the interaction data per IPL.

5. Divide this summation by the total interaction per IPL.

6. Calculate the average of the correction factors.
7

This yields the correction factor for both chance estimates.

These correction scores can’t be directly implemented in LOPA scenarios. The percentage of
human aspects per IPL also needs to be taken into consideration. The higher the percentage of
human aspects, the larger the impact of the organisational correction.

If the correction were implemented in the (bare) frequencies, the correction of the final
results would be minimal. This would not be representative of the impact the correction is
thought to have. In the calculation of LOPA scenarios the -log values of the PFD and IE
frequencies are used to assess whether the IPLs constitute a sufficient risk reduction as
described in section 3.4. Therefore the following formula is made for the correction of the PFDs

and IE frequencies.

PFD = 10—(—]0g(PFD, )CFpppHA-log(PFD, )(1-HA))

PFD: is the technical PFD, CFrep is the PFD correction factor, and HA is the percentage
human aspects in the IPL under consideration.

The PFD is split in a human term and a technical term. The first term on the right side of the
equation signifies the human aspect of the PFD and the second term signifies the technical
aspects. The multiplication with HA and (1 - HA), respectively gives the distribution of the two
aspects. The correction factor is then introduced to the organisational part of the PFD. So if the
percentage of human aspects is large, the impact of the correction also increases, and if the
percentage of human aspects is low, the correction will be limited.

With this formula the correction is made in the —log value of the PFD, and by taking the
minus 10 power of the —log value of the corrected PFD, the corrected PFD value results.

It is super fluent to state that the maximum value of any PFD is 1. If a company scores so

low on SQF that the corrected PFD becomes larger than 1, it is cut off to 1.

PRACTICAL IMPLEMENTATION
TNO has developed an Excel sheet that can be used for the documentation and analysis of

LOPA scenarios. This Excel sheet has been adjusted to contain the proposed new version of the

SQF as well as the correction factors. It has been attempted to minimise the alteration to the

Excel sheet, which resulted in additions to rather than substitutions of cells.
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Development

In order to accomplish this, a few modifications were made. The first modification was to
make more space for the analysis of the initiating event. It is possible that the initiating event
consists of a number of different aspects. When these different aspects relate to different IPLs or
parts of IPLs, it is necessary to implement more than one correction factor for the initiating
event of the scenario. When splitting the frequencies of the different aspects of the initiating
event, the total frequency is the sum of the “sub frequencies”. This doesn’t hold true for the
accompanying —-log values.

The corrected sub frequencies are summed to yield the corrected frequency of the initiating
event. The —log value of the corrected frequency is then calculated for further use in the
analysis. A part of the resulting Excel sheet is given below. A copy of the original Excel sheet

and a copy of the new proposed version of the sheet are given in Appendix R.

| Description Prob. | Freq. | -log | freq. corr | -log corr
[] [/yr] [fyr] [yr] [/yr]
itiating event Demiwater heated to a too high temperature due to a mistake of the
.uypically a ((Jg?;.ator (1/jr/reactor there are 4 reactors) or as a result of equipment failure 52601 | 028 5.38E-01 0,27
‘requency) '
Part of IE Fout operator (CorgEeioy R0z 400E- | 540 | 410801 048
Relevant IPL Critical alarms and human intervention ~ %HF whole IPL  0,690903335 01 ’ ' !
Part of IE Falen van apparatuur Corr. Factor Op996gscss 1.20E- | 490 | 125E-01 0.90
Relevant IPL Basic Process Control System %HF whole IPL. 0,378518049 01 ’ ' ’
Part of IE Corr. Factor 0,936285396
Relevant IPL Process Design (Operational) %HF whole IPL  0,636828247
Part of IE Corr. Factor 0,936285396
Relevant IPL Process Design (Operational) %HF whole IPL 0,636828247

The relevant IPL can be selected from a list. The correction factor and percentage of human
aspects per IPL are linked to that cell, so these values change instantly when a different IPL is
chosen. The same procedure is repeated for the IPLs.

No further additions were made to the Excel sheet. The existing calculations were adjusted
to use the corrected frequencies, but the format of the formulas remained intact.

This Excel sheet can be used by TNO to facilitate their LOPA analyses.

This calculation is exemplified by the case study that is done in the course of the research.

This is discussed in chapter 9.

8.4 Drawbacks of the model

A model is a simplification of reality. As such, certain choices need to be made concerning
what to include in the model. This is done by making assumptions and demarcating the
research area. The demarcation of the research and the assumptions concerning the model have
been discussed throughout the report. However, the drawbacks that have creeped into the

model] have not been thoroughly discussed.
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The first, and most obvious drawback of the model is the lack of weighing factors. A
certain bias may have been introduced in the analysis of the logic tree as a result of naming
certain aspects with more units than others, while they are equally important. This lack of
weighing factors also affects the analysis of the influence distributions in a number of ways. The
basis of that analysis is formed by the root factors and the SQF assessment tools. There are no
weighing factors in the root factors, or inter-SQF assessment tools or intra-SQF assessment

tools. Much improvement can be made to relieve this issue.

Another drawback is found in the logic tree. This logic tree is made by one person, and the
logic of the tree strongly depends on that person. This diminishes the reproducibility of the tree.
The results might change significantly if another person would perform a similar analysis, but
at this stage that can’t be tested. This drawback also has a positive side, where it is possible to
enhance the tree by the logic of other people. However, if they choose not to change the first
three levels of the tree their influence will be limited. This is not necessary, because the
numerical analysis enables changing the format of the tree, as long as the nomenclature (tag

numbers, i.e. 1.1.1) of naming the units is not affected.

A third drawback is the strong basis on LOPA. This interferes with the management tool.
The logic tree that is based on LOPA might not be the most suitable tool to identify weaknesses
in the organisational safety of the company, because it is a tool that is designed to assess
technical safety, not organisational safety. The model is however useful in case of a specific
breakdown of a part of an IPL that might occur occasionally, and the management wants to
know how to improve that by changing the organisational safety. But the chance of such event

is limited.

74 4
T1Delft

Delft Unlversity at Technology



Case study

9 (CASE STUDY

The previous chapters, including the results and their discussion are mostly theoretical,
and there is room for a limited validation with a case study. This chapter is dedicated to the
discussion of the results in the framework of a case study. A part of previous research done by
TNO was a case study that implemented both the SQF and LOPA. The results that followed
from this research are used as a case study to (try to) validate certain parts of the research done
in this thesis. In this case study the IPLs are considered to be parts of the chemical facility,
rather than as safeguards. Therefore reference is made to the IPLs in a wider context than for

their PFDs.

9.1 Relation between organisational and technical safety (RQ1)

The main result of research question 1b is the influence profile over the different SQF
assessment tools and the IPLs of LOPA. Because the Safety Culture Quick Scan has been
eliminated as a result of research question 2, it is not taken into consideration in the evaluation
of the profile,

The LOPA study that was conducted with the case company resulted in 90 scenarios. Not

all scenarios are analysed in this test, because many scenarios are very similar in set-up.

The application of the influence distributions in the analysis of scenarios needs some
discussion. The influence distributions were established at the lowest level of the analysis of the
IPLs. This level of detail has made the analysis easier, because the unit of analysis is so clearly
defined. However, the definitions used in the scenarios refer to entire IPLs, rather than its root
factors. Furthermore, the analysis of the IPLs of research question la was based on normal
operation, and not on process upsets, which is the basis for any scenario. This reduces the
applicability of the root factors to the analysis of scenario. Therefore the influence profiles of the
IPLs (entire) are taken as units in the analysis.

For the analysis of the scenarios only the Tripod influence profiles are used. The reason for
not taking OHSAS and safety culture into consideration is that the distributions of the different
aspects of the two tools are so close together. This limits its use in trying to establish whether
the ranks of the different aspects of the tools is correct. The variation in the Tripod profile is

much larger, and therefore more suitable for analysis.
9.1.1 Scenario analysis

9.1.1.1 Scenariol

Initiating event: Demi water heated to a too high temperature due to a mistake of the
operator (1/yrireactor; there are 4 reactors) or as a result of equipment failure (0,1).
Consequence: Product off-spec

IPL: Inspection by personnel

3
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This initiating event has two sides. One side is operator failure, which is directly linked to
the IPL critical alarms and human intervention, and the other side is equipment failure, which is
most likely related to the IPL BPCS. The influence data for the IPL Critical alarms are not
statistically significant, so they will not be taken into consideration.

The main purpose of this test is to assess whether the influences have been ranked in the

right order. Therefore only the ranks of the influence data will be discussed.

INITIATING EVENT — BPCS

The ranks for the influence distribution of the BRFs for the IPL BPCS are the following:

TR, PR, DE, MM, DF, HW, CO, HK, OR, EC, IG

The former four BRFs reflect the possible causes of the equipment failure very well. If the

personnel is insufficiently trained, the installation might have been faulty, which might be a
cause for the failure. The training of the personnel is regulated by procedures, which thereby
also becomes an aspect in the possible cause for the failure.

If the design of the equipment is wrong, the probability of equipment failure increases
strongly. The same line of reasoning goes for maintenance. If the equipment is insufficiently
maintained or the maintenance is done incorrectly, the equipment will probably fail.

It can be seen that the BRFs with the largest influence interface with the IPL BPCS correctly

predict the causes of the initiating event (equipment failure) of this scenario.

The influence data between the IPL Critical alarms and human intervention and the OHSAS
18001 norm elements and SCQS problem areas are not statistically significant, so it is not useful

to perform an analysis of this profile with reference to the scenario.

9.1.1.2 Scenario 2

Initiating event: Broken flow meter or leakage of bottom valve or leakage in a vessel or
leakage in one of the flanges of a vessel
Consequence: Packing of reactor vessel ruptures and flies around the facility

IPLs: Critical alarms and human intervention, Physical protection

This initiating event consists of four possibilities. The broken flow meter clearly relates to
BPCS, and the latter three options are best described by the IPL Process Design. In the IPL
Process Design the emphasis is placed on the operational aspect of the life-cycle. The relation
between BPCS and Tripod has been explained for a similar matter in the first scenario, so it is

not necessary to repeat the same analysis.

INITIATING EVENT — PROCESS DESIGN

The ranks for the influence distribution of the BRFs with the operational aspects of process

design are the following:
TR, PR, CO, HW, DE, MM, DF, HK, EC, OR, IG
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Again, training is a very important aspect in the failure of a piece of equipment. The
following BRFs Procedures and Communication effectively have the same interpretation as
training. If there is insufficient communication on the status of the facility, starting equipment
failures will either not be noticed or they will not be communicated to the right person, which
enables the equipment failure to become large enough to cause an initiating event.

The hardware and design of the equipment is also very important, as is noticed in the
discussion of the previous scenario. However, it is striking that the organisational BRFs have a
larger influence interface than the “technical” BRF Design. This emphasises the importance of

the organisation on the working of the facility.

9.2 LOPA enhanced by the SQF - validation

Validation of the results of the first aspect of the second research question (optimisation of
the assessment procedure as it currently exists) can only be done by performing a new case
study. This was not possible in the course of this thesis.

The model that was developed in section 8.3 can be validated by adjusting the LOPA

scenarios that were analysed in the course of the case study.

The two scenarios that are discussed in section 9.1 are also analysed numerically for the

validation of the model. The results are given in Table 9-1 and Table 9-2.

Table 9-1. Numerical analysis of first example scenario

Title: High temperature by addition of water

Frequency | Corrected frequency | Corrected

(worst) frequency (best)

Initiating event 0.52 0.771 0.44
Enabling event oo Jos [0.072 )
Frequency of unmitigated [4.68102  |87102  [3.2102 o
consequence
IE Correction +86% 32%
IPLs
BPCS
Critical alarms o1 ~ Joa2s - loosr
SIF DR
.-I-’h;/s_ical_protection ) . o
PED of all IPLs 0.1 0.25 0.067
Frequency of mitigated |4.7.103 22102 2.1103
consequence
PFD Correction +368% -55%
Risk matrix: category 1
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Table 9-2. Numerical analysis of second example scenario

Title: Jamming of reactor as a result of insufficient water

Frequency |Corrected frequency | Corrected

(worst) frequency (best)

Initiating event 0.52 0.855 0.429
Enabling event oo 015 ooz
Frequency of unmitigated 314102  |88102 21102
consequence
IE Correction +180% -33%
IPLs
BPCS
Critical alarms 05  |oes 044 -
o y ! e _ ==
Physical protection 0.1 loas 0084
Physical protection 01 |o1s ~ loossa
PFD of all IPLs 5104 1.5.102 3.2103
Frequency of mitigated|1.6104 1.3102 6.410%
consequence
PFD Correction +712% -60%
Risk matrix: category 3

The second column gives the results of the case study. For the third and fourth column the
company data were adjusted to signify the worst case and best case, respectively. The lowest
row marks the position in the risk matrix as it was given in Table 3-2.. The adjustments to the

company data to calculate worst case and best case are given below:

Table 9-3. Best case and worst case company data and correction factor

Worst case  Best case
Tripod 0.6 1
OHSAS 1 5
SCQS 1 5
Correction factor |0.416 1.25

The scores for Tripod are limited to the range of 0.6 and 1, because a score of 0.6 is believed
to be very bad. In the worst case the correction can be more than 300% increase in PFD for the
IPLs. This large increase in PFD can be attributed to the large percentage of human aspects in
the IPL Critical Alarms. A more subtle change can be effected if weighing factors are

introduced, which might reduce the percentage of human aspects.
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10 CONCLUSIONS AND RECOMMENDATIONS

After the presentation and discussion of the results the conclusions that can be drawn from
these results are discussed. The conclusions will establish the link between the results and the
goal of the research. The chapter finishes with a number of recommendations for further

research.

10.1 Conclusions

The most important aspect of this thesis is the question whether the goal set by the research has
been accomplished. In order to be able to answer that question the research goal is repeated

below:

To develop a model within the framework defined by the ongoing research at TNO that
clarifies (semi-quantitatively) the relation between organisational safety and technical
safety in (existing) chemical facilities and shortens the necessary assessment time

associated with current assessment methods for organisational safety.

The model that has been developed in the course of this research consists of a number of
clearly identifiable parts. Since they are the main result of this thesis, the conclusions are shaped
in the same order.

1. The analysis of the Independent Protection Layers of LOPA
2. The analysis of the distribution of influence between LOPA and the SQF

3. The analysis of the assessment procedure of the SQF

A fourth aspect of the research that is not identifiable in the model is the analysis of the
overlap in the influence distributions over the IPLs of LOPA. The results are incorporated in the

model, but they are embedded in the third aspect of the model.

The conclusions regarding the different aspects of the model are given below:

1. The analysis of the IPLs is done by using the format of a logic tree. Numerical analysis of
this logic tree results in a distribution of human aspects over the logic tree of the IPLs. The
identification of the percentages human aspects then reveals a profile of the relation
between organisational safety and technical safety as described by LOPA.

2. The distribution of influence between LOPA and the SQF is an attempt to further clarify the
relation between organisational safety and technical safety. The analysis done in the first
aspect of the model has a strong focus on the technical aspect of the interface between
organisational safety and technical safety, and this analysis brings organisational safety into
the interface.

The combination of these two aspects give the relation between organisational safety and

technical safety as described by SQF and LOPA, respectively.
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3. The assessment procedure of the SQF was also analysed for possibilities for optimisation. In
the current format, these possibilities are limited. There is indeed overlap in the results, but
the results of the separate tools are inherent in the tools, so that can’t be avoided. The only
way to rid of this type of overlap is to re-evaluate the tools and perhaps replace them.

Within the framework of these tools some room for improvement is found.

The entire model, especially the logic tree, needs to be regarded as a hall-stand which needs
to be furnished with weighing factors. The addition of weighing factors will complete the
model as it is in its current form.

Overall, it can be concluded that the model that has been developed in the course of this thesis

satisfies the goals set for the research.

10.2 Recommendations
The first pillar of the model is the logic tree of the IPLs of LOPA. The drawbacks of this

logic tree have already been discussed in section 8.4. The shape of the logic tree can be
enhanced by the addition of (more) political and economic considerations. The major drawback
of the model is the lack of weighing factors. The model could be greatly improved upon the
introduction of weighing factors. At a first glance, this seems like a very elaborate task, but as a
result of the repetitions in the logic tree, the number of different weighing factors is reduced
greatly. Furthermore it is recommended to validate the shape of the tree by a peer group similar

to a HAZOP team.

The Safety Quality Factor in its current form is not yet fully developed. One obvious
drawback of the Safety Quality Factor is that it gives an accurate assessment of the current
safety state of the company, but it lacks to assess the willingness and capacity of the
management to improve the safety state of the company. Additionally, the SQF doesn’t give
any handles for this improvement. Resultantly, as the Safety Quality Factor is a “photograph”
of the company; there is a complete lack of follow-up. Great improvements can be made, also
marketing wise. One possibility would be to offer a package deal of a complete assessment in
combination with a (validated) guide for improvement. The knowledge obtained by the

assessment of the SQF can then be used for founded recommendations.

The result of the SQF assessment procedure has not been validated, because there was no
case company to test it on. Before validation it is recommended that the people involved in the
assessment procedure meet and discuss the optimisation options that have been discussed in
this thesis. Together they might come to a more elaborate solution, because they have all the

knowledge. Furthermore, it is recommended to validate the results in the next case company.

The (nameless) management tool that results from the model is not yet user-friendly. It is
recommended that a program is developed (written) that increases the user-friendliness of the

tool.
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