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Future-proofing the internet

Quantum computers will break the
encryption that protects the internet

Fixing things will be tricky
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D-Wave announces its next-gen quantum computing
platform

Frederic Lardinois

2000 ¢
gubits

ave, the well-funded quantum computing company, today announced its next-gen quantum computing

ith 5,000 qubits, up from 2,000 in the company’s current system. The new platform will come to market

Newsuem'g BLOGS

IBM onthult zijn eerste commerciéle
quantumcomputer

Jacob Aron

IBM onthulde gisteren zijn allereerste quantumcomputer voor commerciee! gebruik,

de IBM 0 System One. Het bedrijf zegt dat het geen plannen heeft om het apparaat te q u b I tS

verkopen, maar in plaats daarvan kunnen klanten quantumberekeningen uitvoeren
via het internet.
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WHY START NOW?

Time to develop quantum computer
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EXPERT OPINIONS ON THE
LIKELIHOOD OF A
SIGNIFICANT QUANTUM

THREAT TO PUBLIC-KEY

<1% <5% <30%
CYBERSECURITY
AS FUNCTION OF TIME
5 YEARS 12

10 YEARS 4 8

15 YEARS 3 8

20 YEARS 2 10

30 YEARS 5 8

Numbers reflect how many experts (out of 22) assigned a certain probability range.

|~ 50%

u>70%

)

m>95% W>99%

Time

https://globalriskinstitute.org/publications/quantum-threat-timeline/



https://globalriskinstitute.org/publications/quantum-threat-timeline/

GETTING QUANTUM-READY

Weakend:
AES

innovation
for life s ——




STANDARDISATION: NIST

Draft
standards
. available

Round 3 or
select
Round 2: 25 algorithms
candidates
Deadline for
submissions
Round 1: 69
() candidates

Announcement
Call for proposals

2016 2017 2019 2020/2021 ~2023
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TNO 7
POST-QUANTUM CRYPTOGRAPHY

) Need to diversify the cryptographic protocols and associated mathematical problems.

Key (-pair): i=0 1 2

Hash-based .

Quantum security - maran.vanheesch@tno.nl



https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/

THE IMPACT OF POST-QUANTUM CRYPTOGRAPHY

Quantum-safe VPN

) Compiled OpenVPN with PQC support using shared
objects from OpenSSL-0OQS, libogs and lib_sigpicnic

) Evaluated
) Quantum-Safe Key Exchange

) Quantum-Safe Hybrid Key Exchange
(ECDHE+OQSKEX)

) Quantum-Safe Authentication §

OpenVPN-Endpointl

OpenVPN-Endpoint2

) Experiments using TLS 1.2 and TLS 1.3 |

Quantum security - maran.vanheesch@tno.nl

m innovation
for life s ——



QUANTUM-SAFE VPN (TLS 1.2)
INCLUDING A SELF-SIGNING CA
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Towards Quantum-Safe VPNs and Internet https://eprint.iacr.org/2019/1277



https://eprint.iacr.org/2019/1277

— TNO 7
WHAT ABOUT LEGACY SYSTEMS?

Quantum-safe proxy

) Instead of just performing traditional proxy functions, we will enhance the proxy through network
programmability to confirm whether encrypted TLS channels are quantum-safe.

legacy system )
(prone to quantum attack) mw Internet with quantum computer
s (legacy systems, bewarel)

quantum-safe system __o In-flight legacy to quantum-safe
translation thanks to softwarized
networks

) Investigate whether and Network Programmability / Hardware Acceleration in particular, can aid in
transitioning from traditional encryption to quantum-safe encryption in networks.



www.technologyreview.com
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Connectivity

The US is finally getting
a hacker-proof quantum
network that people can
use

The fiber-optic cables carrying data across the internet are
vulnerable. Two US initiatives aim to fix that by creating super-
secure quantum transmissions.

by Martin Giles  October 25,2018

few years ago, Edward Snowden, a contractor working for the

US National Security Agency, leaked documents that showed

the ways in which intelligence agencies were spying on our
data. One of the most striking revelations was that spies had tapped into
fiber-optic cables to monitor the vast amounts of information flowing

through them.
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https://phys.org/news/2018-01-real-world-intercontinental-quantum-enabled-micius.html
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Schrédinger’s cheetah

Proof emerges that a quantum computer
can outperform a classical one

A leaked paper has given the game away

I Print edition | Science and technology >
Sep 26th 2019

I N AN ARTICLE published in 2012 Joh
posed a question: “Is controlling lar,
really, really hard, or is it ridiculously L

is in: it is merely really, really hard.

Future-proofing the internet

Quantum computers will break the
encryption that protects the internet

Fixing things will be tricky
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