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1. SUMMARY 

Various operational trends in naval warfare, such as 

technological advances in threat technology and an 

ongoing shift to littoral warfare, put the shipboard 

decision making process under pressure. Data must be 

processed under time-critical conditions and, as a 

consequence, the risk of saturation in building the tactical 

picture and of making the wrong decision increases. One 

must also realise that the human plays an essential role in 

the naval command and control cycle. Situation 
UILYIW,IWS is essential for commanders and their staff to 

conduct decision-making activities. Dutu Fusion is seen 

as an essential process to enable operators to achieve 

situation awareness. This paper discusses the 

arvir-cl/r/rzerlr perceprkm process (EPP) as an important 

aspect of the problem of ti~mmic decision making in the 

context of naval command and control. The EPP is aimed 

at achieving the first level of situation awareness that 

forms the basis for the subsequent more abstract levels. 

The quality of the results of the EPP is of utmost 

importance for the situational awareness that can be 

achieved at the higher levels. This paper is a step towards 

the definition of an integrated architecture for data fusion 

giving emphasis to situation awareness in the context of 

dynamic human decision making. Such an integrated 

architecture facilitates the proper conceptualisation and 

design of decision support systems taking into account 

the human role in the command and control cycle. 

2. INTRODUCTION 

At the heart of a shipboard combat system is a command 

and control system (CCS)’ by which the commanding 

officer can plan. direct, control and monitor any 

operation for which he is responsible. to defend the ship 

and fulfil his mission. The increasing tempo and diversity 

of open-ocean and littoral scenarios, the technological 

advances in threat technology and the volume and 

imperfect nature of the data to be processed under time- 

’ Also known as the Combat Direction System (CDS) 

critical conditions pose significant challenges for future 

shipboard CCS. 

This emphasises the need for warships to be fitted with an 

efficient combat system featuring a real-time, joint 

human-machine decision support system (DSS) integrated 

into the ship’s CCS. This DSS consists in the 

combination of a multi-source data fusion (MSDF) 

capability, a situation and threat assessment (STA) 

capability, and a resource management (RM) capability 

(including the management of weapons, sensors, 

navigation and communication). These capabilities 

intimately match the four levels of the JDL (Joint 

Directors of Laboratories) data fusion model. The main 

role of such a real-time DSS is to aid the ship’s operators 

to achieve the appropriate situathr uwutwwss (SA) state 

for their tactical decision-making activities, and to 

support the execution of the resulting actions. 

The Decision Support Technologies Section at the 

Defence Research Establishment Valcartier (DREV, 

Canada) and the Maritime Command and Control group 

of the Physics and Electronics Laboratory of the 

Netherlands Organisation of Applied Scientific Research 

(TNO-FEL, The Netherlands) are both conducting 

research and development (R&D) activities in the field of 

decision support for Maritime Command and Control at 

the shipboard level. Investigations have been undertaken 

to study the concepts and design of a real-time DSS h 

their respective frigates in order to improve theit 

performance against current and future threats. 

This paper presents a brief overview of one particular 

collaborative effort focusing at deriving a functional 

decomposition of the data fusion process giving emphasis 

to situation awareness concepts [Ref. I]. This is 

important for the integration of the human element into 

the design of an efficient decision support system aiding 

the operators to achieve the appropriate situation 
awareness (SA). SA is essential for commanders and their 

staff to conduct decision-making activities. Dutu Fusion 

(DF) is seen as an essential process to enable operators to 

achieve situation awareness. 

Paper presented at the RTO SCI Symposium on “Sensor Data Fusion and Integration of the Human Element”, 
held in Ottawa, Canada, 14-17 September 1998, and published in RTO MP-12. 
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The paper is thus a step towards the definition of an 

integrated data fusion architecture adapted to human’s 

needs for situation awareness and dynamic decision 

Wlki~lg in maritime command and control. The 

c//L’iro/t//letlt perceptiolr process (EPP) is part of this 

architecture and is aimed at achieving the first level of 

aituation awareness. This first level forms the basis fol 

the other. more abstract levels. Thus. the quality of the 

results of this level is of utmost importance for the 

situational awareness that can be achieved at the higher 

levels. The EPP IS analysed in this paper, and the 

Inputaioutputs of its sub-processes are Identified. With a 

better knowledge of the environment perception process. 

one can proceed with the study of the processes required 

to achieve the higher levels of SA. 

This paper IS organised as follows. Section 3 provides 

background information on the command and control 

(C2) process and the role of a decision support system in 

this process. Data fusion and the role of situation 

awareness in dynamic human decision-making are also 

presented in this section. Making a link between multiple 

models, section 4 then discusses data fusion from a 

situation awareness perspective. A functional 

decomposition of the environment perception process is 

pl-esented and described in section 5. Section 6 brietly 

discusses potential pitfalls in designing an integrated 

architecture for data fusion. Section 7 provides 

conclusions and recommendations. and discusses future 

work. 

3. BACKGROUND 

3.1 Command and Control Process 

Command and control (C2) is the process by which 

commanders can plan, direct, control and monitor any 

operation fat- which they are responsible [Ref. 21. In a 

naval context, most tactical decisions taken within the 

shlp’j operations room are made after completing a 

number of perceptual procedural and cognitive activities 

linked to the C2 process. The C2 process 1s indeed a suite 

of periodic activities which mainly involves the 

perception of the domain (environment), an assessment of 

the tactical situation, decision making about a course of 

action and the implementation of the chosen plan 

The C2 activities are performed by either humans, 

machines (I.e., hardware and software computer systems), 

or a combination of both. Characteristics of this suite of 

activities are described in Ref. 3 and were captured 

through the Boyd’s Observe-Orient-Decide-Act (OODA) 

loop iltustrated in Figure I. Although this loop might give 

the impression that C2 processes are executed in a 

sequential way, in reality, the processes are concurrent 

and hierarchically structured. 

Figure 1 - Boyd’s OODA loop. 

The military community typically states that the dominant 

requirement to counter the threat and ensure the 

survivability of the ship is the ability to perform the C2 

activities (i.e., the OODA loop) quicker and better than 

the adversary. Therefore, the speed of execution of the 

OODA loop and the degree of efficiency of its execution 

are the keys of success for shipboard tactical operations. 

Decision support systems can contribute significantly to 

the execution of this loop. 

3.2 Decision Support System 

The complexity of the shipboard environment in which 

operators conduct C2 activities emphasises the need for 

warships to be fitted with a real-time decision support 

system (DSS). The main role of this DSS is to aid the 

operators in achieving the appropriate situation awareness 

in order to support them in their tactical decision making 

and action execution activities. 

Operators need to be aided by a DSS that continuously 

fuses data from the ship’s sensors and other sources 

(MSDF capability), helps the operators maintain a picture 

of the tactical situation (STA capability), and supports 

their response to actual or anticipated threats (RM 

capability). 

Figure 2 presents the mapping of the MSDFLSTAIRM 

system onto the OODA loop. The data fusion process. 

described in the next section, is seen as an important 

element of a DSS to provide the appropriate situation 

awareness to operators in support of their C2 activities. 
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Figure 2 - Mapping of the MSDF/STA/RM system 
onto the OODA loop. 

3.3 Data Fusion 

According to the JDL model (see Refs. 4-15), DF is 

fundamentally a process designed to manage, organise, 

combine and interpret data and information obtained 

from a variety of sources, that may be required at any 

time by operators and commanders for decision making. 

It’s an adaptive information process that continuously 

transforms the available data and information into richer 

information. Refined (and potentially optimal) kinematics 

and identity estimates of individual objects, and complete 

and timely assessments of current and potential future 

sltuntions and threats (i.e., contextual reasoning) are 

achieved through continuous refinement of hypotheses or 

inferences about real-world events. The DF process is 

also characterised by the evaluation of the need for 

additional data and information sources, or the 

modification of the process itself, to achieve improved 

results. 

Given these considerations, a complete DF system can 

typically be decomposed into five levels: 

. Level 0 - Signal Data Refinement ( source pre- 

processing); 

. Level I - Object Refinement (Multi-Source Data 

Fusion (MSDF)); 

. Level 2 - Situation Assessment (SA); 

. Level 3 - Threat Assessment (TA); and, 

. Level 4 - Process Refinement through Resource 

Management (RM).‘ 

Each succeeding level of DF processing deals with a 

higher level of abstraction. Level I DF uses mostly 

numerical, statistical analysis methods, while levels 2, 3, 

and 4 of DF use mostly symbolic or Artificial Intelligence 

(AI) methods. Note that resource management in the 

context of level 4 fusion is mainly concerned with the 

refinement of the information gathering process (e.g., 

sensor management). However, the overall domain of 

resource management also encompasses the management 

of weapon systems and other resources (including the 

management of navigation and communication systems). 

The JDL model provides a good description of the data 

fusion process. This process is an important element 

within the C2 cycle. One must also realise that the human 

plays an essential role in the C2 cycle. He is the one 

responsible for taking decisions [Refs. I6 I7]. Because of 

the importance of humans, one needs a mechanism to 

reason about their role in the C2 cycle in order to 

facilitate the proper conceptualisation and design of DSS. 

Endsley [Ref. 181 showed that situation awareness is an 

essential precondition in this decision making process. 

3.4 Situation Awareness 

Endsley has derived a theoretical model of situation 

awareness based on its role in dynamic human decision 

making. Endsley [Ref. 181 defines situation awareness as 

the perception of the elements in the environment within 

a volume of time and space, the comprehension of their 

meaning. and the projection of their status in the near 

future. Figure 3 depicts the three levels of situation 

awareness as identified by Endsley. 

SA can be interpreted as the operator’s mental model of 

all pertinent aspects of the environment (process, state, 

and relationships). This mental model of the environment 

is also known in Rasmussen’s work as the hierarchical 

knowledge representation (HKR) in decision-making 

[Refs. 19-211. Although this paper focus at the process 

building this HKR, R&D works is ongoing to define in 

details this HKR in the context of naval C2. 

Finally, bearing in mind the scope of this paper, one 

should note that SA could be achieved without the 

transformation and the fusion of data. For instance, 

training techniques typically enhance the operator’s 

performance, resulting in a better SA. Similarly, 

advanced techniques in human computer interaction 

(HCI) allow a representation of the information in a 

meaningful way for the human. 
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Situation Awareness 

Figure 3 - SA model in dynamic human decision making 

4. SA PERSPECTIVE FOR DATA FUSION 

If one compares the OODA loop with the SA model of 

Endsley. one sees a close resemblance. In both models 

one finds a dr~ision-/noking part and an action part, In 

Endsley’s model, SA is one of the main inputs for 

decision-making. In the OODA loop, the processes 

Observe and Orient provide inputs for the decision 

making process. One should recall, however, that 

situation awareness in Endsley’s model is a stute of 

ktwdedge and not a process. The processes Observe 

(MSDF)’ and Orient (STA) of the OODA loop can thus 

be seen as processes acquiring, achieving, and 

maintaining situation awareness. In turn, this means that 

we can link the observation and orientation processes to 

the situation awareness model of Endsley. 

The MSDF process (or level 0-I fusion) can be viewed as 

the process providing the first level of SA. It is 

iresponsible for the prrceptim of the status, attributes, 

and dynamics of relevant elements in the environment, If 

we look at our problem domain, maritime command and 

control, the basic element relevant for the command team 

is any object in the environment (e.g.. air. surface or 

subsurface target). 

The STA process is responsible in providing the next two 

levels of SA. The second step in achieving situation 

awareness is called comprehetzsiotz. Endsley describes the 

comprehension process as follows: “Comprehension of 

the situation is based on a synthesis of disjointed level 1 

elements”. Level 2 of situation awareness goes beyond 

simply being aware of the elements that are present to 

include an understanding of the significance of those 

elements in light of pertinent operator goals. Based on 

knowledge of Level I elements, particularly when some 

elements are put together to form patterns with other 

elements, the decision-maker forms a holistic picture of 

the environment, comprehending the significance of 

objects and events. 

The third and last step in achieving situation awareness is 

the projection of the future actions of the elements in the 

environment. This is achieved through knowledge of the 

status and dynamics of the perceived and comprehended 

situation elements. 

In order to bootstrap the functional decomposition of an 

integrated data fusion architecture taking into account 

Endsley’s SA theory, the processes leading to the first 

level of SA are analysed and discussed in the next 

section. 

’ Hwe level 0 1s included in MSDF 
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quickly derive the best estimates of the current and future 

kinematics properties for each hypothesised (or 

perceived) entity in the operational environment, and to 

develop inferences as to the identity and key attributes of 

these entities. 

The MSDF system attempts to acquire and maintain 

unambiguous, stable tracks corresponding to the 

perceived population of real objects within the 

operational volume of interest (i.e., establish a number of 

clean tracks that corresponds exactly to the number of 

objects in the physical environment). 

The functional decomposition of the EPP is derived 

leveraging from this definition of a generic MSDF system 

that was itself derived without explicitly considering the 

results of higher levels of fusion processing. The 

following section describes the extended notion of 

process refinement includin, 0 the use of the results from 

higher levels of processing. 

5.1 Process Refinement in Data Fusion 

One can distinguish three different types of process 

refinement in a multi-level data fusion process. First, 

providing information with less uncertainty at its input 

can refine a process. In this case. wfitzed ittputs leads to 

enhanced results of the process. This type of refinement 

can be achieved by enhancing the results of a prior 

stovepipe process, the results of a lower level process or, 

the environment sensing process. 

Another way to refine a process, without changing the set 

of inputs, is to modify the algorithm used for the process 

by either tuning its parameters or selecting a totally 

different algorithm. This type of refinement is referred to 

as process cotltrol. 

Additional or cotnplemet~tar~ processing based on the 

results of higher levels of fusion processing corresponds 

to the third type of process refinement. This type of 

refinement has not been considered in the previous 

derivation of the generic MSDF system. 

5.2 Examples 

By illustrating the refinement mechanisms shortly 

described in the previous subsection with two examples, 

we show that these mechanisms are beneficial. 

The first example, illustrate in Figure 5, is about the 

provision of extra information regarding the possible 

existence of a target currently not detected. Suppose that 

a number of air targets have been observed. proceeding 

close to each other, with the same course and speed. If 

the inferred identity of the targets and the structure of the 

formation are combined with our knowledge of doctrines, 

we can infer that it is likely a formation of a specific type. 

According to our knowledge of doctrines however, a 

formation of the inferred type usually consists of four 

targets, while only three targets have been observed. 

5. ENVIRONMENT PERCEPTION PROCESS 

As mentloned above, the perception process leading to 

the fit-st level of SA corresponds to levels 0-I of the data 

i’usion model. An important characteristic of this data 

fusion model is that it is an adaptive and iterative multi- 

level process that continuously transforms the available 

data into richer information. One should also note that 

these levels of fusion are linked together and cannot be 

considered independently without missing functionalities 

and/or reducing the quality of their results. The functional 

decomposition of the perception process and the quality 

of its results (the estimated perception of the 

environment) are thus different whether the process is 

Implemented as an opened or a closed loop. 

The closed loop implementation inherently uses the 

notion of process refinement (explained later in this 

section). This means that the perception process will be 

refined and enhanced leveraging from the results of 

higher levels of data fusion. As a result, the perception 

process then benefits indirectly of contextual information. 

This is a major difference from the opened loop 

implementation where the results of the perception 

process are context-free. 

In view of the discussion above, the environment 

perception process (EPP) is referred to as the process 

achieving the first level of situation awareness according 

to Endsley’s theory, through a closed loop 

iinpleinentation. 

The main requirement for a closed loop implementation 

and for the use of the process refinement notion is the 

integration of all levels of data fusion. Unfortunately, 

most of the R&D efforts in data fusion have been in the 

domain of opened loop levels O-l fusion. Accordingly, 

this domain is more mature and years of R&D have lead 

to the definition of a generic MSDF system [Ref. I I] 

shown In Fig. 4. 

Figure 4 - Generic MSDF System 

An MSDF system processes the information data reported 

by multiple dissimilar sources in order to correctly and 
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Figure 5 - Example 1: formation fighters 

Knowrng all this, the results of the EPP can be enhanced 

by providing the process with this extra information. For 

instance. creating a new track hypothesis could do this. In 

turn, the existence of this extra hypothesis may have 

impact on several sub-processes of the EPP (data 

a\hociatron. cluster management. etc.). Furthermol-e. it 

may even have impact at the sensor level. A radar system 

might be cued, for example, to perform some extra 

volume search dwells to verify the new track hypothesis. 

As a variant of this example, one could also imagine that 

the fourth target has already been detected, but not 

Identified. In this case, the EPP could be provided with 

evidence for the type of the target. 

Q 
//II 

E 

ii/ll 
Figure 6 - Example 2: bearing-only track 

The second example (Figure 6) is about a request fat 

extra information about the kinematics of a‘ track. 

Suppose there is a bearing-only track based on ESM 

measurements of the seeker-head of an incoming missile. 

For effective engagement of the missile with hard-kill and 

soft-kill measures. information about the distance of the 

target to our own ship is of relevance. Some distance 

information can often be derived from the mode of the 

seeker-head of the missile (searching, lock-on). However, 

more precise distance information can be of help. 

In the situation described above, an information request 

can be issued. It is unlikely that this request will have an 

important impact on the EPP itself. If distance 

information would have already been available somehow, 

it should have been associated with the bearing track. It is 

more likely for such an information request to have an 

impact on sensors. Like for the previous example. a radar 

might be cued to perform a search dwell to find out 

whether a radar track can be initiated that can be 

associated with the existing bearing-only track. 

5.3 Environment Perception Process Framework 

Figure 7 is an attempt to illustrate the environment 

perception process. The EPP framework is composed of 

the levels O-I functional decomposition as if they were in 

an opened loop. As explained earlier, the EPP is the 

perception process within a closed-loop using the notion 

of process refinement. This can be visualised in Figure 7 

by the presence of the level 4 fusion, the additional 

processes for levels 0 and I, and the outputs of higher 

levels of fusion redirected toward levels 0- 1. 

Figure 7 - EPP Framework 

5.4 Tactical Information Abstraction Framework 

In her theory of situation awareness, Endsley clearly 

presumes puttems and higher level elettzenrs to be present 

according to which the situation can be structured and 

expressed. In Section 3.4 we already made a link between 

Endsley’s situation awareness model and the work of 

Rasmussen. In the context of our problem domain, 

maritime command and control, we would call such a 

structuring language Tcrctical It!fitrtnariott Ahstrrtction 
Frn~~~ork (TIAF). 

If we are able to use a TIAF in the data fusion process 

according to which situation awareness can be structured, 

we can make a smooth match of this process with the 

situation awareness framework. Thus we will be able to 



integrate the human element into the design of a decision 

support system aiding the operators to achieve the 

appropriate situation awareness. 

6. UNCERTAINTY AND POTENTIAL PITFALLS 

In the context of naval command and control, the 

Imperfect nature of the result of any data fusion process is 

caud by several reasons. First of all, the sources of 

Information provide incomplete. noisy, and inconsistent 

data because of’ the physical and/or environmental 

constraints. Furthermore, due to restrictions imposed by 

the mission. use of active sensors (such as radar systems) 

is not always allowed. Uncertainty can be connected to 

the existence of a track. This type of uncertainty is often 

expressed in terms like perldirzg, te,zfa?ivr and co/$rrned. 

Uncertainty can also be connected with the kinematics 

attribute\ of a track. In our second example we saw a 

target of which only the bearing was known. But even if 

the position and the speed of a track are known, there is 

likely to be uncertainty associated with their 

measurements or estimates. Uncertainty can also be 

con~vxted with the Identity of a track. What type or class 
of target the track represents can be represented with 

identity propositions. 

The above-mentioned uncertainty types are related to 

tracks. There is also uncertainty of a different kind. It 

might be the case that a particular sensor has not covered 

;I certain geographical or spatial area. There are several 

realistic reasons ~OI- this. The mission of our platform 

might imply restrictive use of active sensors. A spatial 

area may be obscured by a bi g object or land ~nass. A 

more obvious reason would be a restriction of the sensor 

range due to physical factors (such as radar horizon). 

For an effective use of the information request and 

provision mechanism, it is important that all these types 

of uncertainty are explicitly represented. Only if this is 

the case, extra information can be provided and/or 

requested to the point. A serious complication is that all 
these different kinds of uncertainty will not likely be 

expressed in a similar uncertainty paradigm. Because of 

the multi-type uncertainty problem, many uncertainty 

conversions may be necessary [Refs. 22-251. 

Another potential problem is as follows. If new 

information is derived from the information received 

from the lower data fusion levels and if this new 

information is later provided to the lower levels as an 

extra information source. we must be aware of a serious 

risk of data corruption (e.g., data looping) [Ref. 261. The 

information provided to the lower levels will somehow be 

worked into the product we receive from these towel 

levels. We somehow must make provisions in order to 

prevent,such data looping. We will illustrate this risk with 

the first process refinement example we gave. Based on 

the observation of three fighters of a certain type. we 
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posed a hypothesis of a specific formation. From this 

hypothesis. we derived evidence for a fourth fighter at a 

specific position in the formation. If we provide this extra 

Information to the EPP we will receive this hypothesis 

from EPP, as a track hypothesis. As long as the track 

hypothesis has not been confirmed by real observations. 

or by other means, we must be aware of the fact that we 

cannot use this track hypothesis as extra evidence for the 

formation hypothesis. 

7. CONCLUSION 

This paper presented the first step toward an integrated 

architecture for data fusion process giving emphasis to 

situation awareness concepts. The main objective is the 

integration of the human element mto the 

conceptualisation and the design of efficient computer- 

based tools adapted to human’s needs for situation 

awareness and dynamic decision making in maritime 

command and control. 

The paper has highlighted the need to study, in a closed 

loop and integrated environment, the perception process 

according to SA concepts. The resulting model coupled 

with a Tactical Information Abstraction Framework will 

allow to structure and express the knowledge or 

information in a meaningful way to the human 

responsible to take a decision. 

Future work is planned to broaden the scope of this study 

for the integration of all data fusion levels and also to 

assess the use of blackboard systems as an integration 

framework for the data fusion process. Finally, efforts are 

also planned to derive, using Rasmussen’s methodology, 

the tactical information abstraction framework needed to 

structure and express the information to the decision- 

maker. 
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