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ABSTRACT

Coastguard and Navy assets are increasingly ingtolveMaritime Security Operations (MSQO) for couimer piracy,
weapons and drugs smuggling, terrorism and illégdficking. Persistent tracking of vessels in imiipted time series
over long distances and the modelling of intent bedaviour from multiple data sources are key ealibr Situation
Assessment in MSO. Results of situation assessanermiresented for AIS/VTS observations in the DiMohth Sea and
for simulated scenarios in the Gulf of Oman.
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1. INTRODUCTION

Due to global economic and socio-political changasjncrease of conflicts near the world's coastlirs anticipated.
The current conduct of expeditionary missions, kitae Security Operations (MSO), and Peace Supppdr&ions
(PSO) means that Navies have to control insteatbofinate the sea. This implies allowing regularseésraffic in the
area of operations, and act against irregular adviels who nevertheless also can possess militargraents. In this
combined military/non-military setting of operatgnacts of piracy, drug smuggling and other thréate events
become obscured in the crowd of everyday fishecasyo traders, ferries and pleasure crafts.

Maritime Security Operations are conducted fromirsernational military as well as from a border @iy and
Coastguard perspective. The military and secueitjpirements are much the same in the sense tleaéetidn capability
for small vessels and anomalous behaviour of vestaige and small, reporting and non-reporting, reéeded. The
difference between the border security and thetamjliout-of-area operations is that the area t@dnered is a few
orders of magnitude larger for the latter.

In the home-based Coastguard perspective drugsgdimggillegal fishing and illegal trafficking ar@dverse intents that
need to be recognised. This is not only a natioesphonsibility and need to be addressed by thetdearin the region.

For example, Europe has embedded most of its i@s@ard development of surveillance and informatgstems for

border control in the EUROSUR programme. Increasiieglevel of shared situational awareness atxtexmal borders

and improving the reaction capabilities of natiomathorities surveying the borders is essentia.her

Current military operations are missions to actiregapiracy, illegal fishing, smuggling of peopland terrorism.

Examples of ongoing military missions are ActivedBavour in the Mediterranean Sea, and Ocean Shi¢ghé Horn of

Africa. For these out-of-area operations, surved& implies that all vessels within the designateela should be
tracked, identified, analysed and considered fasjibe boarding, using all available sensors. Eventact determined
to be a suspect vessel should be tracked per$jstartt considered to be a potential target for arthog operation.

In this paper we present an overview and resultsuofMaritime Situational Awareness research pnogna on semi-
automatic picture building for the home-based Gpsstd as well as out-of-area maritime security apens. This
programme covers topics such as persistent trackifaymation fusion for anomaly and intent deteration as well as
decision support for asset planning. Based ondhalts we have developed a test bed for the homedb@oastguard
context aiming at real time processing and anordatgction using data from sensors such as coastat and AIS data
as part of a vessel traffic system (VTS). For the-af-area context we developed a simulation test for a tactical
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decision aid that allows optimizing the maritimetpre by automatically recognising intents usingssees on-board
mobile surveillance assets, such as frigates, Uatshelicopters.

This paper is organised as follows: in section 2digeuss the properties of Information Guided Op@na (IGO) being
the core item for MSO. Then in section 3 we desctliie methodology for intent recognition. In sectiband 5 we
elaborate on the test beds for the home-based Goasd and the out-of-area context, respectivadfore we finish with
conclusions in section 6.

2. INFORMATION GUIDED OPERATIONS

MSO are increasingly becoming Information Guidedef@gions (IGO). Required item for IGO is an effeeti
operational picture of vessel behaviour and vesseint to ensure that further ships inspections sarecessfully
revealing adverse ship intents as much as pos3ib&approach in information operations can beritest in two steps.

Step 1: determine whether a vessel belongs to mnalotategory or not. In case it is not normal, Hartinspection
strategies are to be considered. For this earlyiwgrstep information is collected by sensors efvbssel traffic service
(VTS) or by observation at distance from monitoraggets on board of a frigate or airborne assets ast UAVs and
helicopters.

Step 2: this step comprises further close-in inspecby surveillance assets, providing extra infation, which
eventually may result in boarding. Since furthewsillance requires extra effort, may warn the gassopponent, and
may result in boarding of an innocent vessel a-besefit analysis needs to be made by assessingosble adverse
intent and its impact. This analysis is directedh®yoperation were also rules of engagement etcspecified.

In the home-based Coastguard context normal treffiredominant and hostile intent (e.g. smugglisg)nly a small
fraction of all vessels of which the impact on thecurity situation is also limited in general. Tfiest step
(normal/anomalous separation) is sufficient to mfge the further close-in inspection strategy.

In the out-of-area context the normal behaviowfien less defined and known. Also the hostileribend its impact on

the security situation is often significant (pirazase) and the reason of starting the securityatiper It is therefore the

main topic of an out-of-area operation to assesatent as early as possible. In the table belovewamarise both steps
versus the context.

Table 1: relevance of approaches in the operaticoratiext.

Step 1 Step 2

Normal-anomalous separation Adverse intent assessment
Home-based Coastguard context ++ +
Out-of-area context + ++

Nevertheless is understanding of the normal traffisortant in out-of-area operations, since it \pilbvide information
for IGO which will reduce the number of unnecessaspections and boardings. This is one the reasbtise Dhow
Project (http://www.shipping.nato.int/Pages/Dhow-Projesppx started as a combined effort of the counteacpi
operations. However this takes time and the impeodeof step 1 may become more important in theraéith of the
operation when the security situation should béwedbto more normal.

Various studies have focused on anomaly deteclig] fnd on close-in adverse intent recognitiooase of out-of-area
operations, where obvious intent indicators ares@nt (e.g. vessel that approaches high valuet @ardpgh speed, [3]).
In the following we focus on the early warning casewhich no obvious indicators are present and thas
discriminative indicators have to be combined teerd the hostile intent.

3. METHODOLOGY FOR ASSESSING ADVERSE INTENTS

To reveal intents we look for observable indicatibiat can detect signatures of the modus operatated to the vessel
intent. Ideally this indicator is specific for thetent and always present so that observation @fitdicators directly

implies detection of the intent. For example a gsttrossing the Caribbean Sea is a good indicafidnug smuggling,

since other traffic is not showing such behaviour.
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Most ships with adverse intent however try to hidighin the daily normal traffic so that such ideadicators are
normally not present. A single information sourcedetermining intent is therefore out of the gigstWe have to look
for a combination of less specific indicators. Tehtpiestions arise here:

1. how to find useful indicators

2. how to assess indicators

3. how to combine indicators
To answer the first two questions ideally inforroatiis collected and analysed with respect to noramal abnormal
behaviour. In the home-based Coastguard contexinfformation can be collected with Vessel Traffigstems (VTS).
The collection of ground truth data for out-of-agzerations is more difficult. For example piraekds place in areas
where often local commercial activities are donthwion-reporting ships that do not carry AIS (sastDhows).

Adverse events generally occur with very low praligds. Moreover, the modus operandi for each tgbeadverse
intent may change over time, which implies thaévaht parts of the data remain scarce even afgsed time. It is
therefore difficult, if not impossible, to utilizbe same methods as in home-based operationsddasa ground-truth
of normal behaviour and to determine which kindsdafa indicate anomalous behaviour. A possibiltyto use

estimations made by experts on the specific opmraticontext. These experts have to propose iratic@nd to do the
assessment.

3.1 Findingindicators

Since information in the database about adversains scarce experts have to use their experi@ndemagination to
propose indicators. To be useful for revealing ititent the different indicators need to be indemehcas much as
possible. Since indicators are often quite qualiehy described it is not easy to proof this. Ittierefore helpful to
choose indicators from different viewpoints. We gmee here to choose sets of indicators that beimrige following
four categories, since these categories providep@ddent views. The categories comprise informatbmut the objects
itself, its behaviour, its location and its antezeid. We give here two examples for each category.

Object description Behaviour
Obj_ec_t Behaviour 1) Dhow 1) Loitering
description 2) Climbing device on board 2) Heading change

Location & time Intelligence
i ) 1) Infishery area 1) Malicious owner
Location & Intelligence 2) InPAG!area 2) Not registered

time } .
1 pirate action group

Figure 1: Left: the four categories shown in quatsdor finding indepedent indicators. Right: exafape indicators per category.
3.2 Assessment of indicators

Once an indicator is proposed it needs to be asdefss its significance to discriminate the intefterefore its
exclusiveness and presence w.r.t. the intent amet ships needs to be assessed. This implieseéssaite parametefs
(fraction of intent vessels that do comply withigator) andy (fraction of non-intent vessels that do not compith
indicator) shown in the figure below.

Indicator

Fraction of intent Fraction of intent
vessels that do comply vessels that don't

with indicator comply with indicator

P 1-p
1-v| v

Intent

Fraction of non-intent Fraction of non-intent
vessels that do vessels that don't
comply with indicator comply with indicator

Figure 2.3 andy parameters which need to be assessed to detetheinsefulness of an indicator to discriminaterderit.
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Ideally =1 andy=1 (orf3=0 andy=0). In that case a single indicator suffices ttedean intent, like the go fast described
in the introduction. However in practice indicat@se not always true for intent vessels3<1 and indicators are
usually not exclusive for intent vessedsy < 1. This means we have to use sets of non-ideatators and the question
arises how to optimally combine these indicatorsassess the possibility for detecting the intenegithe set of
indicators.

3.3 Information fusion and intent assessment
For combining the indicators we propose here 2 owh
1. use of rules> RBS (Rule Based System)
2. use of the Bayes algorithx BBN (Bayesian Belief Network)

for evaluating hypotheses of intent versus nonamntd@he different kinds of intent (piracy, illegéthery, etc.) are
considered here to be independent.

A rule based system has the advantage that inisparent to the user and that domain expertisea&sity be used for
assessing the rules. The Bayesian classifier ifenatically more refined but results are less ¢aspterpreted and
accurate assessment of indicators are neededd@tidantage of its refinedness.

Rule Based Systems (RBS)

The use of rules is common practice by operators.udé a version where the rules are tuned withhi®if\,.s) that
support a positive identification of the intent amdights (M) that support denial of the intent. These weiglatis be
derived fromB andy following:

_ aB
Woos = ap+(1-a)(1-y) (1)
and

_ (1-a)y
Wheg = a(1-p)+1-a)y @)

wherea is the fraction of intent ships in the total pagidn of ships considered. To get an assessmenirdieliefB in
the intent we use the following separation function

B(ind) = awry 3)

wherea andb are tuning parameters aimtl is an index parameter based on the weights whity aontribute when a
rule is true (i.e. triggered):

2tr Wpos—8 Zr Waeg

ind = Ytr Wpost8 LtrWieg (4)
whered is a normalization constant based on all weigh&lun the system for revealing this specific ifiten
_ EWpos
8= e )

Bayesian Belief Networks (BBN)

Bayesian belief networks are standard tools forkimgr with uncertain information. We use a basicsi@n, i.e. a naive
Bayesian network [4], where the intent is the hippsts H and the single node layer is given by the indicato.. |,.
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Figure 3: Depiction of the Bayesian network used.

We have to evaluate both the positive as well gatiee hypothesis following

p(Hi|l.. I) = p(Hy) [1i=1 p(Hiey p (Ui Hy) (6)
p("Hy|h-. 1) = p(CHO [Ty pCH) p(li] "Hy) (7)
respectively and were
p(H) +p(TH,) =1 (8)

Important here are the determination of CPTs (danhil probability tables) following

p(i|H) 1 —p(;| "Hy) B 1-vy
cer = ] =1 | 9
1-pUilH)  pUlHY 1= l1i-p )
Furthermore, the global intent prior probabilitygisen by
p(H) =a (10)

Note that the belieB for the RBS is comparable to the hypothesis pritbabp (H|1;.. 1,,).
3.4 Measure of effectiveness of the information fusion system for 1GO

For evaluating the information fusion procedurescdibed in the previous section we use here theviodlg measure of
effectivenessNIOE) for finding the intent ships:

MOE=POD- .FAR (11)

where thePOD is the probability of detection of the intent shipe. the number of truly detected intent shipssus the
actual number of intent vesselBAR is a false alarm rate defined here by the numbé&ailsely designed intent vessels
over the actual number of intent vessetsis a cost-benefit factor. In IGO context detetti® considered as a benefit,
however finding a false alarm is spilled effort wlhiis considered as cost.is a cost-benefit factor, which determines
how much costs are allowed compared with respetttetdenefit, and which is specified for the IGO.

Ideally theMOE=1, when thd?OD=1 and thd=AR=0. The range for thEAR depends on the fraction of intent vessels
so that for smaltr the FAR can in principle be much larger than #@D and negativdlOEs are possible of course is
determined by the objective of the military operatiWe will usex=1 in the following.

3.5 Method assessment

Results are generated for various set® 0B or y. In general the RBS and BBN give comparable rssialt larger
numbers of indicators (> 2) For smaller numbeindfcators the dispersion in the results for theSR8larger compared
to those for the BBN, so that the RBS is less Inddidior only one or two indicators.

In the analysis we use here a so-called nominatl gage with3 [0[0.8,0.9] andy [0 [0.6,0.7],0=0.1 and a nominal bad
case with3 (0]0.7,0.8 ] andy O [0.4,0.5],a0=0.1. Note that the potential for discriminatierhigh for botH3 andy high
(~1) , and for botf3 andy low (~0). In the first case an indicator is calledlusive and in the second case called
exclusive. Bad results are expected when valuas M& for3 andy are found. In the following figure we shdMOE
results using the BBN as a function of the numi§éndicators.
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Figure 4: MOE as function of no. of indicatoes=Q.1). Indicators have random numbersfandy in the ranggd [J[0.8,0.9] andy O
[0.6,0.7] (left, nominal good case) and in the e@@)[0.7,0.8 ] andy O [0.4,0.5] (right nominal bad case). The bars iatiche
spread in the results due to the various setsnafora numbers.

The figure clearly shows that only reasonable tegMOE >0.5) are obtained in the nominal good case fiditators
or more. To explore the dependencypoéndy in more detail we use 8 indicators and have catedl theMOE as a
function of3 andy (see following diagrams).

gamma

05
beta

Figure 5: MOE as function of the weiglfgeandy (8 indicators, bins 0.04 f@ andy, a=0.1).

From the figure it clearly is found that a minimispresent fof3 +y =1, and maxima are found fog =y =1 or3 =y =0.
The behaviour of th#OE is also depending om. In the figure below we show cross-cuts alongwihéte line3 =y in
the previous figure for various value of

15 v v v v T v r T
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gamma=beta

Figure 6:MOE as function of the ling = for various values ai (see labels)
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Clearly the criteria to find good indicators (bgtland S high or low) becomes more critical whenbecomes smaller.
The parameter3(+y)/2 can be considered as a quality measure anadvhedogive a table with the number of indicators
needed to obtaiMOE values > 0.5.

Table 2: indicator quality versus no. of indicators required

(B +y)2 No. of indicators
0.95 2
0.85 4
0.75 8
0.65 24
0.55 > 140
0.45 > 140
0.35 24
0.25 8
0.15 4
0.05 2

From this table we conclude that a reasonable aactipal number of indicators implies that the daling condition

should apply at leastf(+y)/2)>0.75 or B+y)/2<0.25. For other values an indicator does nbstntially contribute and
can better be removed. When proposing indicataitseitefore important to do a good assessmefitaridy before the

indicator is used. Also the assessment about thétyjwf the intent determination can then be mgioen the set of
indicators by applying above described fusion masho

Other methods

The weakness of the approach described abovetiathadicator is first proposed and it should ésteéd afterwards to
assess its usability for determining abnormal bihavand vessel intent. There is an omission td §itraightforwardly
the most useful indicators at forehand. In a dataing approach, observational data from a groupesfsels with
normal behaviour is compared with data from a grolupessels with abnormal behaviour and/or adversat to find
out which data representation can provide optinsdramination. Of course such ground truth datadneebe available.

4. REAL-TIME TEST BED FOR THE HOME-BASED COASTGUARD CONTEXT

For the home-based Coastguard context we focubeadtual data available from the vessel traffiwises (VTS) in

the English Channel and Southern part of the N8gh. The Dutch Coastguard made available a fussahstof coastal
radar and AIS tracks from various posts. The &tream uses the open inter VTS exchange formatK)V®/e have
built a real time test bed which uses this dateasir to extract useful information and which appliges to determine
anomalous vessel behaviour. In order to obtainuiseles for anomaly detection the normal pictureessel behaviour
in the English Channel and Southern part of thettN&ea has to be established. In the next sectpresent an
analysis of open source data for vessel trackpifoducing such a normal picture followed be a dpton of the test
bed.

4.1 Constructing a normal picture

A structured information stream from VTS (AIS aratlar) allows accumulation of a statistically ricktabase which
can be analysed to produce a so-called normal tyepisture of ship traffic. Below we show resulterh an AIS data-
set obtained through the Marine Traffic (MT) webgihttps://www.marinetraffic.com/) during one wesfkobservation.
Parameters extracted from the AIS data set arelBhplatitude and longitude, speed over ground@y@nd course
over ground (COG). The MT data-set show omissidgmsesnot all AIS data is publically received and ab recorded
data will pass the internet for what kinds of reasbhe data is therefore checked and missing dategaired by
interpolation if possible. Using spatial cells wilimensions of 1 by 1 km and using SOG> 0.05 més gnchoring
ships) number densities were generated, wherepedsazimuth vectors were categorised using ineofdl0 degrees.
In the figure below we show the results where thlewr indicates the azimuth interval.
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Figure 7: to the right density images of the Erdglhannel with colours indicating the azimuth dii@tt For three points the azimuth
distribution is also given (left)

4.2 Real time anomalous behaviour deter mination using complex event processing

In case of a continuous stream of monitoring dataplex event processing (CEP) refers to eventatiems extracted
in real time from the data. Applying appropriatentbination and classification methods to the detkevents provides
instantaneous alarms in case of abnormal behawvioadverse intent. We have developed such a CEfhecbased for
real-time information extraction, called Scepter a real time combination method for detectingrttazitime anomaly,
called SeaBEAT.

In Scepter the event processing is performed imeeafchical fashion, where a combination of lowekevents can
trigger a higher level event. By intelligently éiling of the events, the data stream can be redocadnanageable set.
Scepter includes features to enable geospatiabpsoty to be able to reason about the locatiorpaasible interactions
of vessels. Important features Scepter supportslarefficient processing of large quantities ofaj&@) easy and quick
adding of new events and patterns, 3) automatsoréag about which underlying rules and events riedik activated
to support a high-level event, 4) support for gapyical processing, and 5) a web interface progidip-to-date event
information. Examples of low-level behaviour exeate ‘speed changes’, and ‘bearing changes’. Mediiwel events
can be ‘in zone’, ‘blacklisted vessel’, and ‘pergienilar to coast’. High-level events examples ae@dez vous in zone’,
and ‘blacklisted vessel in zone'.

In an additional tooling (SeaBEAT) we have implemegina classification scheme to perform real-timbaaveur
analysis in the maritime domain. SeaBEAT uses ttepter CEP framework for efficiently processingrasewhich can
be split into four categories: information abow thetection, location, trajectory, and behaviowerts. SeaBEAT uses a
rule based system for combining events and to ohterthe anomaly alarm. Both Scepter and SeaBEATbeaused as
test bed and can be adapted to allow extractiomwfiple and new events and to try-out more complde based
systems.
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Figure 8: SeaBEAT screen shot of NLD Maritime pietwith alarms indicators after applying test rutasanticipated anomalous
behaviour

5. TEST BED FOR THE OUT-OF-AREA CONTEXT

The programme of work for the out-of-area conteixbsaat the development of a tactical decision diA) for
optimising the maritime picture for large areashwat limited number of observation assets. Maind®ire persistent
tracking, information fusion and decision suppant bptimal deployment of the surveillance assets.stipport the
programme of work a suitable scenario has beemelkfand simulated using a recently developed stionlgpackage
(vessel traffic generator, VTG), [5]. Results areduced and visualised using the TDA test bed iickvhlgorithms on
basis of the simulation input can be tested.

Persistent tracking aims at fusing different, bistidct tracks of a vessel such that historicaldwédural information
becomes available. For example, a Dhow showingrioly tracks for several days in a certain areamigortant
information for evaluating its intent (e.g. fishesypiracy). The ship does not need to be contislyoobserved, but it is
essential that the different tracks observed dbuarmperiods can be associated in the persistekitrg. For this purpose
appropriate vessel recognition is important. Resaflthis study can be found in a related paper [6]

The information fusion aims at combining suitabiéicators to predict the vessel intent. A large hamof possible
observable features have been evaluated as indidatathe intent following the procedure descriliedection 3.2. The
more successful indicators in describing the inteate been combined using the rule based systeinhwas been
described in section 3.3 and which is implementethe TDA. Next to the RBS also other combinatioetids are
considered such as a Bayesian network, a decigend support vector machine and a neural network.

The intent predictions are used in the TDA to ad@sl to optimise the initial planning of the sulteece assets, such
as a frigate, UAV and helicopter carrying radar asldctro-optical sensors, so that the improved mbsenal
information becomes available. In the TDA test tsderal planning optimisation methods for survedk assets
deployment are studied [7].
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5.1 Scenario and simulation description.

We have defined an out-of-area scenario in the &uliman and Arabic sea (see figure). This outreiacenario is the
basis for the simulation of the data-set to be ls¢hke test bed.

Smuggling

Piracy

Figure 9: spatial layout of the operational witl s&nes, fishery (brown) and pirate action areean@e), possible operational areas
for a frigate with a helicopter and UAV are indiedt(red squares). To the right the number den§ginaulated ships is depicted.

For the scenario three adverse intents (piracy,ggimg and illegal fisheries) were defined, next regular and
commercial activities (tankers, cargo ships, feraad yachts). The scenario was populated by th@ WiBking use of
the daily motion patterns of the different vesgpks.

VTG in combination with the underlying VRforces t(hf/www.mak.com/pdfs/br_vrforces.pdf) provides iigegree of
interactions between the vessels including traorsitif states of the vessel activity. For examalpirate vessel initially
showing fishing behaviour switches to the actiafyinterception of a vulnerable commercial vesseémone is visually
detected by the pirate and no Navy vessels areeimeéighbourhood. The VTG automatically handleshalrequested
number of vessels for each vessel type, thus @iy large vessel densities also of small noroitiy vessels.

All relevant attributes of the vessels, such asedisions, flag state, cargo, people on board andtem&ince state are
statistically generated and dynamically updatedheyVTG during scenario execution on the basissopie-determined
intent. The attributes can be observed by the semddhe surveillance assets, creating a perceiwggtt. With the VTG
generating all vessels in the entire simulated agerthe full set of ground truth is available foralysis and evaluation.

5.2 Tuning and use of thetest bed.

Assuming ideal sensors that can detect all shipiseroperational area, observation data were getkerfarom these data
various possible indicators for the four categoiiesection 3.1 (behaviour, location and time, liigence and ship
properties) were tested by determining the wei@hts(see section 3.2) and comparing these with thetimgent type
of the simulation. We present here results foritient piracy. The simulation covered is about §.da this simulation
about 76000 ship detections (plots) were genemftedich about 14500 have the piracy intent, so ¢k.2, relatively
high to get reasonable test numbers for piracyf®ad 8 indicators with the highest or lowest sedi@ 3 +y)/2 from
the simulation results (see table).
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Table 3: weights for selected indicators

Indicator type\lndicator weights B Y (B+y)/2
Mother vessel is present 0.35 0.98 0.67
Vessel has powerful propulsion engines 0.33 0.96 .650
Climbing device is on-board 0.66 1.00 0.83
Weapons are on-board 0.70 1.00 0.85
Weapons are shown 0.49 1.00 0.75
Vessel is in pirate action area 0.60 0.83 0.72
Vessel owner is malicious 0.75 0.61 0.68
Vessel is registered 0.05 0.53 0.29

Most indicators are not so much positively indiogtithe piracy intent (moderate values f); but very clearly
indicating the absence of the indicator for the-poate ships (higly). Note that the last indicator (lowest value)a iso-
called exclusive indicator. i.e. being registersdaigood indicator that a ship does not belongptrecy intent class,
while most other vessels are (very I@vand relatively higly). We obtained piracy detections by applying tHe hased

system (see section 3.3) with above mentionedegatar a, f3,
values. We found the following confusion matrix:

y, and with a threshold of 50% for the piracy belief

Table 4: confusion matrix for piracy vessels

Detected piracy vessels

Detected other vessel

Actual piracy ships

0.18

0.01

Actual other ships

0.01

0.80

This confusion matrix shows that a very good semargMOE = 0.9 see section 3.4) is obtained between the piracy and
other ships using these indicators on basis ofl idleservation data and that these indicators atealde for use in the
test bed. In using the TDA test bed the deploynm@atning of surveillance assets can now be tessiuguhese
indicators and weights, and using sensor modelshwake in account observation distances etc. intpies of course
that detection results will be less optimal astie tdeal sensor case. By adjusting the deploymkmnjng of the
surveillance assets, the perceived maritime piatbtained through the observables collected wittssedata changes.
The persistent tracking and the indicator extracfmlowed by information fusion discussed thist8at can now be
optimised. In the figure the display of the TDAttesed with a deployment of the observational asiseshown, where
detection of ships is indicated together with a suea of effectiveness and other relevant infornmatio
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B i ‘]
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Figure 10: display of the TDA test bed.
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6. SUMMARY AND CONCLUSIONS

We have discussed the concept of information guidpdrations (IGO) for maritime security in the hobased

Coastguard context as well as in the out-of-aregdest and discussed the quality of indicators wilguish adverse
intents, such as smuggling, piracy, terrorism éf¢e studied the fusion of indicators and found tieatrevealing an

intent a limited set of meaningful indicators igally preferred over fusing a huge amount of easgssible, but less
discriminative features. As fusion method a tunglé based system as well as Bayesian approactdacpiae fusion
methods.

For both the home-based Coastguard context as agethe out-of-area context we have presented abwabtfor
automatic picture building and situation assessmehe first test bed uses complex event procesaiy anomaly
detection in a continuous stream of surveillanda di@m unattended sensors in a live sensor netvildrg second test
bed, a tactical decision aid used in a simulatetr@mment, aims at optimising the deployment plagndf mobile naval
assets. It is based on persistent tracking andrgéng an optimal maritime picture for situatissessment on basis of
the information fusion results discussed in thegpap
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