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Living with Water: Shifting 
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Martin Van de Lindt

For centuries, Dutch civilization has lived with and prospered from 
the sea. From at least the 16th century, great fleets sailed the globe 
creating a world commercial system and connecting peoples and cul-
tures. The sea, however, has also encroached upon and devastated the 
country. As recently as 1953, a storm surge drove across the North 
Sea and flooded the Netherlands, killing 1,836 people. Thousands 
survived and many still remember and live with the stress of the event 
(Gerritsen, 2005).

The Dutch emergency response framework was built primarily to 
prevent the effects of the rare combination of storm and tide. Still 
dependent on seafaring commerce, the Netherlands remained open 
to and expanded its reach to the sea with modern, massive ports. But 
it did so selectively, prospering behind its delta plan, an unprecedent-
ed network of protective walls and dykes. With so many of its citizens 
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living below sea level, the plan formed one of the most advanced civil 
protection regimes in the world.

This civil protection regime has worked so well that citizens’ trust 
in the competence of the Dutch government to manage the threat 
from the sea remains high. National surveys report that most res-
idents view the probability of a major disaster as low to very low. 
However, Hurricane Katrina in the United States sent a ‘wake up 
call’ throughout the Dutch crisis management community. A new 
focus was called for that not only stressed prevention and protection 
but also incorporated a longer-term resilience approach into the crisis 
management framework. In 2009, the realization led to a new inte-
grated arrangement of eight old water laws based on prevention, spa-
tial planning, and crisis management (Helpdesk Water – Government 
of the Netherlands, 2014). 

The success of its protection regime also created a new challenge 
for the Dutch government. Much of its population does not seem 
aware of long-term, persistent water risks. In February 2014, the 
Dutch government embraced an OECD report that concluded that 
there was a lack of “water awareness” among the Dutch population. 
Minister Schultz called for a new approach to public communica-
tion about water risks: “People must start thinking about what they 
should do in the event that things go wrong” (Government of the 
Netherlands, 17 March 2014) 

Evolving risks to Dutch society, however, come from both old and 
new sources. Dutch national risk assessments point, for instance, to 
new hazards and vulnerabilities from cyber threats. In response, the 
new realities have prompted the government to accelerate a broad-
based review and renewal of the government’s national security and 
safety strategy (Gelton, 2014).54 

The estimated risks associated with a rising sea level and storm 
surge due to climate change occupy much of the new concern, even 

54 In 2007 the strategy National Safety and Security was adopted by Parliament to prevent the 
Netherlands from societal disruption and strengthen resilience based on five vital interests 
(physical safety; economical security; ecological security; social and political stability; and 
territorial security) and all threats and hazards. In 2011, the newly formed Ministry of 
Security and Justice (NCTV) became responsible for crisis management, counterterrorism 
and cyber security. Its primary focus is on threats, public interests, private businesses, gov-
ernment, and resilience.
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though the scales of impact have been challenged (Klijn et al., 2012). 
The Dutch government has recognized that building dykes high 
enough to block the possible rise in sea level and storm surge would 
be enormously and prohibitively expensive. Cyber threats could also 
cause a water crisis. Most of the flood control system is vulnerable to 
cyber attacks originating from inside Dutch society or from anywhere 
else on the continent. The risk is no longer “out there” but is part of 
the infrastructure that comprises the civil protection system.

The Netherlands has joined up with its European partners to envi-
sion a shift of strategic focus from an established, physical protection 
focus to a very different resilience framework. The thrust of the new 
strategies is a “whole-of-society” approach that seeks to connect pub-
lic and private sectors to reduce risk and to expand and deepen the 
abilities of communities to prosper even under persistent threats. A 
new core principle of the Dutch strategic move from protection to 
resilience involves “living with water,” a comprehensive vision that 
will turn the evolving climatic and technological trends, which may 
in the short-term appear threatening, into opportunities for future 
growth and prosperity.

Dutch Strategy Development

Risk assessments have become an integral part of Dutch strategic and 
policy development, and shifts in strategic approaches following a 
revised assessment are nothing new. The current strategic framework 
began to take shape initially in the aftermath of terrorist attacks in 
the U.S. and Europe. It subsequently matured as leaders reacted to 
the impacts of Hurricane Katrina in the United States. Although the 
Dutch National Risk Assessment considered large-scale flooding an 
extremely unlikely event, the social and economic consequences of 
Hurricane Katrina in New Orleans led the Dutch government to 
review what might happen if a similar event occurred at home. The 
government also expanded its approach to risk assessments focusing 
as much on vulnerabilities and preparing society to resist, respond 
and recover to increasingly likely emergencies as on prevention (see 
Pruyt and Wijnmalen, 2010). 

Recent reviews began to shift Dutch strategy away from a nar-



190

Strategies for Supporting Community Resilience: Multinational Experiences

row response focus. While shifting away from physical protection, 
it also began to focus on new parts of Dutch society that needed to 
be included in emergency planning. Until then, safety and security 
were issues almost exclusively dealt with by the national government. 
Investments targeted national response capabilities primarily aimed 
at providing equipment to first responders to decrease reaction times 
and to improving their skills and training.

The government and society as a whole also began to realize that 
the capacities of its national agencies were not at all sufficient to fully 
secure citizen safety and welfare. Financial and other resource limita-
tions cut deeply into prevention capabilities. Establishing and link-
ing resilience capacities – drawing from citizens directly and from 
governments and private businesses– became mainstream policy. 
Governments realized that citizens have a capacity of their own to 
contribute to disaster preparedness, response, and recovery that has 
been ignored in earlier national emergency plans.

In many situations, citizens have been more effective than national 
responders. Frequently, they have been the first responders, already 
at the scene of a disaster as it occurs. They have demonstrated a col-
lective capability, rooted in shared knowledge, abilities and goods, to 
deal with an emergency situation.

A changing political climate also supported this strategic shift. 
Inspired by policy debates in the EU, the Dutch government recog-
nized the value of shifting the responsibility for disaster protection 
and response from a top-down, state-centric framework – which had 
serious shortcomings – to one based in collaborative, shared respon-
sibility among government, citizens, private companies, and the non-
profit sector.

For the last ten years, the government supported an array of ini-
tiatives to strengthen the capacity of all sectors to increase their pre-
paredness for potential incidents and disasters. These efforts included 
several national pilot programs designed to test different approaches 
to raising awareness and preparedness, and a commitment to research 
to help provide accurate assessments of individual and community 
preparedness.
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From Self-Reliance to Collective Action

In 2006, the national government initiated three pilot programs 
designed to stimulate and facilitate citizens’ self-reliance. The first 
program concerned risk awareness and preparatory actions to mitigate 
the consequences of adversity. The campaign was entitled, ‘Disasters 
cannot be planned. Preparations can.’ Its goal was to identify specific 
actions to take during eleven different types of disaster. The cam-
paign, however, did not result in individual behavioral change. Even 
though the public acknowledged the relevance of the information 
provided, they still did not perceive the risks to be very likely and did 
not see what concrete actions they could take against the potential 
consequences.

A follow-up campaign in 2008 switched from a focus on large dis-
asters, which may have simply been outside the purview of many cit-
izens, to a full range of incidents, including smaller scale events such 
as a power blackout. The new campaign also introduced a tangible 
preparedness tool – the survival kit – and a national media campaign 
aimed at local communities.

For example, in Groningen, the most northern province of the 
Netherlands, the pilot program designed and distributed a guide to 
inform citizens about the specific risks in their local environment. It 
provided tips on how to prepare for and react to various incidents, 
and the program gave citizens awards for taking appropriate prepar-
edness actions. These awards increased the regional awareness of the 
campaign and motivated citizens to take appropriate actions.

The general campaign also included programs organized for spe-
cific groups, such as the less able and youngsters. For high school 
students, a project entitled ‘Disaster’ sought to raise their awareness 
of incidents that might happen in and around their schools. Another 
initiative involved a large virtual environment crisis exercise (Habbo 
Hotel) for children aged 12 to 18 years. For the less able, flyers 
provided customized information on how to prepare for incidents. 
Individuals could also fill out a questionnaire on a website that would 
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help them personalize the types of vulnerabilities and the actions they 
could take to prepare themselves.55 

Four additional initiatives conducted in 2009 and 2010 involved 
specific, local pilots designed to investigate which interventions more 
effectively enhanced citizen resilience. The results were then present-
ed in a series of workshops throughout the country to encourage and 
enable various groups to exchange their knowledge and experiences. 
The first pilot occurred in Amsterdam and focused on strengthening 
the knowledge and abilities of citizens in combination with enhanc-
ing the safety culture of private companies. A dedicated website and 
on-site banners and signs focused citizens’ attention on the specific 
risks associated with the local area and workplace. Evaluative meas-
ures showed an increase in citizen’s risk awareness during the targeted 
campaign (Helsloot and Van‘t Padje, 2010).

A second pilot took place in a fire-prone area (‘de Veluwe’) in 
search of ways to support tourists and citizens in dealing with an 
uncontrollable wildfire. The pilot involved cooperation among 
campsite owners, estate owners, and the local government in han-
dling the threat of wildfires and potential evacuation. Results showed 
how essential cooperation between public and private sectors could 
be in reconciling conflicting interests and responses. For instance, the 
campsite and estate owners believed and expected that the fire brigade 
would support them during an evacuation of their guests. However, 
the first priority of the fire brigade was to control the fire. As a result, 
the guests had difficulty understanding the actual risk and the need 
for evacuation.

In the third pilot, an alerting system was developed for the prov-
ince of Zeeland. It focused on bad weather, flooding and a radia-
tion incident and used international and national guidelines to set 
a standard for appropriate responses. Local residents could take any 
of a set of potential actions to each threat. Threat levels were color 
coded warnings designed to prompt the local public to take specific, 
appropriate actions.

In the fourth pilot, a survey investigated the risk perceptions of 

55 The effects of these activities were measured in terms of citizen awareness of the campaigns 
and actions, the number of children attending the Habbo Hotel and the number of students 
participating in the ‘disaster’ project.
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employees and citizens living near the industrial area of Moerdijk. 
The results showed that both citizens and employees were generally 
well aware of potential emergency situations, but they lacked knowl-
edge about the potential impacts and ways to be prepared. Only 26 
percent of the respondents were willing to take preparatory measures 
themselves. During an incident citizens expected the local govern-
ment to inform them of both the risks and the available means of 
protection. They also expected local businesses to play a role before 
and during an incident in preparing for an incident and protecting 
local citizens.

The results of these four initiatives were mixed and offered only 
a few practical implications. Hooft and Van Tuyll (2012) summa-
rized the positive lessons by focusing on the need to localize and cus-
tomize preparations. Emergency preparations need to be promoted 
through various types of programs, but each should be tailored to be 
locally relevant and personally engaging. National campaigns help 
to increase the public’s intention to prepare for emergencies and in 
creating general support for the issue. However, only local initiatives 
that focus on specific risks succeed in translating the message to com-
munities and groups. Only then do the goals of national campaigns 
increase the likelihood of citizens to actually take preparatory actions.

These initiatives also highlighted the potential for private com-
panies to help support preparedness, but only in limited ways. 
Companies often serve as an important link to citizens, particularly 
when the objective is to reach vulnerable individuals. While govern-
ment action may help companies broaden their awareness, especially 
to their own employees and guests, public sector support has only 
minor impacts. Companies must be able to craft their own prepa-
rations and response activities – to become self-reliant– before they 
embrace a responsibility for sharing some of the risk mitigation.

Perhaps the most important result of these national initiatives was 
that researchers and program implementers began to question the 
entire focus on individual or self-reliance itself. Before trying to moti-
vate individuals to take action, more needed to be learned about the 
ways in which individuals collectively interact with others, including 
local officials, institutions, and the wider community. In particular, 
researchers realized that there was a gap in knowledge about how 
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individuals interacted with emergency personnel, especially profes-
sional first responders and other authorities. In short, how do indi-
viduals act within a more collective context of a community dur-
ing an incident? Understanding this interaction could lead to better 
approaches to supporting individuals and communities to prepare for 
emergencies.

What Do Citizens Actually Do during Crisis 
Situations?

Much of disaster research has focused only on the role of profes-
sional responders and has not taken public responses sufficiently into 
account. As a result, expectations about citizen behavior are primarily 
based on ‘myths.’ One of the most widely held myths, now properly 
challenged, has been that people panic in life-threatening situations 
or behave irrationally (Quarantelli, 2001).

The Dutch Institute for Safety took up the challenge of examining 
myths about the actual behavior of citizens by examining 10 major 
incidents in the Netherlands that occurred between 1992 and 2010 
(Groenewegen-Ter Morsche and Oberijé, 2010).

Examples included the 1995 flood in the river delta that resulted 
in extensive evacuations, the fire in a crowded café on New Year’s 
Eve in 2001 (where 14 people lost their lives and more than 200 
were severely wounded), and the large power outage in Haaksbergen 
in 2005. The review also included a man-made crisis involving a car 
attack on the Dutch Royal family during a parade in 2009. Seven 
bystanders were killed.

Institute researchers conducted structured interviews with 79 pro-
fessional responders who were directly involved in these incidents 
and 73 of the citizens who supported them in managing the crisis 
and the consequences. The questions targeted the actions that citi-
zens took, their backgrounds, and their willingness and motivation to 
help. Interviews also focused on the reactions to citizen participation; 
how citizens were selected, instructed and coordinated at the scene; 
what types of equipment and materials were handled; and the length 
of time citizens were involved. Both citizens and professionals were 



195

Living with Water: Shifting Dutch Approaches to Community Resilience

asked about the degree and character of the cooperation between the 
two groups, the disagreements and bottlenecks to cooperation that 
occurred between them, and each group’s positive and negative expe-
riences.56 

Overall, the interviews showed that citizens provided valuable help 
during the response and in its aftermath. As would be expected, the 
citizens providing help engaged less often in activities that required 
particular technical knowledge and skills, such as firefighting. More 
frequently, they provided general aid, including sheltering and caring 
for victims, fencing off and protecting particular locations, taking 
care of primary needs, and supporting evacuation. The citizens who 
provided direct medical support often had a medical background 
or first-aid skills. Of all the citizens interviewed, 27 percent had an 
in-house emergency and first-aid service certificate and 34 percent 
had a first aid certificate. Another third (36%) of the interviewees had 
experienced an emergency situation before.

Citizen involvement was particularly evident in flash incidents– 
those that occurred without any warning. Citizens already at the scene 
of these incidents immediately engaged. The attack on the Dutch 
royal family in 2009 is a clear example. Each year on April 30th, the 
Netherlands celebrates the Queen’s birthday with a variety of festivi-
ties. That year, the royal family gathered in Apeldoorn. As they went 
out for a drive, a car sped through the crowd and barriers toward the 
royal Family, crashing into a monument before it could hit the royal 
family. The driver and seven bystanders were killed.

As the entire nation watched the attack on live television, the cit-
izen festival goers immediately sprang into action, helping victims, 
giving first aid, and fencing off the directly affected area. These cit-
izens were the first responders. When the professionals arrived, they 
found a partially organized response already underway. According 
to all accounts, citizens continued to provide aid and protection and 
were not replaced by but rather complemented the arriving profes-
sional responders.

Researchers concluded from the survey data covering all ten inci-
dents that citizens want to help, primarily because they felt morally 

56 An important subset of questions also highlighted the impact that providing help had on 
the citizens and any care or attention they received after the incident had ended.
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obliged or socially connected, and they could help because of their 
presence, their background, local knowledge, and education. Their 
willingness to help reflected several motivations. Some citizens came 
to the disaster area out of curiosity but when they saw what was hap-
pening they offered their help. Most citizens initiated the actions 
themselves. Others were asked by professional responders to help and 
they quickly agreed.

When interviewed about their motivations, they often referred to 
a personal trait – ‘it is my nature to help’ – many made also refer-
ence to a social connection. Social bonding and feelings of solidarity 
were frequent comments. Others saw it as a normative expectation 
and social duty. During the power outage and flooding incidents, for 
example, people considered it abnormal not to provide help to the 
people in their neighborhood.

During most of these incidents, professional responders did very 
little selection among citizens willing to help. On the one hand, there 
was simply no time to do so, and the professionals could not easily 
assess the citizens’ qualifications. On the other hand, there was also 
no need because a selection had already taken place, either by other 
professionals or by the citizens themselves.

When the professionals did engage the citizen responders, it was 
based on knowledge of the abilities of citizens through their behavior 
at the scene or the resources they brought. For example, when the 
attack on the royal family took place, citizens who indicated that they 
had a medical background and were already assisting the injured were 
allowed to continue intubating and giving drips. In other incidents 
involving more complex response needs, professional responders were 
much more selective in working with citizen responders. For instance, 
when the dyke burst in Wilnis or during river flooding, citizens with 
specific technical knowledge were able to participate alongside the 
professional responders.

Citizens also offer help in the virtual domain through social media. 
An example comes from the 2011 storm that hit during the three-day 
annual Belgium pop music festival, Pukkelpop. Bands play on eight 
separate podiums with up to 180,000 visitors so it is one of the larg-
est pop music festivals in this European region. On the first day, the 
festival was hit suddenly by a short but strong thunderstorm. Within 
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minutes the grassy field was completely flooded and trees snapped 
due to heavy gusts of wind. Out of fear, many people sheltered in 
one of the tents, but due to the hail, rain and wind gusts the tents 
collapsed. Eventually, five people died and over one hundred visitors 
were injured, ten of them seriously.

In the first hour, festival goers sent almost 80,000 tweets and with-
in two hours after the beginning of the storm a citizen started the 
#hasselthelpt initiative to offer help. The virtual initiative sparked an 
immediate mobilization of a massive amount of aid, including offers 
to stay in the surrounding area, meals and drinks, and places to take 
a shower. Citizens, using social media, became first responders on a 
much larger scale, dramatically expanding the possibilities for provid-
ing help during disasters.

In interviews with the participants in all ten incidents, researchers 
concluded that professional responders did not take citizen partici-
pation explicitly into account in any phase of disaster management. 
Current policy and doctrine impede efforts to expect and optimal-
ly use citizens’ self-organized participation. As a result, professional 
responders are prepared to collaborate and make the most from citi-
zens’ capabilities. 

Their mindset was clear: “You cannot do anything with them [the 
citizens] during planning,” “It makes disaster management needless-
ly complex,” “It is too unpredictable” and, the most frequent com-
ment, “It interferes with the work of the first responders” (Oberije 
and Tonnaer, 2008). These perceptions, however, do not align with 
experiences. When faced with actual crisis situations, both profes-
sionals and citizens appreciate each other’s expertise.

Clearly, mutual support is needed. Yet, to take optimal advan-
tage of citizen participation during emergencies, professionals need-
ed to prepare for it in the ‘cold phase’– well before incidents occur. 
Professionals need to plan how citizen participation can be part of the 
crisis management process and how it can be facilitated. Optimal use 
of citizen participation required the whole emergency management 
community to be involved, adjusting core management doctrine, 
operational practices, and performance evaluations. Enhancement of 
the value of citizen participation also demanded more and different 
training for both professional and citizen responders. 
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Improved collaboration at an incident has to be high on the retrain-
ing agenda. To address this challenge, a multi-disciplinary working 
group of police, local government authorities, the fire brigade, health 
services, and two behavioral scientists are working on developing a 
new strategy (perhaps even a new philosophy) on how professionals 
and citizens could and should work together (POC, 2011).

The group agreed that when professional responders arrive at the 
scene of a disaster there is already some kind of social and operational 
structure in place as citizens have started to do whatever the situation 
at hand requires. The current procedure and doctrine are for profes-
sionals to take over command and control on the spot. Yet, it might 
be more fruitful not to intervene automatically and disturb an on-go-
ing process. Rather, the initial tasks should involve an assessment of 
the actual situation with regard to the existing efforts being made 
by the citizens and subsequently adjusting the next steps in order to 
support what is working and filling the gaps.

Such an approach, however, would require a different attitude and 
organizational structure. It demands that leaders from each of the 
involved groups have a facilitating attitude rather than a controlling 
one. The working group pointed out, for example, that police lead-
ers, who have experience with community policing initiatives, often 
work closely and cooperatively with local citizens. The working group 
asserted that this type of police participation should be matched by an 
expectation of ‘citizen participation’.

The working group (POC, 2011) developed this strategic vision 
by formulating several guidelines to increase community resilience 
through cooperation between citizens and professionals. In the pre-
vention and preparation phases, citizens should be better informed 
about risks and actions that should be taken in times of crisis.

Preparedness measures (such as acquiring a survival kit, knowledge 
of emergency routes, agreements with neighbors/friends, etc.) that 
may have had only minimal impact on individuals, now became more 
important as part of the collective response. As reported in earlier 
studies, social bonding motivations became the collective resource for 
the group of citizens responding on the scene.

In turn, professional responders need to know much more about 
the social networks that already exist in the various communities, 
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how they function day-to-day, and the ways in which they are likely 
to self-activate during crises. By knowing these networks, key persons 
could be easily contacted during crises and professionals could align 
themselves with the citizens as they activate. When there is an inci-
dent, professionals need to acknowledge and respect the role of citi-
zens. They have to trust their abilities, receptiveness and help; provide 
directions (if needed); agree upon a clear division of responsibilities; 
and share a reliable and timely situational picture of the scene. 

The overall conclusion from these projects and research was that 
citizens, acting collectively, provide very useful help during crises. 
However, professional emergency responders are not trained ade-
quately to recognize the value of citizens’ assistance or to work coop-
eratively with them. Resilience lies with the collective action of indi-
vidual citizens alongside professionals as they collaborate at the scene 
of the emergency. The challenge is to formulate a vision of how pro-
fessionals could make better use of citizen participation. 

Risk and Crisis Communication

The Dutch approach to emergency communication makes a clear dis-
tinction between risk and crisis. Risk communication seeks to make 
people aware of the risks by offering them tools, such as risk maps, on 
a postal code level.57 These risk maps are also used by professionals 
and first responders in their prevention and preparedness activities. 

Crisis communication strives to inform the public if an accident 
(or disaster) occurs and to offer them behavioral alternatives. It expects 
the recipients of the information to take responsibility for their own 
actions. This is a change from earlier expectations. Formerly the gov-
ernment sought to teach the public the following message: “If the 
siren rings, go inside, close the windows, and listen to the radio or TV 
for further instructions”. The newer approach has more respect for 
the capabilities of the public and expects more of them at the scene 
of an incident.

The modern approach is fully incorporated into the national gov-
ernment’s NL Alert, a cell broadcasting system with which citizens 
can be quickly warned and presented with various courses of action. 

57 See www.risicokaart.nl
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The goal is to help engage citizens in the immediate response. If nec-
essary, a national level website58 can be activated that is linked with 
the websites of local authorities.

Citizens’ access to social media also enhances emergency responses. 
However, its use means that the government, and local authorities in 
general, face a difficult dilemma. As revealed during the 2011 music 
festival, social media has the power to mobilize citizens immediately 
and on a larger scale than most government responses. The speed of 
deployment is also unmatched. This means that governments cannot 
delay their communications until they have a clear situational pic-
ture or until the professional responders have assessed the area. The 
challenge for the government authorities is balancing the fine line 
between quick, open and clear communication with their responsi-
bility to provide accurate information.

The government also has a responsibility to reach the public with 
one voice but to do so in an interactive way that adapts to the circum-
stances. The messages presented to the public, for instance, can con-
fuse as much as help. For instance, Kerstholt et al. (2010) conducted 
an experiment in which they tested the effect of two different websites 
that informed citizens of the risks and courses of action concerning 
floods (the experiment was conducted in Zeeland, a province with 
the highest flood risk). The main conclusion of the experiment was 
that risk perception was not affected by the risk information provided 
(probably because it did not tap into the affective system), but that 
citizens did become more aware of the courses of action available 
to them and, more importantly, of the pros and cons of the various 
actions.

During a crisis, communication may need to change or be adjusted 
depending on public concerns and perceptions. For example, during 
a recent fire in a chemical plant in Moerdijk (2011), the government 
informed the citizens that no toxic substances had been detected in 
the smoke. At the same time they had advised the public to stay in 
their homes with the doors and windows closed. These messages 
raised a lot of questions: why should we go inside if there is no danger 
and nothing was detected? And why did this expert on television tell 
us that even barbecues produce unhealthy substances?

58 See www.crisis.nl
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This example highlights two problems in the content of the mes-
sage: it did not induce accurate situational awareness and it did not 
succeed in accomplishing response efficacy. Citizens were encouraged 
to go inside, but they were not convinced that their action would 
resolve the problem. With regard to the process, the example illus-
trates a common weakness in crisis communication: information was 
only sent out. There was no interaction between the sender and the 
receiver of the information. Effective communication, even during 
a crisis, requires interaction among those who send out information 
and those who receive it, involving questions and answers, and feed-
back loops that influence the knowledge and advice of both senders 
and receivers.

Interactive communication, however, requires a different attitude 
among communication professionals. Netherlands Organization for 
Applied Scientific Research (TNO) has developed a training approach 
for supporting communication professionals as they learn to deal 
with these changing requirements. It has also added a serious game 
(Stubbé, 2011) for communications professionals that helps to raise 
awareness of who to contact during a crisis whether it occurs inside 
or outside the organization. The serious game plays through an event 
in which messages are arriving from an array of sources, all of which 
need to be taken into consideration either because they can provide 
relevant information or because messages sent out to the citizens need 
to be edited and refined. The game also provides for an exchange 
between the sender and recipient, and evaluates the satisfaction of the 
various players as they practice.

This training also includes a social media watcher, a relatively 
new role on crisis communication teams. Within minutes after an 
event, the first tweets are undoubtedly sent, messages posted, and 
photos uploaded. Monitoring and analyzing these data provide lots 
of knowledge about uncertainties, questions, and public emotions. 
TNO has recently developed a framework and Web-based system 
(Twitcident) that automatically filters, searches and analyzes tweets 
regarding incidents (Stronkman, 2011).
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Collective Action

If citizen preparedness and collaboration with professionals and other 
emergency officials and institutions are better understood as products 
of collective action, instead of individual awareness and motivation, 
then the policy question for governments is to learn how communi-
ty-based efforts work. Outside of emergency contexts, what works to 
build collective initiatives that seek to involve both local citizens and 
government agencies? If community engagement and flexible gov-
ernment roles are the key to longer-term resilience, how does this 
constructive interaction work?

To pursue this broader question, the Dutch government and an 
affiliated research organization (TNO) examined two local commu-
nity development initiatives in Rotterdam aimed at building resil-
ience in the face of high crime and environmental risks. In particular, 
the research team examined three levels of collective action related 
to the shifting roles and responsibilities of citizens and governments, 
identifying successes and failures in engaging local residents, and 
encouraging active citizenship.59 

The two cases showed clearly that active citizenship requires peo-
ple to take ownership of their initiatives. Yet, there’s a gap between 
what authorities can provide and what citizens want. Researchers 
noted, in particular, that changing demographic, social and econom-
ic trends similar to those in most developed countries are reshaping 
the way governments and local communities interact. They are dis-
rupting established relations between governments and local commu-
nities and creating new opportunities for citizens to reconstruct and 
participate collectively in community programs.

In both neighborhoods in Rotterdam, for instance, a signifi-
cant decline in the presence and use of traditional social networks 
has undermined patterns of stability and sustainability in the area. 
Citizens have moved from a pattern in which they joined long-estab-
lished organizations – often formed originally because of geographical 
proximity -to a new one in which they participate in networks formed 
around competencies and interests. The new basis for organization 

59 This research was presented by Martin van de Lindt, TNO, at the 2013 meeting of the 
MRPG in Berlin, Germany.
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and solidarity may conflict with or simply supplant the established 
forms of community engagement. Governments that work with the 
established organizations may miss the opportunity and need to work 
with and through these new local patterns.

The implications of these and other changes for mobilizing a local 
community around emergency programs are evident. Established, 
long-standing agencies, even those created with government help to 
provide assistance, may no longer be the institutions that local citi-
zens turn to for support or to mobilize around new initiatives. 

The Dutch research also showed how interactions with the gov-
ernment were shifting. Government programs and the opportunities 
they create for local residents have been rapidly diminishing in both 
scope and scale as budget reductions have accelerated and economic 
growth has stagnated. Governments have less to offer and deliver to 
local citizens.

Yet, when government leaders and local residents were able to 
identify shared goals, work together on immediate successes, and 
build trust through joint problem-solving, neighborhood initiatives 
progressed more quickly. The joint work could also be sustained. 
According to the principal researcher, local residents need to believe 
that they could and would be critical partners in efforts to resolve a 
problem. They also want to be directly involved in monitoring and 
evaluating the projects in which they hold some kind of responsibil-
ity.

The insights from these pilot programs and research projects have 
given the Dutch government a better understanding of how to boast 
self-reliance and expand local participation. Although this initial pilot 
period is completed, there is still a need for more research (National 
Safety and Security Strategy: Findings Report, 2013).

The future task is to make room for more community-based ini-
tiatives, especially those that are instigated through the collective 
work of local communities themselves. The national government 
can support these efforts by linking them, facilitating the sharing of 
good practices, and advising on technical issues. For instance, the 
government has launched a nationwide program (fire-safe-living) on 
a safety-region level with local fire service personnel as the primary 
advisors. It focuses on identifying safe places to live and working with 
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neighbors to prepare fire alerts in homes and provide special help for 
persons with disabilities in the community.

The search for a new resilience-based strategy for the nation’s secu-
rity and safety, however, challenges the government to put its lessons 
and experiences to work. In particular, in a new risk environment, 
how can the lessons of community engagement and citizen participa-
tion be incorporated into the necessary primary capabilities, and to 
what extent are citizens involved in building the strategic approach to 
new problems? Will the government repeat the weaker, less effective 
approaches of the past, aimed at providing information and situa-
tional awareness but not involving citizens directly in activities? Or 
will the natural strengths of communities become a starting point for 
new security and safety policy development? In a new risk context, 
the classic challenge persists: How does central government influence 
local community activity, action and behavior? In turn, how do local 
citizens’ collective actions contribute to and strengthen resilience 
efforts? 

Toward a New Policy Framework: From 
Protection to Resilience

The latest Dutch national assessments pointed out three new risks 
that are so fundamental to security and safety that they comprise 
a ‘new normal’ for the country and the continent. Together they 
have accelerated the government’s desire to reformulate and renew 
its overall strategy.

The first risk in this new normal security and safety environment 
involves cyber threats. In 2013, the Netherlands suffered a number 
of major cyber attacks involving widespread denial-of-service inter-
ruptions of large banks. While the consequences of direct attacks on a 
particular institution were strong enough, they also raised the specter 
of potential damage to widespread critical infrastructure. Much of 
the nation’s critical infrastructure is now dependent on the internet 
or other electronic connections. Furthermore, cyber attacks are diffi-
cult to monitor, prevent, and intercept since cyber threats are largely 
anonymous and the antagonist is virtually invisible. As the Dutch 
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Director of Resilience describes it, “A few years ago, we could tell who 
were the good guys and the bad guys. Today, our systems could be 
shut down by a single spotty-faced, pizza-munching teenager work-
ing from his bedroom. They are unhindered by national borders, and 
even protected by them” (Gelton, 2014).

The second risk includes climate change and its implications for the 
continuous struggle of Dutch society with water. The Netherlands’ 
longstanding relationship to the sea, and to flooding more generally, 
is changing. The government anticipates an increase in outside pres-
sure on its seawall defenses, and the emergence of internal threats 
and vulnerabilities caused by cycles of drought, hotter weather, and 
intense river flooding. The Dutch government has called for a new 
approach, ‘Living with Water’ – as the slogan goes – in order to be 
able to design ways to make the man-made environment, agriculture 
and industry more compatible with various levels of water. The goal 
is to become more familiar with water risks and to manage them more 
effectively (OECD, 2014). 

Unfortunately, the challenge to effective water management is 
complicated by the threat of cyber attacks. Most of Netherlands’ 
water control systems connect operational and informational systems 
over the internet. As a result, they are now vulnerable to vandalism as 
well as terror attacks. This interconnectedness of major infrastructure 
systems forms the third, and perhaps most potent, new risk. Efforts to 
protect the integrity and security of digital systems are becoming ever 
more complex as critical and non-critical processes are linked and 
intermingled. Cyberspace is so complex and interconnected that it is 
sometimes hard to unravel the dependencies and interdependencies. 
One slight disruption can have a far-reaching impact on many other 
systems, and the source of the problem may be as simple as a benign 
technical failure or vandalism.

Critical infrastructure vulnerability – which some have labe-
led “hyperconnectivity”– is one of the highest priorities in the new 
strategic framework. In particular, the government has joined with 
private partners and with allied governments to search for an effec-
tive “whole-of-society” approach that attempts to match a broad-
based coalition of government and nongovernmental agencies to the 
diversity of the systems’ interdependencies. The NL Cyber Security 



206

Strategies for Supporting Community Resilience: Multinational Experiences

Council, for instance, includes several CEOs of private companies, 
one of which serves as co-chair of the group.

Not surprisingly, with so much of the nation’s infrastructure 
owned and operated by the private sector, public-private partnerships 
have become the centerpiece of much of the new strategic formula-
tion. The Dutch government has cooperated with private industry 
for decades, but in this new security context much more needs to be 
done (ICNNS, 2014: 10). 

The value of working closely together on the issue of critical infra-
structures in crisis management is well known.60 For example, the 
transportation sector and its distribution networks are a very impor-
tant asset for governments during a crisis. The larger challenge, how-
ever, is to forge mid- and long-term collaboration initiatives that are 
not bound by emergency needs and interests.

At this early stage, public sector agencies are not sufficiently famil-
iar with the private sector’s skills and know-how, and initiatives that 
involve both the public and private actors are often not well aligned. 
For instance, public agencies do not fully understand or appreciate 
how corporate interests prevent them from sharing information about 
threats. Corporations’ own risk profiles are much different from gov-
ernment agencies’ and the general public’s concerns. A private com-
pany, for example, often has legal obligations to protect shareholders’ 
financial interests that supersede a social goal, especially in terms of 
possible liabilities resulting from working with certain partners.

A New Community Engagement Challenge

As important as public-private partnerships are, and as great as the 
barriers to cooperation may be, a more fundamental challenge for 
Dutch leaders involves the need to enlarge partnerships to include 
nongovernment agencies and, especially, local citizens. The emerging 
strategic framework, which includes a focus on “citizens’ capacities” 
(Strategy, 2013), offers an opportunity to meet this challenge. But 

60 “Government often knows too little about these complex new trends to be able to impose 
and enforce standards. One of my colleagues put it bluntly but clearly: ‘We need to bring 
together the people who are in charge but don’t understand things – that is, government – 
with the people who understand things but are not in charge’ ” (ICNNS, 2014: 10).
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getting started will be difficult. What are the citizens’ capacities need-
ed in an era where risks, the efforts to prevent and mitigate them, 
and even the responses to attacks are often buried inside electronic 
connections and the apparent non-human dimensions of cyber space? 

The national government, for example, has begun to focus on these 
citizens’ capacities with a campaign to raise public awareness of the 
new threats.61 The campaign attempts to reawaken Dutch citizens to 
vulnerabilities they may have long ago ruled out, in particular their 
attitudes toward water and flooding. The new ways in which flood-
ing may occur are not well known and more information is certainly 
needed. Even the new strategic approach to “living with water” in 
stable, non-emergency periods may require different social behavior 
than previously communicated (OECD, 2013). 

Yet, the public awareness campaign faces hurdles. Previous 
research has highlighted the limits of information campaigns that 
focus and rely on changing individual motivations and awareness. 
Citizens’ behaviors are collective processes, involving longer periods 
of organizing communities and having them control their activities. 
People may be better prepared than before to respond to a major 
fire or even a flood, and could use the additional information. But 
cybersecurity preparedness is still in its infancy. There are very few 
areas in which anyone has worked together to combat such risks, to 
organize around them, or to build a coalition for supporting efforts 
to reduce the threat.

New research also suggests that there are varieties of legitimate 
responses to flood risks that previously may not have been recognized 
and fully appreciated. In flooding crises, the primary challenge often 
involves the social norms and behaviors of Dutch residents more than 
the scale of the event. As a result, citizens respond according to their 
social context (Fundter et al., 2008). Some have a strong resistance to 
evacuation, for example, even though timely departure can be lifesav-
ing. Others may be too quick to disrupt their lives, causing lingering 
health problems in years to come.

Another information campaign in all likelihood will have limited 
success in changing citizens’ behavior. The effort should involve a 
focus on a community-oriented strategy in which local residents can 

61 See its mass media campaign “alert online” at https://www.alertonline.nl/
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find or create a shared interest in developing a protective strategy, 
either in light of the changes associated with the ‘living with water’ 
strategy or the pervasive dependence on electronic devices. Public-
private partnerships could be another dimension in such a strategy. 
After all, many private businesses are local institutions, whose work-
ers are local citizens that share both the immediate threats and conse-
quences of poor security and safety.

One promising direction in this search for collaboration involves 
the ability of private companies working within public-private-part-
nerships to join forces with government to build and transfer technol-
ogy directly to local citizens. The Netherlands Cyber Security Center, 
for instance, has started such an effort and is looking at the develop-
ment of ‘first-aid-apps’ to deploy among community organizations. 
Years of Dutch research on community efforts suggest, however, that 
these efforts could be more effective and sustainable if local citizens 
were directly involved in the early design and subsequent deployment 
of these tools.

Conclusion

Dutch leaders have emphasized that the nation is not in crisis, but 
its approach to security and safety is in transition. New approaches 
require efforts that match the complex and integrated ways in which 
risks are distributed across complex interdependencies, many of which 
are barely visible or even imagined. The Dutch Minister of Security 
and Justice, Ivo Opstelten, recently described the strategic task as an 
effort to “… move towards collaborative, shared responsibility among 
government, citizens, private companies and the non-profit sector” 
(ICNNS, 2014: 7).

Finding successful “whole-of-society” models for collaborative 
action between private companies and public organizations has 
become one of the most crucial issues for national safety and securi-
ty (ICNNS, 2014). The best models will likely require considerable 
change in the way both government and private sector leaders think 
and perceive the challenges and opportunities. Proving adept at col-
laboration may be the most desirable skill for building this capacity 
(Kaufman, 2014: 16–17).
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The biggest challenge, and opportunity, for Dutch leaders, howev-
er, is to develop ways to “link up” not just governments with private 
businesses, but even with loosely organized community groups and 
the general public. The Dutch government’s strategic commitment 
to building “citizens’ capacities” – when understood broadly– offers 
constructive lessons for community resilience. 

Public-Private Partnerships are typically not well integrated 
throughout local communities, but they wield an exceptional and 
unequal power in comparison to the social sector. In order for part-
nerships to be successful, they cannot be just a ‘deal’ for the powerful 
actors. Security and safety interests have built-in incentives to main-
tain an excessively closed partnership arrangement.

In a sense, this type of public-private partnership poses a new 
risk – a return to a previous era when national strategies involved 
top-down policy-making. They failed then and they would be fragile 
now. Efforts to forge effective partnerships require identification and 
inclusion of the ‘vital interests,’ not just shared interests, of a wide 
range of participants (Gerencser et al., 2009). But even overlapping 
vital interests must contain a watchful approach to ensure that equity 
remains a strong component of the collaboration.

The story of Dutch resilience, crafted over the last decade and a 
half, testifies to the power of citizen engagement. In the anticipated 
future risk environment, complex and interrelated hazards will need 
to be matched by a similarly strong interconnectedness within Dutch 
society. These strong connections comprise a critical social infrastruc-
ture that is required to match and counterbalance the often excessive 
interests in protecting physical infrastructures (Bach and Kaufman, 
2009). Effective governance will require more than public-private 
partnerships. It will need broad engagement throughout the social 
infrastructure to meet the security and safety challenges of the next 
decades.
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