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Abstract

Currently, the fundamentals of a technical infrasiure for a logistics ‘systems-of-systems’ aredlai
facilitating improved, more effective and efficigloigistics services based on higher levels of sej&nization.
Through situation awareness with enhanced methodsstiaring (real-time) data, logistic stakeholdesn
improve decision-making, which allows for coordightactions to overcome transport bottlenecks, opgim
capacity utilization, and support synchromodalias&d on real-time chain composition. The requinéorination
infrastructures for such system-of-systems suppgrself-organization are technically realized byans of
distributed, interrelated and interoperable fungidor data manipulation, process support, end-inéeraction,
semantic interoperability and controlled (data) usitg. Incorporating functionality for compliance ity
(inter)national laws and regulations further evelthe system-of-systems into what is referred t@ asmart
logistics system’.

As components of the technology to realize a sysibsystems are becoming mature, their successful
introduction and application critically depends wmmovation diffusion. This paper proposes a Livibhgbs
approach in which the relevant challenges idemwtifier innovation diffusion are addressed. Whilsegjdes
logistics organizations) also authorities are imedl in creating such smart logistic ecosystemsettaithorities
also need to collaborate in the Living Labs toimesits long-term vision and goals.

The first steps towards the roadmap that is desdrdre already being taken in EU funded projeais.tte
approach needs to be validated further in practice.
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1. Introduction

Today's logistics sector can be characterized stsoagly networked environment, with a
multitude of stakeholders functioning in differerties. The majority of stakeholders are
SMEs (Small and Medium sized Enterprises), collatilog and competing in a highly
complex and fragmented logistics market, referceastthe ‘logistics ecosystem’.

The logistics ecosystem has a low Information Tebtigy (IT) maturity level [1].
Nevertheless, for achieving competitive advanthgeugh an improved portfolio of effective
and sustainable logistics services with a highllefeperational efficiency, innovative IT for
data sharing is key. It enables stakeholders tdyatipe two basic priniples ofelf-
organization[2] in the ecosystem: situation awareness andtireal chain composition.

- A higher level ofsituation awarenesf3] can be reached as the concepts of open and big
data are adopted, which leads to improved decisiaking [4], not only for an individual,
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an organization or society, but also in the coltation with participants of a network. As
such, the value of data is considered high.

- As outcome of this improved decision-makingal-time chain (or service) composition
can both reduce bottlenecks in the physical infuattire optimize capacity utilization
through synchromodality. It allows for dynamic mess relationships, multi-sided
markets [5] based on data sharing [6] as meangropetitive effectiveness.

Various EU funded projects — like EU FP7 SEC CAS®RA and EU FP7 INFSO
iCargo — elaborate the technical implementation alilation of such logistics ecosystems.
As the complex and fragmented logistics environnmeakes it Utopian to strive for strongly
centralized IT solutions, they adopt a peer-to-peer federated — approach as a more viable
option, in which individual stakeholders are endbfer optimizing their logistics service
chains through the capabilities for improved setfamization. This results in a distributed,
interrelated and interoperable implementation afcfions for data manipulation, process
support, end-user interaction, semantic interopitsatand controlled (data) security: a
logistics ‘system-of-systemsSimilarly, smart cities and smart ports are exbmmf such
system-of-systems [7].

Where a distributed ‘system-of-systems’ enableslfaosganizing logistics ecosystem [2],
compliance with (inter)national laws and regulasioms an additional fundamental
requirement for their implementation. Incorporatiingctionality for regulatory compliance
further evolves the ecosystem into what is refetoegs a ‘smart logistics system’.

The basic infrastructural concepts and componeotssfart systems are becoming
technical mature. However, their introduction i$ teebecome implemented. Therefore, this
paper complements the technical implementation eatiicepts from data and service science
to facilitate a successful introduction roadmap o inteal-life logistics commercial
environments and trade lanes. The paper elaboostaggulatory compliance, innovation
diffusion theory and data governance. It descriti®s a Living Labs approach can help to
gain the critical mass for the effective introdoatiof the smart logistic systems, as depicted
in Figure 1.
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Figure 1: The Living Labs approach towards a logists system-of-systems.
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2. Self-organization: an example in logistics

The case of a barge operator in this section,tifitess the two basic principles for self-
organization: ‘situation awareness’ and ‘real-tichain composition’.
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2.1 Situation awareness for coordinating behavior

Barge operators operating in a port environmeke (the port of Rotterdam) can better
coordinate the combination of their container (oadling schedules at a terminal and their
berth location by sharing their intentions with @th Currently, barge operators don’t have
sufficient knowledge of turnaround times and tina¢ésvhich they are able to pick up and
deliver containers at a terminal. There are spebé#ith locations, where they can wait before
a next action can be taken. These locations ar¢ oftes crowded with barges. The closer to
terminals, the more barges wait at these locatiohe in time at a terminal.

Thus, barge operators require to know (1) when #dreyexpected at a terminal and (2) if
there is sufficient waiting space at a locatiomfrevhich they can reach a terminal in time.
Given that a barge operator knows its expectedtica#é at one or more terminals, he can
decide where to wait. To know whether there isisigffit waiting space at a location from
which they can reach a terminal in time, a bargerator needs to be aware of intentions and
actions of his colleagues. Each of his colleagheses its intentions to all others in a peer-to-
peer environment (P2P). Of course, there are mdnthase barges, not all need to be
consulted on their intentions. A general rule cob&lto share intentions within a certain
distance from the port area (geo-fencing).

To meet this requirement, in this example eachéapgrator is equipped with an app for
situation awareness for berth locations. The apihega intentions of other operators,
publishes his intentions and informs a barge operat changes in intentions of others.
Gathering intentions, a barge operator is ableotsituct some sort of ‘expected’ agenda for
available dwell time at a berth location and usgs &s input for his internal planning and
decision-making processes.

In addition to improving the barge operator’s plagnprocess, situation awareness can be
applied for compliance to safety rules in the pama. As example, the barge can have
chemicals as cargo. Hence, for reserving a timelat berth location, a minimum distance
applies between its berth location and others (efglO meters). This rule is validated
automatically when the barge operator makes ientiin clear by accessing data of other
barges at the same location and querying them &mgerous cargo. The port authority
responsible for safety can also access intentibbsrge operators and evaluate them against
the same rules. Whenever he detects a safety hréaehrelevant barge operator(s) are
warned.

2.2 Real-time chain composition for increasing caydty utilization

A barge operator is able to publish its availatdpazity in combination with a route. For
instance, at a particular berth location, the basgerator makes the next calls available,
together with the available capacity on the stretchetween these calls. The capacity is
expressed as temporary transport services thatndyeavailable if there is sufficient capacity
on these stretches. The capacity is expressecityfie of cargo and potentially the amount
that can be carried on these stretches, e.g. Stywieet equivalent units (TEU) from
Rotterdam to Venlo and 10 TEU from Venlo to Basel.

A forwarder that is responsible for on-carriageaiitainers from the Rotterdam port to the
hinterland, can discover these temporary transg@tices. Based on service requirements of
individual containers, e.g. their final destinatiand expected delivery time, the forwarder
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can select one of the transport services. If fetance, three containers need to be transported
to Frankfurt, two of these containers might be iedrdirectly by the barge and one other
additional transport service needs to be arrangee. forwarder has two options: select
another operator directly from Rotterdam to Frark{e.g. by rail, road or another barge
operator), or to transport the container from Rd#en to Venlo and utilize the available
transport service of the barge operator from VéaolBrankfurt. The latter requires additional
handling, so costs need to be evaluated.

Fortunately for the forwarder, at a late stage DE® is cancelled on the barges trip from
Rotterdam to Venlo: the temporary transport serisiqeublished, and the forwarder is able to
book all three containers on the same barge. Ttgel@perator needs to re-plan its route in
the port with a potential delay. The costs of delagl extra handling are evaluated against the
extra profit for carrying the three containers.

In a more advanced scenario, he can even deciflether outsource the transport if the
planning process indicates that this is more li@afThis may occur if availability of either
the terminal or the berth location provides timestoaints for him, or when the sharing of
load yields a more cost-effective option. With rBiade chain composition he can identify and
negotiate with other logistic operators the tramspite containers on his behalf against an
agreed upon price, timing and quality level. Teikmown as ‘synchromodality’: the operator
has no obligation towards his customers on thespaih modality (road, rail, water, air, ...),
which gives him the freedom to flexibly use andraj® various transport modalities on the
basis of situation awareness on capacity avaitgpilaffic information, etc..

3. Self-organization, system-of-systems and smagsgems

As the barge operator’s example illustratdf-organizationis a dynamical and adaptive
process where systems structure themselves, witxdatnal control [2]. It means that all
participants take actions obeying particular rulmnparable to a flock of birds. For this,
situation awareness has to be implemenfgdtem-of-systentehave according concepts
of situation awareness.

Situation awareness has three levels [3]:

- Level 1 ‘Perception”A participant assesses its physical environment, &y accessing
data shared by other participants.

- Level 2 ‘Comprehension’A participant comprehends its situation, e.g. amlity of
berth locations or temporary transport servicesl@m®overed and matched with goals.

- Level 3 ‘Projection of future stateA participant evaluates potential decisions and use
decision support functionality to produce an (inted) action. Predictions as to behavior
of the total system (e.g. in the port area) arduewed or hinterland transport alternatives
are evaluated.

Level 1 requires data sharing. The type of shaad depends on the level 3 action. An
(intended) action as output of the level 3 funct@am be of a physical nature, e.g. slow
steaming to a terminal to decrease fuel costs,noadministrative nature, e.g. a business
transaction to induce some (physical) action likasport by another actor. Slow steaming
requires availability information of terminal lo@as. The business transaction requires
information on the availability of (temporary) tsgport services. In the latter case, level 2
(‘comprehension’) requires a matching algorithndétermine which discovered (temporary)
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transport services meet a particular goal. Adddilyn level 3 requires a coordination
mechanism for business transactions to synchratipdysical activities.

Apps for smart devices supporting level 1 functlipalready exist, based on (layers on)
maps. Interpretation by a human of data presentgdthbse apps provides level 2
functionality, e.g. to find a berth location or ter(iporary) transport service. Level 3
functionality and decision support is not very coommin apps on smart devices; it requires
infrastructure functionality like predictive anadbg.

Assessment of the environment implies data acosbsreas evaluation of decisions
considers analysis of (potentially large amounjsdafta (big data). Actions will affect the
environment; these actions can be assessed angeahdly other systems. An action might
not always take place immediately; there may alsocab intention for an action (‘future
state’) that can be communicated with the envirammeSharing intentions allows
synchronization of actions based on more and bettality data.

In a system-of-systemstakeholders are able to share their (intendedior(s).
However, to really become samart systemthese actions need to comply widtws and
regulationsthat are governed by for instance a port - custoamsl food and drugs authority.
These governing authorities need a complete piaifithe environment for their governance
tasks, e.g. all goods imported, exported or inditavia a particular country governed by a
customs authority. This complete picture is analyte detect any risks, potentially using a
combination of historic data, past behavior of pdirticipants and prediction of future
behavior. Compliance rules should be made explccitllow individual participants in a
system-of-systems to behave accordingly.

4. Technology for the system-of-systems

A system-of-systems is distributed by nature. dsiplex organizational structure forces to
expose both data, processes and the processingtafofl different sources as utility [8].
Hence, interoperability on a large scale and abuarfunctional layers needs to be realized,
as described in this section.

4.1. Distributed implementation

Scientific literature provides various definition$ system-of-systems, with as common
features:

- Heterogeneous and autonomoAsmultitude of various systems under the resgulitsi
of different organizations that operate on theimowhis reflects the aspect of self-
organization [2].

- Large-scale A large number of systems, reflecting the vasbamt of organizations
participating in global logistics.

- Interoperable for a common goalhe individual systems share information to reach
common goal, e.g. to reduce turnaround times, dptincapacity utilization, reduce
carbon emission or avoid traffic bottlenecks.

These system-of-systems are constructed alongniee df traditional three-tier models for
computation that consist of data virtualization,sibess logic and processes, and user
interfaces. With today's IT technology, differentt@ars can provide functionality of a
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particular tier. A Logistic Service Provider or arPCommunity System can for instance

provide data storage and processing services, ahevéeb Entrepreneurs provide user

interface functionality as apps on smart devicessdme cases, apps providers also offer a
platform containing business logic (e.g. publish&uibe) and simple business processes for
mashing data such as offered by Yahoo pipes.

Additionally, these system-of-systems keep datait@tsource. As unnecessary data
duplication to other stakeholders (potentially legd to data changes and thus
inconsistencies) is avoided, data quality is exgebtd be optimal.

4.2. Perspectives on a system-of-systems

Basic functionality is already available to compaae IT infrastructure supporting a
system-of-system, e.g. the functionality provided Yaahoo pipes. In a similar manner,
stakeholders can install basic functionality, expgstheir services and/or data via
Application Programming Interfaces (APIls). Regesrifor APl management can be
implemented [9] and there are frameworks for vigirag data retrieved by APIs on maps
[10], thus allowing users to construct level 1 2rigpes of applications [3].

However, a more structured approach is neededctirabines the three-tier model with
configuration information on how and where othegaarizations provide functions for the
various tiers. The structured approach combingswsiperspectives of the infrastructure:

- Data perspectiveTo handle all types of data manipulation functidnsa secure and
authorized way. Data might be from multiple soureewl linked [11]. These data
manipulation operations can be serialized or parallhe data infrastructure must
integrate legacy systems into the system-of-systeingata custodian provides data
storage and processing functionality; a data stwarresponsible for data quality.
Individuals already use data custodian services stwaring and collaborating, e.g.
Dropbox, iCloud, or Google Drive. From a technipatspective, the data perspective can
be constructed by integrating Application Programgninterfaces (APIs) supported by
APl management platforms with (limited) data gowrce and — security functionality
[9].

- Process perspectiveProviding functionality to participants for pudii/subsribe to
information events on state changes in the systeavaluated state changes to trigger a
next action, resulting in for instance a physicapiection. Protocols for collaboration and
value exchange are also part of the process inficiate. These protocols govern events
for sharing data amongst collaborating stakehold@ise behavior of individual
components in a system-of-systems needs to be @rpbd laws and regulations. The
process infrastructure thus also considers cong#iamles specified by authorities.
Yahoo, Amazon, and Salesforce are examples ofvicegprovider offering the process
perspective with Yahoo Pipes, Amazon Simple Woikff®ervice, and Salesforce Visual
Workflow respectively

- End-user perspectiveA set of APIs exposing various functions represénby a
semantic model. End-users will be able to accesduihctionality, based on their access
policies, in various ways, e.g. as apps developeddb entrepreneurs running on smart
devices or via a browser interface. End-users laeable to receive notifications based
on publish/subscribe functionality offered by thieqess perspective.
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- Semantic perspectivépecifying concepts, associations, and rules comimatl actors

in a particular domain, allowing actors to makeeagnents on collaboration. Semantics
not only contributes to reducing technical complexby creating awareness of
dependencies, but also contributes to a rapid eptdknew applications and to their
ability to share data. Research issues have bedinkkesemantic models of different

resources thus constructing networked ontologi®§ {@ interrelate data of different

sources, thus creating Linked Data [11] in accotdanith the model proposed by Tim
Berners-Lee [13]. These linked models express rdiffeviewpoints, e.g. linking a cargo

with a vessel maintenance viewpoint via the ‘vésseicept.

- Data governance - and security perspecti@®nstructing a distributed chain of trust
based on available trust communities for identifag authentication and access control
policies [14]. It provides controlled data sharibgsed on governance mechanisms
addressing privacy, liability, and commercial s#wity [15]. One can distinguish
between policies agreed in communities that colialeo e.g. to share capacity or
combine orders, open data with no security, ancrelidnary access by a particular actor,
e.g. access to one’s patient record or transadtitm

These perspectives are interrelated. For instaheegata perspective behaves according
configuration by the semantic and process persmediata access policies are specified by
the governance and security perspective. Yet, #ta thfrastructure has to integrate with
legacy systems that are not yet able to behavedingao the principles of the semantic web.
They have to be supported by data transformatiostionality for resolving differences in
semantics and syntax between semantic web andadatabtandards. This can be offered as a
service as part of the infrastructure and be calfszh by the process perspective. In a similar
way, the process perspective can integrate othmstyf services, for instance those of
predictive analytics.

4.3. Seamless participation and interoperability irsmart logistics systems

All ingredients seem to be available to (technigalionstruct a distributed system-of-
systems. Separating the infrastructural perspextiviel specifying their interfaces, a system-
of-systems can be created that is flexible, extelejaand scalable. However, their
implementation is still time consuming, costly amdy lead to closed subsystems in for
instance a port area.

In this respect the concept séamless participatiois introduced: the ability to connect
once to a system-of-systems and participate. Eaditipant should register itself to be able
to be found and utilize the ecosystem’s APIs. W& dunctions are exposed in the ecosystem
as a Logistics Profile expressing the participfumstions as:

- Data access profiles, where data access restgciom specified through policies. This
functionality supports level 1 and 3 of situatiomeaeness, with level 3 an intention for a
particular action.

- Logistic services that can be provided to supposiress transactions as level 3 output.

The Logistics Profile prescribes the technologgpplies for actually sharing data: syntax,
protocols, Uniform Resource Identifier(s) (URISK.e

Additionally, the inherent distributed nature ofthystem-of-systems makes thaamless
interoperabilityis key for their further successful introductidr6]. Interoperability should
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address the mutual dependent aspects of the indivichfrastructures for the various
stakeholders, at the same time with lower Totalt@dsOwnership (TCO) in large scale
distributed and open systems.

In scientific research, various frameworks havenbgesented that focus on the different
levels of interoperability. An approach that isesftrecognized and seems to be well accepted
distinguishes three interoperability levels thadidd be implemented: technology, semantics
and organization [17]. The basic concepts and systr realizing interoperability at the
technology and semantics level are currently magufalthough technology for seamless
interoperability is still scarce). The successfotraduction of a smart logistics system
therefore strongly depends on the more ‘non-teelinievel of organization, for which some
critical concepts are still lacking or insufficienthe following section elaborates these
organizational concepts and proposes a Living lagigoach in which concepts from data
and service science are applied.

5. Creating a smart logistics ecosystem

There are numerous challenges for creating andeimghting innovative systems [18].
Two types of innovation-decisions often drive inaten diffusion by organizations:
collective and authority innovation decisions. Wdas consensus building is central to
collective innovation decisions, a few individualgith high positions of power in
organizations drive authority innovation decisifig].

A Living Labs approach is a means to resolve theowation challenges in practical
settings. Their objective should be clear to alttipgpants: to construct a smart system in
which all participants are able to make their decdis based on the principles of self-
organization (system-of-systems), while complyinithdaws and regulations (smart system).

This section discusses the role of authorities cti@lenges on innovation diffusion in the
Living Labs approach and touches upon governanteesk smart systems.

5.1 Smart systems — why authorities should particigte

In a smart logistic system, authorities not onlyess the state of a system, but are also able
to intervene based on rules and predictions ofbteavior of the system. They currently
implement data sharing with declarations: tradergehto push data to those authorities by
electronic messages, although not all regulatiorsyat paperless in all countries. Data is
aggregated and analyzed to provide for instancenifser perform inspections, or collect
duties. In a smart logistic system, this declarabased approach would increase the
administrative burden for traders. Furthermorelogs not always produce high volatile data,
which has impact on physical inspections and intced unnecessary delays leading to
potential high logistics costs. Moreover, data icgplon reduces data consistency and -
completeness, affecting risk analysis results.

There are potentially two options to improve comptie. The first option is to implement
compliance rules specified by authorities in thetem-of-systems and audit these systems.
This improves compliance of the behavior of thaesys The second option is to have traders
provide data access to authorities, which provilesactual - and predicted future state of the
system. This improves improves risk analysis andrdioated border management by
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authorities. Laws have to support these types pfagehes leading to implementations like
‘Horizontal Supervision’ as part of the Modernizédstoms Code.

It can be expected that data access and analysauthrities, potentially leading to
inspections or other corrective actions, largemmmifies IT systems of authorities with a
decreased Total Costs of Ownership (TCO). Busioasss to support this assumption are yet
to be established, which is also considered todse qf diffusion of innovation [19]. These
aspects need to be addressed in Living Labs tavalie implementation of a smart logistic
system.

5.2 Innovation diffusion: aspects of the Living Lals approach

Diffusion of systems-of-systems comprises variogpeats. One way of addressing
innovation diffusion, is to create so-called Livingabs [20] based on a convenant of
participants, not only addressing their collabamatiules and the objective of the Living Lab,
but also financing until the solutions for self-anjzation (the system-of-systems) are
adopted by the majority of followers and the subsed steps toward regulatory compliance
(smart system) can be taken. The commitment shads@involve authorities as they need to
take these final steps towards such a smart systeexplained in the previous paragraph. As
the solutions evolve, they can be implemented derge scale, adopted by the majority of
followers [19] and spread via various communicatibannels, including viral marketing via
social media, as is illustrated for instance far tiptake of Layar Technology.

Within Living Labs, the solutions for various astsecan be developed and validated:

- Thetype of innovation-decisiothat needs to be taken is a critical success rfdotoa
smart logistic system. With respect to the innamailiffusion lifecycle [19], one would
like to involve early adopters and commit them he tuse of the system. However,
systems-of-systems involve a large number of stakiehs, giving issues to find
sufficient critical mass to implement a logistigstem-of-systems and/or opinion leaders
with sufficient authority. As logistics consists aflarge number of SMEs with low IT
maturity [1], it will be difficult to involve earlyadopters, obtain critical mass and get
opinion leaders and early adopters on board. Tecsehrly adopters, assessing their IT
maturity using a capability maturity framework damused.

- Culture andtrust are important aspects of innovation diffusion. \"ae early adopters
will see the benefits and will be enthusiastic, riegority of stakeholders will be skeptic.
They trust the way they currently operate and dgv€IT) solutions and focus on new
ways of collaboration instead of sharing data atiogr to protocols and rules. These
rules and protocols need to be established to fraténust and provide a cultural change.
The behavior of individual stakeholders can be tooad to create trust with similar
mechanisms as used for instance by AirBenB (a fmepeer marketplace for bed and
breakfast) and Zoover.

- Value creationfor each of the stakeholders, cost-benefits fatheaf them, and gain
sharing mechanisms [18] are aspects of a commercéld business nature. Many
authors propose a life cycle in which these issresaddressed for instance with an IT
service innovation lifecycle. Especially for stags, innovation lifecycles are too ling for
today’s evolving technological environment with awmer-growing app economy. IT
services should be developed in short developmigetytles [21], which are also
considered for developing business value propostidStepwise, with relative low

*Corresponding Author. Email: wout.hofman@tno.nl


boonmhvd
Text Box


investments, innovative IT services and their cgpomding value propositions are
developed and validated in practical settinQgen innovationbased on data sharing
provided by the process infrastructure can contilbol a functionality increase, mobilize
available skills and expertise and create sustinaksiness models in an app economy.

- Privacy, liability, and commercial sensitivitgeed specific attention in a system-of-
systems [15]. Privacy of individuals has to be gasged according to existing privacy
laws. Privacy in logistics applies for instance tte movement of barges (see the
example) that are also used as a home by the operad his family and truck drivers.
Liability of a participant considers data provisithat leads to for instance loss of goods
or to accidents of transport means that are opktayeothers. Providing access to for
instance goods data increases ones liability. Cawialesensitivity relates to competition.
It involves both pricing structures and value exde patterns between stakeholders.
Sensitive data can only be shared in a restrictadner within a system-of-systems, but
analysis of large amounts of data may yield emergatterns that can lead to individuals
or enterprises [22].

5.3. Governance of a system-of-systems

A distributed, peer-to-peer (or federative) apphoacthe guiding principle for developing
a system-of-systems. Each participant governsvits particular components of the system.
However, to be operational at a large scale, amahirule set needs to be defined and
governed, on top of the business rules for shadogts and profits and gain sharing
mechanisms. This is comparable to the governancehef Internet, see for instance
http://www.internetsociety.org/what-we-do/interigtues/internet-governance

The minimal rule set comprises for instance rules gmod behavior, protocols and
technology for data sharing, data semantics, aadhebility of all participants. All IT
components of in-house developed systems or systathservices provided by commercial
— or web entrepreneurs including apps running orarsmdevices providing situation
awareness, have to behave according these rulegriiamce considering functional — and
non-functional aspects has to be installed. Nomtfanal objects are for instance Service
Level Agreements specifying availability and penfiance of individual components of the
system. Functional objects are protocols, semantosl open standards applied in the
system-of-systems, but also gain sharing modelsgpéawmdcy rules.

Existing models for governance of open standar@} ¢puld be extended to cover all
governance aspects for a system-of-systems.

6. Conclusions

There are many initiatives to create (parts ofjnars system. Many of these initiatives are
aimed at what one could call ‘vertical applicatiorighey focus on one particular transport
mode or address a single bottleneck like turnardime at hubs. Hence, they consider how
different parts of the infrastructure should belewgy. But there is not an unified approach
yet.

This paper proposes a phased Living Labs introdactipproach for a more structural,
unified, infrastructure for a smart logistics ecgisyn. It allows the further development
alignment of its IT components and addresses lelVaat aspects of innovation diffusion in a
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controlled way. Further elaboration and evaluatbthe approach need to be performed by
practical applications and study of existing iritias.

Implementing a smart system of this nature in liggsrequires on the one hand validation
of behavior of components when registering as @aent and on the other hand simulation to
evaluate stability and robustness of a system-sifesys.
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