ORGANIZATION

Opportunitiesfor Social Media in the Comprehensive Approach

Rick van der Kleij, Arnout deVries
TNO Behavioural and Societal Sciences
P.O. Box 23, 3769 ZG Soesterberg

NETHERLANDS

Rick.vanderkleij@tno.nl / Arnout.devries@tno.nl

Wilco Faber
Ministery of Defense, Operational Policy, Requiremseand Plans
Prinses Juliana kazerne, Thérése Schwartzestraabd% XK, The Hague
NETHERLANDS

W.Faber@mindef.nl

ABSTRACT

Meeting today’s scope of military operations ofticompass areas of consideration outside of thiganyil
such as the economic and political impacts. Thilsscfor high levels of coordination, consultatiomch
interaction among all actors involved. We are oinggn that this comprehensive approach to operatioray
benefit from social media. We define social mediinternet-based applications that allow groupsisérs to
create, share, and gather information with the miilen to facilitate overall command communications
strategy. Examples of social media are Faceboolittdivand Weblogs.

Social media is at the top of the agenda for maiwlian companies. There seems to be limited
understanding, however, on how to effectively eynpteial media for military operations. This pajpetends

to provide a brief overview of opportunities andgks of social media for military operations. More
importantly, this paper will provide insights onwocial media may aid the collaboration betweenf@A
and non-NATO actors in the NATO comprehensive amiroHence, we foresee that this paper will allow
decision makers to consider the opportunities aistksr and plan for the necessary organizational and
infrastructural changes required to make social rmedforce multiplier in future military operations

Most of the results discussed in this paper welkec®d during a one-day workshop. The workshop was
convened with an audience consisting of militargl aivilian social media experts and future militdeaders
representing the different military departments.ribg the workshop participants envisioned opportiesi
and promising applications of social media in raiiit operations. On the base of this workshop welcoie
that future efforts should focus on minimizing tis&s involved in the application of social medmameans

to improve cooperative multi-organizational efforBxamples are human-in-the-loop experimentatiora as
means to collect evidence of the utility and fimtieptial areas of application and training and edtion to
make military personnel more aware of the risksagfial media.

1.0 INTRODUCTION

Not until recently, the Pentagon has decided thi@ige the use of social media across the U.Stanyli
saying the benefits outweigh security concerns Abhong these benefits are that social media may tnel
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timely and transparent dissemination of informatjh According to the U.S. Army social media eresur
that the Army’ s story is shared honestly and diyeo Americans all around the world whenever thegnt

to see, read, or hear it. The U.S. Navy adds te tiwt social media provides a rich means of sbarin
information, not only with Americans, but with @iternal and external stakeholders [3].

Following the claim of the U.S. Navy [3] that sdcreedia provides a means of sharing informatiorhwit
internal and external stakeholders, this paper emrginat the comprehensive approach necessitates the
application of social media. Meeting today’'s scople military operations often encompass areas of
consideration outside of the military, such aseébenomic and political impacts. This calls for highels of
coordination, consultation and interaction amonp aators involved. We are of opinion that such a
comprehensive approach to operations may benefit the application of social media. We define docia
media as internet-based applications that allowiggoof users to create, share, and gather infosmatith

the intention to facilitate collaborative plannirmnd decision making during expeditionary operations
Examples of social media are Facebook, Twitter,ipéi#tia, and Weblogs. More specifically, we proptiet

for the comprehensive approach to work, social made needed that allows the military to (a) maritetter
relevant discussions that take place on the inte(beinfluence public opinion and broadcast infiation to
stakeholders more effectively, (c) better ask tbblip and partners for help and support, and (druBs
matters more effectively and cooperate more thdryugith other NATO and non-NATO actors in the
NATO comprehensive approach.

This paper discusses the uses of social media dhdontrast the benefits that come with these wsgEnst

the risks of social media in the comprehensive @ggr. For this purpose, in June 2011, with the ety

the Netherlands Department of Defense (DoD), adfworkshop was organized with Army, Navy and Air
force leaders with operational experience. Durhig workshop threats and opportunities of sociallimén a
comprehensive setting were explored. This paperiges an overview of the key findings of this wdrkp.

We conclude that the many risks involved in the efssocial media in the comprehensive approachiresju

us to proceed with caution. More data-driven redeas needed before we can go ahead with the actual
implementation of the necessary organizational iafrdstructural changes required to make socialianad
force multiplier in future comprehensive operations

20 THE COMPREHENSIVE APPROACH

Many contemporary military operations are launchedonflict environments which require the applioat

of instruments other than the military to establig@ace and security [4]. A variety of reports explg the
failure of peacekeeping testified that this coukel &ttributed, at least partly, to poor coordinatemd
collaboration between the actors engaged in th@satives (Report of the Panel on United Natioresa¢e
Operations. United Nations, A/55/305—-S/2000/80@prSthe insight arose that there is a mutual deperyd
between security and development efforts and thlienstanding that managing these interdependersies i
essential to achieving efficiency, effectivenesd anstainability (see Figure 1). This idea has lm=ened the
Comprehensive Approach (CA).

Of importance in all cooperative multi-organizatiefforts is the willingness to look beyond orgaational
boundaries and focus on overarching results insbédte activities of individual actors [5] [6]. dividual
members of organizations need to establish linkages manage interactions with other organizatians t
organize task-related issues [7] [8]. Researcheremlly refer to such behaviors as ‘boundary sipgnn
behavior’ [9], and have established its importafmeorganizational performance [8] [10], as well the
performance of collections of interdependent teéiras multiteam systems; [11]).
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Boundary theory assumes that organizations deperteir environment for critical resource inputs,veell

as for the disposal of their outputs [12] [13]. Homer, there are many barriers to successful iniegraOne
recurrent barrier to integration is the culturefaténce between actors that may be observed in the
comprehensive setting (cf. [14], p. 19). In theefad difficulties understanding each other’s ohijexd and
motivations, self-contained societies may devefiying rise to miscommunication [15].

| N With breaking stories and
¥ _‘f-.!t U N N Ews c ENTRE newswire products from z UN News
W v service

Home | Press Room | Multimedia | Tools & Services | Resources | News Focus | What, When at UN |

Q Print & Email B Share ' 1| W Like Search UN News [ o |
Advanced Search
UN stresses need for comprehensive "RELATED STORIES

Ban encourages Jordan and
| Arab neighbours to continue
with reforms

approach to tackling Yemen’s problems

27 January 2010 - Only a broad approach that
incorporates improving the economy, battling poverty,
promoting stability and fighting terrarism will solve
the underlying causes of Yemen's many problems, the
top United Nations political official told an
international conference on the country today.

General Assembly President
confers with Security Council
counterpart

B. Lynn Pascoe, Under-Secretary-General for Political
Affairs, told the High-Level Meeting on Yemen, held in
London, that the UN is ready to assist the
impoverished Arab nation make progress on the humanitarian, developmental and
economic fronts. The country is one of the poorest in the region.

UN staffer held in Yemen
released unharmed

UNICEF appeals for nearly $1.3

n . . billion to assist children in 2012
The many challenges faced by Yemen can only be addressed in a systemic and

comprehensive way,” Mr. Pascoe said, stressing that the Government and its people
must be at the centre of this approach.

Figure 1: UN stresses need for comprehensive approach.

The CA depends on a culture of cooperation, geeeérby understanding that managing interdependencies
and harmonizing joint objectives helps to achiexeater efficiency, effectiveness and sustainabjiily But
more is needed then just the proper mindset ofpalties involved. The CA usually entails having
‘mechanisms’ in place for regular meetings to exgeainformation or discuss cooperation. The CAestat
little, however, about how the dependencies nedx tmanaged or how harmonization does occur.

Browning [16] and Adamsson [14] categorize and esgkeveral integrative mechanisms that are ajyiica
to the CA. Browning defines integrative mechanisassstrategies and tools for effectively coordirgtin
actions across groups or organizations, for example collaborative setting. As catalysts, theyiliate
information flow across communication barriers, tsuas a company’s organization structure, incentive
systems, location, leadership styles, culturaleddhces, and management traditions. Integrativénamesms
must also regulate information flow such that iteslonot overwhelm or underwhelm its recipients. An
important group of integrative mechanisms are gmpeite and adequate organizational information and
communication systems which provide for the essabfient of integration. We will argue that thera iseed

for a special type of information and communicatsystems, namely social media. As we will showhia t
following sections, social media may provide theam® to support coordination and collaboration é&ffor
between the actors involved in the CA.
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3.0 SOCIAL MEDIA

Information and Communication Technologies (ICTayd been changing the society, providing more, and
cheaper opportunities to find, and to communicath people [17] [18]. ICT enables people to organend
individuals to meet easier. Moreover, ICT makesaaropen political system possible facilitates pedp
share narratives and believes easier [18]. Inifatilg these opportunities there is a central folesocial
media.

Social media is intended to facilitate communigatémd interaction with peers and with public audeanon
topics of mutual interest, typically through Intetrand mobile communication technologies. The miregly
ubiquitously accessible and scalable communicagohnologies (often referred to as web 2.0 [19fvalor
exchange of user-generated content [20]. User gwtbicontent (UGC) is media content that are plyblic
available and created by end-users. This papertheeg®rm social media to refer to the online tethgies
and practices that allow groups of users to intetliough creation and sharing of information witie
intention to facilitate overall command communioas strategy.

The Netherlands DoD has recently issued guidelidgfs According to the NL DoD, social media helpet
NL DoD to communicate more quickly and directly hwiarget audiences, such as potential recruitssé@ he
increased communication capabilities facilitatesftllowing important NL DoD organizational purpsséa)
Increase in knowledge about Defence by generaliguli) More support of the general public for Defe
activities abroad; and (c) To increase the vigipiliith potential recruits of Defence as interegtémployee.

Social media can take many different forms, inatgdiext, images, audio, and video. According to IKap
and Haenlein [20] there are six different typesafial media: collaborative projects (eWdikipedia), blogs
and microblogs (e.dglwitter), content communities (e.d.outubg, social networking sites (e.g§acebook
virtual game worlds (e.gWorld of Warcraf}, and virtual social worlds (e.gecond Lif¢. We propose a
different classification, however, based on théesdént uses or possibilities of social media (seer€ 1).

‘Monitor g

Figure 2: Classification of social media by opportunities for use.

First, social media offer the opportunity of segsand analyzing what is going on in society,nbgnitoring
user generated information. The second use oflsoedia is that of a new communications channdl ¢ha
be used tawommunicate to groups or individuals. This type of communioatidoes not necessarily call for
reactions, but governmental bodies also have tisilpitity of asking questions to the public at large. This
third approach is often called crowdsourcing (esgeding a question and harvesting the answers)fotinth
type of use idnteraction with stakeholders. This occurs when asynchronousven real-time two-way
communication takes place in the form of a dialogueven multilogue. Below we explain the four uses
more detail.
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Monitor: What contents do civilians, allies and other afgations generate on the internet. What is goimg o
in a society, an area, or community (the contertvokk)? And which people take part in these social
networks (the actor network)?

Send: Governmental bodies often send information, withexpecting an answer. Civilians are often
informed, and sometimes asked to take action, asciie following example nicely illustrates: "clogsur
doors and windows, there is a large fire in youghnieorhood".

Ask: When an organization or an individual of thatamgation asks a question, an open call (crowdsugiyc
or closed call (prosourcing, or direct messageyone or specific individuals or groups are targeted
respond. For example AMBER alert aims a questiaghetrowd, using different channels, such as "Migs
since 14-02-2012: Jan de Vries: 14 years old frdiheHague. Blond hair, black coat, white shoestdho
available athttp://amberalert.nlDo you have information? Twitter: #missing @Janaes, Or call: 0800-
6070.”

Interact: Civilians or (people from) organizations often seeloperation, dialogue or multilogue, not just a
short answer. Examples are Communities of Prattyagg to solve issues or co-create solutions thhotheir
online activities. Defense, governmental, or civiliorganizations can chose to initiate such inteeac
platforms or choose to join them.

All four modes of use can be seen as separate tfpese, there is no fixed order in using them. dogr, we
pose that monitoring should be at the basis of tgpg of social media usage. Monitoring can be about
measuring sentiments (feelings) amongst a crowgraup, can be about finding facts, rumors or pdasib
threats. When sending out messages, asking questi@crowd or trying to interact, it is wise tomtor and
listen to what's going on before taking action. &eg, asking questions and interaction is sometiursesi
simultaneously where monitoring is done continupulklence, monitoring is the key to success forater
types of use. Because social media will keep produmassive amounts of information monitoring will
always be necessary. After analysis, questionsek sew information can be directed to the crowdygs or
individuals, information can be produced or a diake is started to reach a certain goal. After #uson
reactions are analyzed and the cycle of use caegirDf course, these pathways can change overdorame
could start with dialogue and end with persuasgamd).

40 WORKSHOP ON SOCIAL MEDIA IN THE COMPREHENSIVE APPROACH

In June 2011, with the support of the NetherlandswA a half-day workshop was organized with Army,
Navy and Air force leaders with operational expeeee The workshop was organized by members from the
project organization Social media for the Defenssg@mm leader V1125: C4l in a comprehensive approac
The workshop was funded by the Netherlands Deféhgmnization and was hosted by the Director of
Operational Policy, Requirements and Plans. Thegag of the workshop was to identify the threatd an
opportunities of social media in a comprehensivénge Another purpose was to explore the possibdiof
social media applications in the comprehensive @ggr. As mentioned, we are of opinion that the
comprehensive approach to operations may benefit ocial media. Hence, the workshop’s focus was on
the use of social media for command & control ipexditionary operations.

The workshop was preceded with a general literateseew of social media. Scientific and popular
publications on social media were studied withititention to create an overview of risks and opjaties

of social media. The result of this literature stwdas recently published (in Dutch) on Frankwatghiom
[22] (seehttp://www.frankwatching.com/tags/social-media-siuot
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4.1 Threatsand Opportunities of Social Mediain the Comprehensive Approach

During the workshop many arguments for and agdiresuuse of social media during expeditionary missio
were identified. These were later clustered acogrtth the NATO DOTMLPFI acronym. DOTMLPFI stands
for Doctrine, Organization, Training, Materiel, ld=aship and education, Personnel, Facilities and
Interoperability. A graphical representation wasrtitreated presenting an overview of these argumént
total the workshop participants identified 26 argumts for and also 26 arguments against the useaidls
media during expeditionary missions. This overviswpublished ofifNO.nl. The remainder of this section
discusses a small selection of the arguments tbe identified during the workshop with a direcpiioation

for the comprehensive approach.

41.1 Threat: OPSEC

By far the most important threat to the use of aoanedia according to the workshop participants is
Operations Security (OPSEC). The uncontrolled, wuhated, and publicly accessible nature of sociatime
may cause a lot of damage to OPSEC. There are examgples of how through social media the OPSEC was
endangered during expeditionary missions. For el@nwhen personnel in their communications through
social media with their spouses or friends unineeatly provide information that poses a threaOBSEC,
such as giving away information on highly classifieisits of highly ranked military personnel or itiv
authorities to camps (see Figure 3). On other @ameasinsulting messages, acts of racism or messtge
point out the stupidity of military personnel diedits the imago of the DoD or the Ministry of Deden
(MoD).

BERAME NEWS

IDF soldier jailed after web leak

The Israeli military cancelled a planned raid on a Palestinian village after one of its soldiers posted details of the
operation on Facebook.

The unnamed soldier revealed the time and place of the raid and the name of his unit on the social networking site.
He said on his status update that his unit planned a "clean up” raid.

The soldier was court-martialled and sentenced to 10 days in prison. He was also ousted from his battalion and relieved of
combat duties.

"On Wednesday we clean up Qatanah, and on Thursday, God willing, we come home," the soldier wrote on his Facebook page.
Qatanah is a village in the West Bank near Ramallah.

His Facebook friends and fellow soldiers reported the post to the authorities.

The decision to cancel the raid was made by commanders after it was feared the leak would put the unit in danger. The
operation went ahead several days later.

A statement from the military released after the leak said, "Uploading classified information to social networks or any website
exposes the information to anyone who wishes to view it, including foreign and hostile intelligence services."

"Hostile intelligence agents scan the internet with an eye toward collecting information on the IDF (Israel Defence Forces),
which may undermine operational success and imperil IDF forces,"” it added.

Posters

Prior to the leak, the Israeli military had launched a full-scale campaign warning of the hazards of sharing military information
online.

Figure 3: Social media a threat to OPSEC? source: http://news.bbc.co.uk/2/hi/8549099.stm.
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A recently issued guideline by The Netherlands )21} states that OPSEC severely limits the useoofas
media. All uses that are campaigning against OP&EQrohibited. Personnel are prohibited to wriield
internal affairs, not yet issued policies or clfiedi information. Training and education shouldypkn
important role in making military personnel awarfetlve risks of social media in expeditionary missio
Interesting to note is that this recent guidelim@ginot see a role for social media in helping emage
interdependencies and harmonizing joint objectimesxpeditionary operations. Moreover, SG A/971éss
no specific guidelines to military personnel workimbroad or during expeditionary missions.

Recent research shows that the stories that ryilgarsonnel post on social media, such as YouTale,
highly similar with official statements of the néry [23]. Brand [23] argues that military persohaes well
aware of the risks to OPSEC that social media pogbkeir selves and their colleagues and that iieaf
social media to OPSEC is a lot smaller than thddgem thinks or wants us to believe. Although tisk of

the use of social media to send information (é¢@spouses, friends, or the larger community) t&SBE@
seems relatively small, it may still severely limitil-military cooperation in the form of a dialog. Due to
the fact that by definition social media are pupliaccessible, the use of social media as a means t
communicate classified information in the compredina approach between allies is limited or not ption

at all, leaving us with the question of when an@/at circumstances social media has added value.

Figure 4: UN headquarters in Baghdad lies in ruins after
a massive suicide bomb explosion in August, 2003.

4.1.2  Threat: The Peacebuilding Dilemma

On October 27, 2003 an ambulance filled with expls smashed into security barriers outside the
International Committee of the Red Cross (ICRC)doearters in Baghdad killing several employees and
leaving more than 200 wounded. Following the agatke ICRC immediately withdrew its internatiostaff
from Baghdad [24]. The United States was held euaiy responsible by members of the ICRC for thatlie
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of the humanitarian aid workers. Members of the &id NGO communities felt they were endangeredypartl
by the fact that the U.S. was fighting a war thed imot been authorized by the Security Counciltaat had
created a situation which had basically inviteddttacks [24].

The comprehensive approach has created a situahimm military and civil actors operate in the saspace
at the same time. Civil-military cooperation hasiaes implication for NGO’s on their ability to rexm

impartial, neutral, and independent in fulfillingeir core tasks. As a result, the lines betweertralerelief

efforts and non-neutral peacebuilding and reconstm activities have become increasingly blurtbereby
raising dangers and risks especially for civiliatoas [24]. This has created a situation, which lteen called
the peacebuilding dilemma, in which NGO'’s are ridat to openly collaborate with the military [24]he

complete and open access of social media and, goesty, the high visibility of the civil-military
cooperation to the public severely hinders the tdimm of social media in the comprehensive apgroac

41.3 Threat: Social Media Are Not Social

To what extent are social media social? The chattratlpeople use to communicate via social medienof
imposes restrictions on the communication procsese Figure 5). When people have the ability to aohd
face-to-face discussions, they can use the fulheaof linguistic, paralinguistic, and nonverbal aeiors to
communicate and coordinate [25] [26] [27]. For ep&m it is possible to use directional gestures
(i.e., pointing) to refer quickly and easily to jpbm locations, and objects. Because face-to-face
communication is produced in real time, speakenge hdirect feedback on how their message is being
understood as it is being delivered. Social medaianit difficult to transmit all of the sourcesioformation
available in face-to-face conversations at the sateeand fidelity at which they occur naturall]2During
computer-mediated communications via social, megiaticipants are usually unaware of the facial
expressions, tone of voice, posture, and so fdrtheoother participants [29]. Consequently, ibédieved that
people feel more anonymous and are focused moiteeomselves and less on others [30].

rF

Figure 5: Social media reduces the need for face-to-face communication.
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Reduced levels of social context cues are ofteacéted with lower levels of interpersonal trusi][332].
Trust is important within a comprehensive approdetause it supports the building of interpersonal
relationships, functional interactions, communigati coordination, and cooperation between partisl
reduces the costs of monitoring and controlling [3&]. Trust is essential to the loose couplingtthllows
civil-military collaboration to work. This represena critical paradox for coalition partners withosg ties
through social media. If members of distributedlitioas are going to engage in collaborative attg, trust

is needed. But for trust to develop members nedxbtim proximity of each other, for instance toate the
amount of effort others are expending, activitresvhich collocated teams can much more easily enffzg

414  Opportunity: Anytime, Anywhere, Anyone

An important characteristic of social media, whempared to other types of media, is that socialimate
relatively inexpensive to use and easy accessibEnable anyone to publish or access informati@ndd,
social media are independent of time and locafitms potential is exploited increasingly, since thiernet
becomes increasingly available around the worlditBli skills, knowledge and prosperity used to éguired

to use social media (and the internet in genehalproving usability, user friendliness and decregsiosts
make social media more accessible and decreasshdide (see Figure 6). This means that with the
availability of social media it is becoming a laséer to communicate with all stakeholders involiedhe
comprehensive approach. Moreover, with the adomtisocial media as an extra means for communicéitio

is no longer needed, for collaboration between NAad non-NATO actors in the comprehensive approach,
to invest lots of money in interoperability.

US Army runs smartphone trial, could
see 'limited deployment' later this year

By Sean Buckley [ posted Jul 16th 2011 7:24PM

—_— / . i R
Sure, the US Army could continue to develop expensive proprietary gadgets for use in the field, or they
could make the switch to (relatively) inexpensive off-the-shelf smartphones. It's a change that's been
considered for some time, and the Army is now at the tail end of a six-week trial of more than 300
Android, iPhone, and Windows Phone devices for military use. The results have been promising,
according to program director Michael McCarthy, stating that younger soldiers who grew up with
smartphones and handhelds are very comfortable using them for military purposes.

Figure 6: Inexpensive off-the-shelf communication technology, increased usability,
user friendliness and decreasing costs make social media more accessible.
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This fall the Netherlands military is starting aga continuous Netherlands multifunctional exereigéch is
called PROMISE. The focus of the exercise is orofing new approaches to Command and Control (C2)
with inexpensive off-the-shelf communication teclogy. The rationale behind this exercise is thato€2ll
NATO and non-NATO partners in the comprehensiver@ggh by one organization is not possible. An
important question the Netherlands military is &dding is whether a combination of social mediaetaised

at the lower levels of classification and milita®2 systems will provide for a satisfactory levelsystem
awareness and harmonization between partnersl&eEigure 6).

415  Opportunity: Unity and Involvement

By using social media individuals are able to utiiteir forces more efficiently and effectively thhafore.
The impact of these joined forces, knowledge aritlssfaka wisdom of the crowd) has changed the way
organizations, government and community act andkweor example, last February, the Defense Advanced
Research Project Agency (DARPA) partnered with LLddators and announced the Experimental Crowd-
derived Combat-support Vehicle (XC2V) Design Chadie. The public was asked to design a military clehi
that could execute two types of missions: CombatoRraissance and Combat Delivery & Evacuation. A
prototype of the winning design, the XC2V FlypmoHtas just recently been constructed (See Figure 7).

Figure 7: The crowdsourced Experimental Crowd-derived Combat-support Vehicle.
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As mentioned, social media not only enables uddoepan open call to the general public, socialimatso
enable the possibility to have a dialogue with ar@yanywhere at low costs. Being able to have thisgue
allows you to co-create and to let citizens pgrtite in the policy-cycle. Two-way communication \pdes
interesting new opportunities for the military. Axample of such new opportunities in the comprekens
setting is the possibility to partner-up with ciaits or local NGO’s during reconstruction missions.

4.2 Summary of Threatsand Opportunities | dentified

Many arguments for and against the use of socidiaria the comprehensive approach were identifieolur
workshop. To name a few: Social media may limit flioav of information between coalition partners,yma
cause misunderstandings through miscommunicatawer levels of trust, and a peace building dilemma,
which all hinder civil-military cooperation. Anoth@rgument against the use of social media is gbaial
media are highly dependent on IT-infrastructureatnii local government shuts down internet or aursdt
disaster takes place knocking out the internet Toinfrastructure? Another problem identified in the
workshop is that of finding the target audienceerBhare so many social media that it may beconfieutfor
even impossible to find the people you want to camicate with. More, there is the risk of opponammg
fake identities, for example that of US Militaryrpennel, to influence the conversations on socigdlimin
order to undermine goodwill of locals or partdemstead of helping civil-military coordinatiorprf example
during relief efforts, peacebuilding and recondinrc activities, these threats may seriously hindierl-
military cooperation in the comprehensive approach.

The workshop resulted in several opportunitiesftter civil-military cooperation through social die, such

as an increase in reach and ease of communicaitbnalll stakeholders involved to increase the dffac
operations. Another interesting opportunity thatswdentified during the workshop, but was not farth
elaborated on in this paper, is the use of soc&limas a polling instrument to assess moraleeoetfects of
the operation. In this example, social media igluseconduct polls amongst own personnel, NATO raow-
NATO actors in the comprehensive approach. Furtbegmcrowdsourcing, for example at own troops, was
named as interesting opportunity for social metirgine that you encounter a problem during yourkwo
With the help of social media you could ask the ldjoor, in a similar matter, local people or expaded
colleagues back home for the solution to your paoigk).

5.0 CONCLUSIONSAND RECOMMENDATIONS

An important aspect of the comprehensive approsthat organizations involved need to establiskaljes
and manage interactions with other organizationsrganize task-related issues. This paper expldred
possibilities for social media to improve compretiea planning and decision making in a cooperatingti-
organizational effort. We found that there are mamportunities for social media in the comprehemsiv
approach that plea for the implementation of sonigdia in the Command & Control structure of the
military. These opportunities may take differentnfis. For example, the implementation of social mexdi a
means to communicate has financial benefits fanablved in the comprehensive approach. Socialianarce
often composed of inexpensive off-the-shelf comroatidon technologies that are easy to use. This s
for NATO and non-NATO actors to communicate andrdo@te no expensive communication technologies
need to be developed nor acquired any more. Otheortunities identified are that social media htve
power to involve all stakeholders in the comprehengplanning and operations cycle, make visible who
doing what, and increase the reach and speed ahooroation.

! Interestingly, according to several media, therniftary is developing software that will let iesretly manipulate social media
sites by using fake online personas to influenderiret conversations and spread pro-American peopigy (see, for example,
http://www.guardian.co.uk/technology/2011/mar/17épg-operation-social-networRs
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There are many risks involved as well with the aksocial media as a means to improve cooperatiyé-m
organizational efforts. These risks have to do tgawith OPSEC but also with channel restrictionstba
communication process, making it more difficultttansmit all of the sources of information avaitalih
face-to-face conversations at the same rate aatit§ichit which they occur naturally.

An important question is whether the opportunitésocial media outweigh the threats. Based on wieat
have learned so far, we think that more knowledgecieded to be able to make firm decisions foigairest
the use of social media in the comprehensive aphrd@or example, we hardly have any knowledge attaut
occurrences of the identified opportunities an@aks in military practice and the magnitude or gadtieach
of the identified arguments. More importantly, théitary has yet to develop valid criteria againgtich the
potential benefits of social media applicationd W#é assessed. For example, is the military willimgccept
an occasional leak of classified information thitougpcial networks to the general public including o
opponents? If not, then there is not really a gfroase for implementation of social media, no méaittev big
the evidence-based benefits for C2 might be.

It is an illusion to think that the military, owsipartners, are able to counter all of the threfs®cial media to
the comprehensive approach. Countering these shiabt about building bigger walls or better eguent.

It is all about the human factor. It is importamkieep in mind that it aneot the social media that pose a threat
to civil-military cooperation, but the humans thmake use of them. As we all know, humans are ptone
making errors. As mentioned by the Netherlands DoBheir recent social media guideline [21], a gogy

to proceed, therefore, is to invest in training addcation to make military personnel more awarghefrisks

of social media to OPSEC and civil-military coogama in the comprehensive approach.

Future efforts should focus on the collection oftlgractices that help to minimize the risks angimize the
benefits of social media for military and non-naty cooperation. Our workshop showed that a lot of
initiatives involving social media take place inetlorganization but that these are often “killed” by
bureaucracy and, more importantly, take place baight of policy makers. Of course it is an illosito think
that we can make the military organization lessebucratic. It is important, however, that we filngde
initiatives and extract the best practices of sssftg innovations in the comprehensive approach.

Other future efforts should include human-in-thedoexperimentation as a means to collect data4rive
evidence of successful application of social media.interesting research question, for examplehds
effective a combination of social media and milit&2 systems are in providing for a satisfactoneleof
system awareness and harmonization between paitngrs comprehensive approach. At the lower legéls
classification civil-military cooperation could t@lplace through social media, while at the high emildary

C2 systems provide for sufficient levels of OPSE(ally, we believe that it is important to stasiuciously

by conducting small experiments at first and thenggally expanding them to more complex experiments
with multiple factors involved. There is much to learned here from the old saying that we musldemw

to walk before we can run. Likewise, we also needltain, grow, or find our wings before we can fly
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