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Abstract
We develop an architecture for a federation of hgateways. We distinguish inner and outer cirdenfiis and describe a mechanism
for social-aware backup of content and sharing Wigmds. To facilitate remote access, contenttmsegmented and redundantly stored
at gateways of friends. We develop innovative sohst that allow secure and redundant storage ofieets with inner and outer circle
friends. They enable decoding of segments in tieeypted domain without the need of sharing a demggkey with friends, which
relieves the computational effort of mobile devieesessing the content. We combine Vandermonde-Relednon codes with
homomorphic encryption to three different solutiansl describe their differences in complexity.

l. INTRODUCTION

Nowadays, people create, share and consume cami@mhultitude of ways. Using their mobile devices,
people take photos and shoot videos, and post direxctly online to share with their friends, faménd
often with larger groups in their social network.

The FP7 FIGARO project focusses, among other thiagsecure distributed backup, sharing and remote
access to content, using people’s social netwaskerfable this, the project has created an architecf
federated home gateways of the users. This federatiows a user's home gateway to make backugpeat
gateways of friends and family. These backups easdrial’ backups, to be used for the purposeshafing
the content with friends and enabling access teecrwhile on the move [1][2].

If video content is of high quality, the bandwidtbmands for streaming this content will be (mudghér
than the average uplink of a single home gatewhgrdfore, for the purpose of remote access, thieuipaaf
the (video) content is segmented into small pditss allows for streaming of high-quality (HD) vidleusing
the uplink bandwidth of multiple friends’ gatewaatsthe same time. Each gateway can then streaaircert
segments, to the extent the uplink bandwidth permit

This paper focusses on secure remote access. YWadish between two groups of friends, the soechll
‘inner circle’ and ‘outer circle’ friends. Innerrcie friends are friends whom you completely trudtjle outer
circle friends are from the larger group in youciabnetwork, whom you do not trust completely.

We use Vandermonde-Reed-Solomon codes [4] to efiseifgack-up can be retrieved as long as a limited
number of home gateways is online. This is a comteohnique in storage technology also known as
Redundant Array of Independent Disks (RAID). Toidleakage of content towards outer circle friengs
use homomorphic encryption [5]. The homomorphigerty enables outer circle friends to decode setgnen
in the encrypted domain, thereby reducing the veadtlof the downloading client to decryption onljeT
application of additively homomorphic encryptiomitlalso of multiplicatively homomorphic encryptien
demonstrated.

To further reduce the workload of the downloadimpbile) client, a solution based on symmetric eption
is described which accelerates the client’'s deayffort. As with all our solutions, to reducecasty risks
we don’t allow inner circle friends to learn théedit’s private key.

In Section Il we describe our new architecturesfocial-aware backup and sharing of content. IniGed¢t
the security measures are described and analyzédcanpared with existing solutions. We end with th
conclusions in Section IV.



. ARCHITECTURE

FIGARO proposes an evolvable future Internet aethitre based on gateway-oriented federation of
residential networks. The residential gateway hesrdral role in the FIGARO vision of the futurégdmet. It
interconnects the residential network with the iné¢ and is responsible for aggregating a multitwide
devices and services within the residential netwbrlEIGARO, residential gateways undertake thefatbr
role, internally as well as externally. Figure bwsis residential networks connected at the edgeeofitternet
and illustrates a simplified view including the tiypes of residential network federations. The upyaet
illustrates external federation interconnecting tipié gateways to form a cooperative overlay across
residential networks. This federation enables &rttollaboration to offer added value in termsfoff,
example, access and sharing of content, storagaetnark capacity. The right-part of the figure sisahe
internal federation within a residential network.
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Figure 1: Overview of the FIGARO environment
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A. Social-aware backup and sharing

Backup provides durability through duplication, ehtaching raises availability of content. The matdbms
of these functions can be combined to establisiwaritefficiency when both doing backups and sharing
content in a group of close friends. E.g. when bagkp your family pictures, you can create a backt
your families gateways and at the same time sharedntent with your family. The content is then
transmitted over the network only once, while seguihe two purposes of both backup and sharingdimy
mobile access (see next subsection). This backepnigparable to work presented in [3]. Social badkup
different in the sense that it is based on clokiomships, e.g. family and good friends. We eiovihaving
offline contact with these relations, and agre@indghe use of the others’ bandwidth and storagis 0dage
does not have to be reciprocal. A main insight liethat people you trust and know, are willinghedp you,
and this circumvents the idea of freeriding.

Client device GWx

Federation manager

1. i friends’ GWs

(Reply:|Available GWs)

2. Request backup

3. Check authentication

(Reply: Backup|accepted)

4. Transfer Backup|Segment(s)

5. Notify Content|Location

Figure 2: Social-awar e backup performed by a client deviceto a GWx of afriend



The social-aware backup protocol in the FIGARO minent is shown in Figure 2. In this figure, @noti
device is shown making a backup of some (pieceafjent at a gateway x (GWx) from some friend. In a
first step, the client device requests a list dimble friends’ gateways from the Lookup Servithe Lookup
Service is the part of the centrally located FetitemaManager which amongst other things keeps todekl
available gateways and of the users of those gaewidter receiving a list of available gatewaysl anaking
a selection, the client device requests the bafikup GWx, belonging to a friend. After GWx has
authenticated the client device as belonging teead, the content is optionally encrypted (for lex@tion,
see below). Then, the backup itself is performdds Backup is performed in segments to enable mmot
(mobile) access, see next subsection.

Whether the content is encrypted, depends on theofdhe friend in the user’s social network. Waevé
divided the social graph of a user in two partaeincircle friends and outer circle friends, asvamin Figure
3. Inner circle friends are the friends or familithwwhom you have a very strong connection, i.erdhis a
high level of trust between you and them. Outezleifriends are the friends with whom you do corinec
online, but with whom the connection is less stcdfgy your inner circle friends, encryption of cent is not
performed, while for outer circle friends, it is.

Inner
Circle
Friends

Figure 3: Inner- and outer circlefriends

After backing up the content, the user can nowesttds content as well. If the content is sharetth @iuser
from a location at which a backup is placed, omyaathorization step is necessary, as the corttsit is
already distributed. This is shown in Figure 4. Thent device first requests the friend’s GW ldcatfrom
the Lookup Service, and then sets the access fightise other user in the AA module at the Fedenat
Manager. These access rights are used in the naduss scenario in the next subsection. Finally, a
notification of the shared content is sent to ttiepGW, and optionally a key for access to theeman

Client device GWx

Federation manager

1. Request friend’s|GW location

(Reply:|GW location)

2. Set access rights

3. Share notification| & optionally key

4. Check authentication

5. Share + key

Figure 4: Sharing of previously backed-up content



Although the encryption itself does not need tspecial for this type of backup and sharing, tteeeesome
new requirements to be met here. If different conie shared with different users, different keggad to be
used in each occasion. While some content may dredlwith a certain user, other content may notlewh
both content items can be backed up at that ukmadion. This requires different keys for diffeteontent

items.

B. Mobile access

To enable remote access to content, either bgwmer of the content or by users with whom the eonhis
shared, content can be segmented. Reason fostthie limited upload network bandwidth most conioast
have. E.g. streaming of a high-quality video mayuiee a 4 mbit/s connection, while many upload gpese
limited to e.g. 512 kbit/s or 1 mbit/s. By segmagtthe content in small segments, and distributiege
segments across various locations, even high-guatdieo becomes remotely accessible for streandihis
can thus be seen as a form of caching, includefider(i.e. without making additional copies in tietwork)
in the backup and sharing scenario. For grantihgraisers such access when sharing content, theRG
Federation Manager keeps track of these authaizain the central AA function.

Figure 5 shows this mobile access scenario. Thelendévice first has to discover the location af tracked-
up content segments, and can then request thesestyy Gateways containing these segments firg toav
check if the requesting device has authorizatiad,@n then deliver the segments. If the userseofrtobile
device and the gateway(s) containing the segmeat®aer circle friends, then the segments wildeévered
unencrypted. This saves the mobile device procgssid thus precious battery life. If the userscater
circle friends, segments will be encrypted and iip to the mobile device to decrypt the segmesiisré
having access to the content.
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Figure5: Remote access by a mobile device to backed-up content segments

Ill.  SECURITY MEASURES

In order to realize both the “social-aware backog sharing” as well as the “remote access” scemaro
secure way we need a couple of security measudepuately protect content from outer circle atietio
unauthorized users, and assure its availabilitire4uently used encryption system in such enviramse
which offers different keys for each content is wmnoas Convergent encryption [9], where the key dsavor
less a cryptographic hash of the content. Althatggcould be used in the “social-aware backup and
sharing” scenario as described in Subsection tha,segmentation of content required in “remotesst
asks for a more sophisticated solution.

To reduce content leakage we want to avoid staidgcryption key for each content (movie, documetat)
at inner circle locations. The solution we proposes Vandermonde-Reed-Solomon codes and homomorphic
encryption. We first explain these two main conseptd then show how to combine these.

A. Vandermonde-Reed-Solomon codes

The first concept, also known as RAID, enablesisgpthe content in a distributed way such that veven a
certain amount of users is available, the contantlee retrieved. This measure guards the avatiabii
content. More precisely, we stanehunks of the content, represented by some inb¢gatrvarious locations
such thak chunksk < n, are sufficient to restore the content.



Similar to [4], the key ingredient here imdy k Vandermonde like matrix M that has the propergt gmyk
rows are linearly independent. This can be achi¢gkby defining the elements of M for each |, L=...,k,
as:
Mij = Gq(when i= 1, k,
j™twheni=k+1, ...,n.
Hered denotes the Kronecker delta. By using M, the auntan be distributed and reconstructed as follows:
1. Divide content X intck integer valued segmentg,X.., X, each of size | X4/
2. Compute the content chunks (Y ..., Y,)' = M * (X4, ..., X)" and store each chunk at a different
location.
3. Supposek chunks are available, represented by a subse{s af, n} of sizek. Let Ms be the
matrix consisting of thederows of M, and let ¥ be the vector consisting of thdsehunks.
4. Since thek rows of Ms are linearly independent, this matrix can be itegtand thé segments can
be reconstructed by ¢X..., X" = Mgt * Y4
5. The content X can be downloaded and combined frark segments X ..., X

Because the segments and the matrix elementstageis, the chunks,Y... ,Y, will also be integers.
However, because the matrix elements can be quie, the size of the chunks might grow leadinstéoage
size disadvantages. To overcome this problem,dhgatations in steps 2 and 4 could be performed in
finite field of size N such that N > |[X|[6]. This condition assures correct reconstructibthe segments.

B. Homomor phic encryption

With respect to the confidentiality requirementr ealution should enable inner circle friends toiexe the
content but should avoid outer circle friends l@agrthe content. For this purpose we introducestieond
concept known as homomorphic encryption whichfsren of encryption that allows a limited number of
operations on encrypted data.

We distinguish between additively homomorphic eptinn and multiplicatively homomorphic encryption
and give examples for both systems. A well-knowergption system that is additively homomorphic is
Paillier [7]. In Paillier, the encryption of x,9x < N, is [x] = ¢ * r mod N, where g is a generator, r a fresh
random value, and N a large RSA-like number coimgjsif the product of two large primes. Paillier is
additively homomorphic because [x] * [y] = [x + gjod N.

A well-known multiplicatively homomorphic encrypticsystem is (unpadded) RSA [8]. In RSA, an
encryption of x, & x < N, is [x] =X mod N for some (public) integerand number N that consists of the
product of two large primes. RSA is multiplicatiydlomomorphic because [x] * [y] = [X * y] mod N. €h
encryption [x] is decrypted by raising it to theeat powerd, whered is the multiplicative inverse @& mod

¢(N).

In both encryption systems, one has to know tha@iffiactors of N to be able to decrypt.

C. Secure and redundant storage with inner and outer circle friends

The concepts of redundant storage and homomorpbiygtion can be nicely combined to a secure system
that fulfills the requirements of both scenarios Wéscribe how content could be stored redundantly
securely, and retrieved by mobile devices, usirdjtagly homomorphic encryption. To reduce the wodd

of mobile devices retrieving the content from tleéwork, we would like to have RAID decoding donethg
inner and outer circle friends.

1. The content owner generates an instantiation dli¢teand broadcasts the public key to his inner
circle friends.

2. To store content X, he divides content X iktimteger valued segmentg,X.. Xy, each of size |X{/

3. He computes tha chunks (Y, ..., Yn)" =M * (X4, ..., X" and stores each chunk at a different
inner circle friend.

4. Inner circle friends are allowed to store copiethefr chunks Yat outer circle friends, but only after
encrypting it with the content owner’s public k¢Y:].

5. Supposek encrypted chunks are available from outer cirgknfls, represented by a subset S of {1,
..., n} of sizek. Let Ms be the matrix consisting of thekeows of M, and let ¥ be the vector
consisting of thesk chunks.



6. Since thek rows of Ms are linearly independent, this matrix can be itegtand thé segments can
be reconstructed by ¢X..., XJ" = Ms* * Y&'. Because the chunks are now encrypted,
reconstruction now has to be performed by outeteciriends in the encrypted domain:

[Xil = Mjos[Y;]® mod N
where the numbers are the elements of the matrixt

7. The content owner downloads the encrypted segni€jt&om the outer circle friends and decrypts
them with his private key.

8. The content owner downloads and combines X fronkthegments X ..., X, and enjoys the
content.

Note that the matrix M should be available to inciecle friends to be able to enjoy the shared eanfThis
could be arranged by the Federation Management @aoemp as described in the previous section. Al¢erou
circle friends that need to reconstruct the (enegypsegments need to know the elements of thexmag™.
This could be achieved through inner circle friendslirectly from the Federation Management compane

A disadvantage of Palillier is that encryption blawpsthe information size by a factor two, namebnfrN to
N2 Furthermore, decryption of segments by the mateleice of the content owner will be costly. Thismde
solved by a subtle change in encryption: insteaghefypting his chunk Ywith the content owner’s public
key in step 4, the inner circle friend could en¢iyis chunk with a self-generated symmetric kegy, by
using Convergent encryption [9], and encrypt tRimsetric key with the content owner’s public kepi§
reduces storage size and simplifies the decryfitjothe mobile device, but on the other hand pres/tre
network from doing the RAID decoding for the user.

Alternatively, RSA could be used with avoids blogimp the size by encryption. However, becauseribts
additively but multiplicatively homomorphic, the@ding process has to be modified.

The chunks Yshould be computed through exponentiation instéadultiplication (as in step 3):

Y; =iz, .« X" mod N
The reconstruction of segments in the encryptedaiioifas in step 6) however is unmodified:

[X|] = r]j Ds[Yj]aj mod N,
where the numbers; are the elements of the matrix® Note that the relations in the plain domain are
different: X =5 sa* Y; mod N with Paillier, but X=[7;5sY;* mod N with RSA. The computation of a
matrix inverse requires the computation of multiative inverses. In Paillier these inverses hawotoputed
in the field Z,’, but in RSA these are done in the fielghgwhich raises a problem becadg®) cannot be
computed without knowing the factorization of N.wtver, by representing the numbeysa rational
numbers and choosing integefarge enough such that all numbersa; are integers, outer circle friends will
be able to reconstruct the segment§’[Xhe content owner is able to decrypt (in stefh@se segments tg X
by raising them to the power* ¢* mod(N).

D. Related work

A solution known from the sensor node domain [10][i& to use symmetric encryption and secretly altiae
symmetric key with adjacent nodes, or in our donweith the inner circle friends. The disadvantagehis
solution is that any k inner circle friends areeatd retrieve the decryption key. An outsider soovelyetting
access to a sufficient number of key shares wolslalae able to retrieve the decryption key and thtain
the content through (untrusted) outer circle frendl second disadvantage of this solution is tbatent
always has to be decrypted before usage, evemby aircle friends, which causes an undesirable
computational effort.

To the authors’ knowledge, our solution is uniqué¢hie sense that it enables RAID like decodindhén t
encrypted domain without the need of sharing trezygaion key.

E. Complexities

In Subsection I1I-C we have described three difiesmlutions that use RAID but avoid sharing of the
decryption key by inner circle users. The compatal and communication complexities of these three
solutions are compared, both for the (mobile) ¢lard for the network.



In the first solution, the client generates a Raikey pair, and distributes the public key amonger circle
friends. The public key is used by inner circleifds to encrypt their content chunksb¥fore storing it at
outer circle friends. RAID decoding is done by tlegwork in the encrypted domain.

The second solution is similar but uses RSA instddehillier which avoids data expansion by endgmpbut
requires a different coding scheme. The main diffees with the first solution are:

1. Different encryption and decryption algorithms (R Paillier).

2. The size of an encryption i’ Paillier but only N in RSA.

3. The computation of chunks (Y..., Y,) from segments (X ..., X,) requires only multiplications
with Paillier but exponentiations with RSA.

4. The computation of segments,(X.., X,) from chunks % requires exponentiations to the (rational)
powers awith Paillier but (integer) powers ¢ ¥ with RSA. For small values of k and n the integer
powers are smaller than the rational powers (@& Biy, but since a similar trick can be used with
Paillier, this difference is negligible. Howevegdause of Paillier’s larger size of encryptionghea
multiplication (and exponentiation) will requirdaager effort than with RSA.

5. Because we use unpadded RSA, this crypto systeasisecure than Paillier, which is semantically
secure [7].

The third solution uses any public key encryptigstem (not necessarily homomorphic), and the pWgic
is distributed among inner circle friends. Inneclg friends use Convergent encryption to encrigpirt
content chunks Yoefore storing it at outer circle friends. The syetric key is also transmitted to outer circle
friends after encryption with the public key. Thidution increases the speed of encryption andygéon,
but doesn't allow RAID decoding in the encryptedrdin. The main differences with the first solutne:
1. Convergent encryption uses fast symmetric encrymind decryption algorithms. Public key
encryption is only used for encrypting (small) syetrit keys.
2. Convergent encryption doesn'’t lead to a blowupniergption size, but requires additional
transmissions of the (encrypted) symmetric keys.
3. The computation of segments;(X.., X,) from chunks % requires exponentiations with Paillier, but
is done in the plain domain with Convergent endoyptind thus requires only multiplications.
4. The computation of segments;(X.., X,) from chunks ¥ is done by the network with Paillier, but
has to be performed by the client with Convergetgption.

To conclude, the second, RSA-based solution seeims preferable to the first, Paillier-based solutirom a
communication and storage complexity point of vide disadvantages of the second solution beiag th
higher computational complexity of the encodingesok (to compute the chunks from the segments)rand t
weaker crypto system.

From a communication and storage complexity pdini@w, the third, Convergent encryption based sofu
is only slightly worse than the second one becatfiiee symmetric keys that have to be additionstibred.
From a computational point of view, the big advaetaf the third solution is the fast encryption and
decryption of chunks, but a substantial amount afiws transferred to the (mobile) client which imig
outweigh this advantage.

V. CONCLUSIONS

In the FIGARO project we developed an architecfarea federation of home gateways. We distinguished
inner and outer circle friends and described a meisim for social-aware backup of content and shasiith
friends. To facilitate remote access, content @edgmented and redundantly stored at gatewaygeod$.

We developed innovative solutions that allow se@una redundant storage of segments with inner atet o
circle friends. They enable decoding of segmenthaérencrypted domain without the need of sharing a
decryption key with friends, which relieves the gortational effort of mobile devices accessing thitent.
We combined Vandermonde-Reed-Solomon codes wittoh@rphic encryption to three different solutions
and described their differences in complexity.



ACKNOWLEDGEMENT

This work has been financed by European Commuriigieenth Framework Programme (FP7/2007-2013)
under grant agreement no. ICT-2009-5- 258378 (FIGARoject).

REFERENCES

(1]
(2
(3]
(4]
(5]
6l
(7]
(8]
19

[10]

[11]

TRIBLER: a sociabased peeto-peer system. Pouwelse, Johan A., et al. ConcurreandyComputation: Practice and Experience
20.2 (2008): 127-138.

Distributed Content Backup and Sharing using Sdnfafmation. J. Jiang, C. Casetti. IFIP NetworkR@fl2, Prague, Czech
Republic, May 2012.

Friendstore: Cooperative online backup using tdustedes. D. N. Tran, F. Chiang, and J. Li. In Sbi#és '08: Proceedings of the
1st workshop on Social network systems, 2008

Holographic dispersal and recovery of informatiBnP. Preparata. IEEE Transactions on Informatibeofy, 35(5):1123-1124,
September 1989.

A survey of homomorphic encryption for nonspectaliCaroline Fontaine, Fabien Galand. EURASIP Jduom Information
Security archive, Volume 2007, January 2007, Aetidb. 15,Hindawi Publishing Corp. New York, NY, lted States

A Tutorial on Reed-Solomon Coding for Fault-Tolerarin RAID-like Systems, James S. Plank, Techriegdort CS-96-332,
Department of Computer Science, University of Tesee.

Public-Key Cryptosystems Based on Composite Dedresiduosity Classes, Pascal Paillier, Editor: &rrStAdvances in
Cryptology, EUROCRYPT'99, vol. 1592 of Lecture Note Computer Science, pp. 223-238, Springer-Ved8§9.

A Method for Obtaining Digital Signatures and Puokfiey Cryptosystems, R. L. Rivest, A. Shamir, and Adleman,
Communications of the ACM , vol. 21, No. 2, Febsuh978.

Reclaiming Space from Duplicate Files in a SensariBistributed File System, John R. Douceur, Atdy# William J. Bolosky,
Dan Simon, Marvin Theimer, 22nd International Coeffiee on Distributed Computing Systems, IEEE, 2002.

A Distributed Data Storage and Retrieval Schem&nattended WSNs Using Homomorphic Encryption anck&eSharing, Yi
Ren, Vladimir Oleshchuk, and Frank Y. Li, WD'09 &eedings of the 2nd IFIP conference on Wireless dagges 282-287, IEEE
Press Piscataway, NJ, USA, 2009.

Dependable and Secure Sensor Data Storage withnidgriategrity Assurance, Qian Wang, Kui Ren, Wegjlrou and Yanchao
Zhang, IEEE INFOCOM 2009.



